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Preface

You can use the managed software updates feature of Jamf Pro to update the macOS of Mac
computers belonging to smart or static group membership lists, eliminating the need for inventory
searches and reducing the number of screens required for deploying macOS updates.

WARNING:

This feature is in BETA, you may notice inconsistent or unexpected behavior. Enabling the (Beta)
managed software updates feature will initiate a record cleanup, which includes clearing any
update commands that have previously been deployed from Jamf Pro. You can re-deploy these
updates with the (Beta) managed software updates feature. When this feature is enabled, mass
action update commands are disabled.

Requirements:

Target computers with macOS Sonoma that require an update, supervised or enrolled via a
PreStage enrollment in Jamf Pro. For best results, we recommend following this guide with a Mac
computer running macOS Sonoma, version 14.2.1, which includes new features such as declarative
device management for software updates.

To have the update for Mac computers with Apple silicon installed automatically without user
interaction, a Bootstrap Token for target Mac computers must be escrowed in the Jamf Pro server.
macOS will automatically request the Bootstrap Token from the Jamf Pro server to authorize
updates that were scheduled to install.

Checking your Bootstrap Token and Volume Owner status:
There are a few ways to check the status:
e Use the commands found in this Apple support document:
https://support.apple.com/guide/deployment/dep24dbdcfPe/
¢ Download the Verfied Tokens 1.0 app here:
https://hcsonline.com/support/apps/verified-tokens

This guide will use the VerifiedTokens 1.0 app as it provides all the info in one window without
having to run multiple terminal commands. This app requires administrative privileges to run. Once
downloaded, install the Verified Tokens 1.0.pkg. Launch the Verified Tokens 1.0 app and confirm the
output in the picture below. Make sure you see YES for the Jamf Pro Bootstrap Token Status and
confirm the Bootstrap Token has Volume Owner access. Confirm the same for any users on your
Mac. Click Quit when done. A file named VerfiedTokens will be exported to your Desktop. You can
delete this file.

X Verified Tokens 1.0 N

Do not continue with this guide if you do NOT have a bootstrap token or secure token for a user.
The steps in the guide will NOT work unless these requirements are met.

This guide will use the following:
e MacBook Air with an Apple Silicon running macOS 14.2.1.
e Jamf Pro Server version 11.2 with administrative credentials.



Section 1: Configure the Jamf Pro Server for Software Updates

What You'll Need
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software

Requirements for following along with this section:
e A Mac Computer running macOS Sonoma that requires an update.
e Jamf Pro Server version 11.2 with administrative credentials.

In this section we create a static computer group in Jamf Pro and configure the Software Updates
section to download the latest version macOS Sonoma.

NOTE: There are five different software updates actions available:
® Download only
® Download and Install
® Download and schedule to install - Requires macOS 14
® Download, install, and allow deferral
e Download, install, and restart

We will configure the Download only install action in this section. We will cover the other four install
actions in the next section.

1. Log into your Jamf Pro server with administrative credentials.

%4 Pro

Username.

Required

Password

2. Click Computers.
3. Click Static Computer Groups. NOTE: If you want to use a Smart Computer Group for scoping,
use the guide below to create a Smart Computer Group based on the current version of macOS.

https://hcsonline.com/support/white-papers/create-a-jamf-smart-group-for-the-current-version-of-macos

4. Click New.

% Pro Ja)

Do

Computers

Static Computer Groups

- = h—a

Search Inventory NAME A i COUNT w

2 Computers

T
@ g ‘E]n?é

Search Volume No Static Computer Groups
Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

e800ks

Groups.

Smart Computer
Groups

Static Computer
3 Groups
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5. Configure the following:
A. Display Name: macOS Updates
B. Click Assignments

% Pro o

0o

Computers :  Static Computer Groups

i) i
= Computers < New Static Computer Group

a
[x} Inventory Computer Group ~ Assignments
& | Somchimatory t——8B
Display Name
Search Volume Display name for the static computer group

@  content
[macOS Updates] H—— A

Licensed Software.

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software

Mac Apps

6. Select one Mac computer. We recommend using one Mac computer for testing purposes. You
can add more later once your testing is successful.

7. Click Save.

% Pro 8 &

Computers :  Static Computer Groups

® .
= G < New Static Computer Group

p=1

B | S —

g Searchinventory

Q

Search Volume
@ content
nave
Licensed Software
6 Johis MacBook Pro

Content Management

rgoon's iMac

Policies n

Configuration Profiles

SOy e[ o, 7
Software Updates S J L J Cancel

8. Click View.

ﬁPm L8
a Computers : Static Computer Groups
L 4 Computers
< macOS Updates
i=}
[} Inventory Computer Group Assignments
00 Search Inventory
&
Fiter Resul
Search Volume Q
& Content
Nave
Licensed Software
Johs MacBook Pro
Gontent Management
rg00rsiMac
Policies
Configuration Profiles p
SO s (e <) oo e
Software Updates < L listory Edit
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9. Confirm you can see the Mac computer that you selected in step 6.

%4 Pro L 8
8 Dashbosrd Computers - N

1 Computer in "macOS Updates'
L Computers >
B Devices > (+ new )
& Users >

awe ~w

Settings
@ 2 John's MacBook Pro

1 v | > snow| 100 v /EXFT][ Action

10. Click Computers.

11. Click Software Updates. You may need to Enable the Software Updates if it's not Enabled.

%8 Pro o 8
- Computers
% O Computers Soft: Updat @D use new experience | BETA
[EESnd Mobile Device Group
o ioventory
oo Searchinventory U 1-100f10 *
&
Search Volume ‘GROUP NAME | Tvee |
@& content
() Al Managed Clients Smart Grou
Licensed Software o g
() Al Managed Servers Smart Group
Content Management
Policies () Apple Silicon Macs Smart Group
Configuration Profiles () macos Sonoma - Current Version Smart Group
() macos Sonoma - Out of Date Smart Group
Restricted Software -
() macos sonoma - Out Of Date Policy Smart Group
Mac Apps
() macos Updates Static Group
Patch Management
eBooks LJ Notebooks Smart Group
() Prestage enroliment - Mac PreStage Smart Group
Groups
Smart Computer O sFronts Smart Group
Groups.

12. Configure the following:
A. Click Computer Group.
B. Select the static computer group that you created in step 5.
C. Click Update 1 Selected. This guide is using 1 Mac computer for simplicity.

Computers

Software Updates

@D Use new experience | BETA

@ You have 1 computer group selected. Clear ([N LRl C
A [ A Mobile Device Group

~  1-290f29 (1 selected) %

GROUP NAME \‘\ Tvpe

B —— macOS Updates Static Group
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13. Configure the following:
A. Install Action: Download only.
B. Target Version: Latest version based on device eligibility.
C. Click Apply.

%4 Pro o
Computers :  Software Updates

< Update 1 group

Do

B8 Dashboard

2 Computers >
(b Devices >
(@ Jamf Pro Mass Software Updates Are Only Available For Managed Devices
Users can defer software updates for devices with mscOS 123 or fter Updating to.a minor version. Devices with macOS 101,108 10.3,orv0S 12 orlater can
& Users > Update tothe latest version. Devices with macOS 101, 05 11.3, or tv0S 12.2 orlter can update to specifc versions
@ settings

Install Action
Choose action to take on all selected devices to update the OS and built-in apps on the device

@ JJpownioad only
| Automatically download O update on the selected device

(O Download and install
Automatically download and install OS update on the selectad device

(O Download and schedule to install
Automatically download and schedule to install S update on the selected device

(O Download, install, and allow deferral
Autometically dovioad OS pdate on the selected device and allow user to defer installation

() Download, install, and restart
Automatically upcate OS and force restart on the selected device

Target Version
Choose version to update all selected devices to

@ Latest version based on device eigibity
Latest major version

() Latest minor version

o | fd—"C
oo | romy

14.Click OK. The Mac in the static computer group will start the download of macOS Sonoma
silently in the background.

‘ © Success ‘

1 devices have received your request.

15. Log into the Mac that is in the macOS Updates static computer group. Once the macOS
Sonoma download is done you will be greeted with the notification message below.
NOTE: To see the status of the MDM command, go to the computer record in Jamf Pro and
select the Management tab to view the status of the MDM command. When the command
is no longer pending, you can see the download in progress in System Settings > General >
Software Update.

16.You have two options:
e Restart will run the upgrade immediately.
e Try Tonight will schedule the update to run between 2am - 4am.

This guide will choose Restart for simplicity.

l
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17.Since the user is initiating this update, the password of the currently logged in user is required.
This user MUST have a secure token to run the update. Click OK.

18. The Mac computer will reboot and install the macOS Sonoma update. This completes this
section.

In the next section, we will discuss the additional four settings that can be used to install macOS
updates.
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Section 2: Configure the Four Additional Install Actions

What You'll Need
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software

Requirements for following along with this section:
e A Mac Computer running macOS Sonoma that requires an update.
e Jamf Pro Server version 11.2 with administrative credentials.

NOTE: If you want to test each of the four macOS update settings discussed in this section, It will
require four Mac computers that are running an older version of the current shipping version of
macOS Sonoma. You will need to add one additional Mac computer to the macOS Updates Static
Computer group if you're testing all four of the install actions in this section.

In this section we are going to discuss the four remaining software update actions that can be used
to keep the Mac computer up to date.

¢ Download and Install

e Download and schedule to install

e Download, install, and allow deferral

e Download, install, and restart

Download and Install:
1. Click Computers.

2. Click Software Updates.

g Pro o 8

Computers

Use new experience  BETA
Software Updates @
Compu(er []CNSM Mobile Device Group
[} Inventory

& Search Inventory @ > 1-100f10 o

ea
be o Computers

Search Volume GROUP NAME |l Tvyee |
& Content
) () Al Managed Clients Smart Group
Licensed Software
D All Managed Servers Smart Group
Content Management
Policies [7] Apple Silicon Macs Smart Group
Configuration Profiles () macos Sonoma - Current Version Smart Group
2 — SR LD D macOS Sonoma - Out of Date Smart Group
Restricted Software
D macOS Sonoma - Out Of Date Policy Smart Group
Mac Apps
m macOS Updates Static Group
Patch Management
eBooks () Notebooks Smart Group
C] PreStage enroliment - Mac PreStage Smart Group
Groups
Smart Computer [:] SF fonts Smart Group
Groups
. J
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3. Configure the following:
A. Click Computer Group.
B. Select the static computer group named macOS Updates.
C. Click Update 1 selected. This guide is using one Mac computer for simplicity.

Computers

Software Updates @D use new experience | BETA

@ You have 1 computer group selected. Clear (I TR C
A [N CACENN Mobile Device Group

< > 1-290f 29 (1 selected) @,

GROUP NAME \‘\ TYPE

macOs Updates Static Group

4. Configure the following:
A. Install Action: Download and Install.
B. Target Version: Latest version based on device eligibility.
C. Click Apply.

%2 Pro (SRS
Computers :  Software Updates
88 Dashboard
< Update 1 group
2 Computers >
(o Devices > @  Jamf Pro Mass Software Updates Are Only Available For Managed Devices
Users can defer software updates fo devices with mac0S 12.3orlter updating to  minor version. Devices with macOs 1011, 105 103, o1 vOS 12 o ater
o= can update o the latest version. Devices with mecS 101, 0 113, o OS 12.2 or later can update to specifc versions.
& Users >
@ settings Install Action

to take on all to and built-in apps on the device

(O Download only
Automatically downioad OS update on the selected device

download and the selected device

© Download and schedule to nstal
Automaticaly download and scheduleto nstall OS upcate o th selected device

(O Download, install, and allow deferral
Automatically downioad OS update on the selected device and allow user to defer installation

(O Download, install, and restart

Automatically update O and force restart on the selected device

Target Version
Choose version to update all selected devices 10

B Latest version based on device eligibility
Latest major version
(O Latest minor version

() specific version

.. EH——c
J

5. Click OK. The Mac that is in the static computer group will start the download of macOS Sonoma
silently in the background. Depending on your ISP speed, the download can take 15 minutes or
more to complete.

‘ () Success

1 devices have received your request.
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6. Log into the Mac that was in the macOS Updates static computer group. Once the macOS
Sonoma download is done you will NOT receive any notification messages and the Mac
computer will reboot. You will NOT be prompted for any user name or password because
the user on the Mac has a secure token and the Jamf Pro server has a bootstrap token. The
bootstrap token will be used to authenticate the macOS update. This completes this install

action.

Download and schedule to Install:

1. Click Computers

2. Software Updates.

4 Pro

% 2 computers

[} Inventory
I Search Inventory
=)

Search Volume
& Content

Computers

Software Updates

< 1 ~ 1-100f10

GROUP NAME

TYPE

Q

D Use new experience

9
o

BETA

All Man: lient mart Gr
Licensed Software D anaged Clients Smart Group
[:] All Managed Servers Smart Group
Content Management
Policles () Apple Silicon Macs Smart Group
Configuration Profiles [j macOS Sonoma - Current Version Smart Group
2 — Sl D () macos Sonoma - Out of Date Smart Group
Restricted Software
() macos Sonoma - Out Of Date Policy Smart Group
Mac Apps
[ macos updates Static Group
3. Configure the following:

A. Click Computer Group.
B. Select the static computer group named macOS Updates.
C. Click Update 1 selected. This guide is using one Mac computer for simplicity.

Computers

Software Updates

A [SCIUNEIgEICITN Mobile Device Group

GROUP NAME

B _ macOS Updates

@ You have 1 computer group selected. Clear (I TR

@D Use new experience

BETA

< 1 > 1-290f 29 (1 selected)

I Tyre

Static Group
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4. Configure the following:

A. Install Action: Download and schedule to Install.
B. Force Install Date: Click inside the field and a calendar and clock will appear.

Computers :_Software Updates

< Update 1 group

(@ Jamf Pro Mass Software Updates Are Only Available For Managed Devices
Users can defer software updates for devices with macOS 12.3 orlater updating to a minor version. Devices with
macoS 101,05 10.3, or tvOS 12 o later can update to the latest version. Devices with mac0S 1015, I0S 113, or t¥0S
12.2 o lter can update to specific versions,

Install Action
Choose action Lo take on al selected devices 1o update the S and buili-in apps on the device

() Download only
Automatically download 08 update on the selected device

(O Download and install
Automatically download and install OS update on the selected device

and schedule to
Force install date is only supported for computers with macOS 14 or later and mobile
criteria will not receive an update.
Force Install Date
Reauired
® Setting a date and time prior to the present date and time wil immediataly enforce the software update formula.
() Download, install, and allow deferral
Automatically download OS update on the selected device and allow user to defer installation
(O Download, install, and restart
Automatically update OS and force restart on the selected device
Target Version
Choose version to update all selected devices to
(O Latest version based on device eligibility
(O Latest major version
O Latest minor version

O specitic version

Cancel

devices with i0S 17 or iPadOS 17 o later. Computers and mobile devices not meeting these

5. Select a Date and Time from the calendar and clock.

< January 2024 >

Mon Tue Wed Thu Fri Sat Sun

Enter a start time
here: The time
entered here is
the client Mac

22 28
[
29
6 ) 1
12 : 00 PM o1
(ﬁ 01/31/2024 12:00 ] local time.
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6. Configure the following:
A. Target Version: Latest version based on device eligibility.
B. Click Apply.

Computers : Software Updates

< Update 1 group

(@ Jamf Pro Mass Software Updates Are Only Available For Managed Devices
" Users can defer software updates for devices with macOS 12.3or laer updating to a minor version. Devices ith
mac0S 101, 105103, or (v0S 12 orlaer can update to the latest version. Devices with mac0S 1015, 108 113, o tv0S
2.2 orlater can update to specifc versions.

Install Action
Choose action to take on al selected devices to update the O and buili-in apps on the device

(O Download only

Automatically downioad OS update on the selected device

(O Download and install
Automatically downioad and install OS update on the selected device

@ Download and schedule to install

Automatically download and scheduie to install OS update on the selected device

Force install date is only supported for computers with macOS 14 or later and mobile
devices with i0S 17 or iPadOS 17 or later. Computers and mobile devices not meeting these
criteria will not receive an update
Force Instal Date
© 01/31/2024 12:00
Required
@ Setting a date and time prior to the present date and time will immediately enforce the software update formula.
(O Download, install, and allow deferral
Automatically downioad OS update on the selected device and allow user to defer instalation
© Download, instal, and restart

Automatically update OS and force restart on the selected device

Target Version
Ghoose version to update allselected devices to

A_!mem isssad on devics ekgitiiey
\Latest majorverson

(O Latest minor version

O specific version

®
concel  flapply

7. Click OK. The Mac that is in the static computer group will start the download of macOS Sonoma
silently in the background. Depending on your ISP speed, the download can take 15 minutes or
more to complete.

‘ () Success ‘

1 devices have received your request.

8. Log into the Mac that is in the macOS Updates static computer group. Once the macOS Sonoma
download is done, the user will be presented with this notification message. Notice the time
stamp in the message that will automatically run the macOS update.

Managed Update

An update to macOS 14.3 is past due. You
can install it now or it will be installed
automatically Today, 11:48 AM.

9. You will have the option to view the Details or Update. If you select Update, the Mac will run the
update once it's downloaded.

Managed Update

An update to macOS 14.3 is past due. You
can install it now or it will be inst-
automatically Today, 11:48 AM. Options v

| Details

Update
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10. If you select Details, System settings will open and you will see the download status of the
macOS Sonoma update. NOTE: This guide did NOT choose Details or Update so we could see
the scheduled update in action.

Software Update

Automatic Updates Security Responses @

Preparing macOS Sonoma 14.3...
(]

About 25 minutes remaining

An update to macOS Sonoma 14.3 is past due. You can install it now or it will be
installed automatically Today, 11:48 AM.

11.The user will be constantly notified with the message below until the upgrade is ready to run.

Managed Update

An update to macOS 14.3 is past due. You
can install it now or it will be installed

automatically Today, 11:48 AM.

12.This guide chose to wait for the update to run at its scheduled time of 11:48 am. You will be
presented with a Restarting Your Computer message letting you know the Mac will reboot in
60 seconds and begin the update. You will NOT be prompted for any user name or password
because the user on the Mac has a secure token and the Jamf Pro server has a bootstrap token.
The bootstrap token will be used to authenticate the macOS update. This completes this install
action.

Restarting Your Computer
@ Your computer will restart in 55 seconds to
install updates.

ST

Managed Update

An update to macOS 14.3 is past due. You
can install it now or it will be installed
automatically Today, 11:48 AM.

Download, Install, and allow deferral:
1. Click Computers then select Software Updates.

%4 Pro o &

on Computers

(1 se new experience
= Computers | goftware Updates QD senowexperence. [BETA

1
(oI WNEIREIGIM Mobile Device Group

;) Inventory

00 Search Inventory 1 > 1-100f 10 o

&
Search Volume GROUP NAME ||l Tvyee I
& Content
. [j All Managed Clients Smart Group
Licensed Software
[j All Managed Servers Smart Group
Content Management
RIS (") Apple Silicon Macs Smart Group
Configuration Profiles [j macOS Sonoma - Current Version Smart Group
2 ndates () macos Sonoma - Out of Date Smart Group
Restricted Software
L] macOS Sonoma - Out Of Date Policy Smart Group
Mac Apps
[[1macos uUpdate Static Group J
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2. Configure the following:
A. Click Computer Group.

B. Select the static computer group named macOS Updates.

C. Click Update 1 selected. This guide is using one Mac computer for simplicity.

Computers

Software Updates
@ You have 1 computer group selected. Clear

@D use new experience | BETA

A [SEN GRS Mobile Device Group

< > 1-290f 29 (1 selected)

GROUP NAME

B ——H{8] meostrones

I Tvre

Static Group

3. Configure the following:

A. Install Action: Download, install, and allow deferral.

B. Number Of Max Deferrals Allowed: This guide will use 5.
C. Target Version: Latest version based on device eligibility.

D. Click Apply.

and built-in apps on the device

.J Pro
Computers :  Software Updates
89 Dashboard
< Update 1 group
4 Computers >
[ Devices > Install Action
totake on il to
& Users > (O Download only
Automaticaly downioad O update on the selected device
& Settings () Download and install
Automatically download and install OS update on the selectad device
(O Download and schedule to install
Automatically downioad and schedus to nstall S update on the selected device
A @ Downioad, install, and allow deferral

Automatically download

Number Of Max Deferrals Allowed
Input an integer between 0-99

B € )

Required

() Download, install, and restart

Target Version
Choose version to update all selected devices to

< : @ Iatest version based on device eligibility

Latest major version

() Latest minor version

() specific version

and allow user to

Automatically update O and force restart on the selected device

€]

Cancel

0o

. D

4. The user will be presented with the notification message below letting them know the update
requires 50% battery life or a connection to a power source. You are allowed to defer the update
up to 5 times before you are forced to run the update.
NOTE: In our testing, MDM commands were more responsive when connected to a power

source.
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5. You have two options:
e Install: This will install the update immediately.
e Try Tonight: This will allow you to defer the update.

This guide will choose Install for simplicity. If you select Try Tonight and want to see the deferral
notification message, you will need to monitor your Mac computer between the hours of 2am -
4am.

NOTE: Try tonight attempts to install the update between 2am and 4am. If the user still has
deferrals remaining and they don't see the notification or they ignore it, the update isn't installed.
The final notification for installation bypasses Do Not Disturb. Also, the number of possible
deferrals can be updated by an MDM administrator by issuing a new command. When doing so,
the deferral counter on the Mac is reset.

Download, Install, and restart
1. Click Computers.

2. Software Updates.

g Pro o &

Computers

EE se new experience
= Computers | goftware Updates QO veerev o ==t

1—=]
SRS Mobile Device Group

[} Inventory

& Search Inventory € @ ~ 1-100f10 o

Search Volume GROUP NAME |
& Content

TYPE [

All Man; lient mart Gr
Licensed Software [j anaged Clients Smart Group
D All Managed Servers Smart Group
Content Management
Policles [C)  Apple Silicon Macs Smart Group
Configuration Profiles [j macOS Sonoma - Current Version Smart Group
2 — SRl D () macos Sonoma - Out of Date Smart Group
Restricted Software
() macos Sonoma - Out Of Date Policy Smart Group
Mac Apps
[ macos updates Static Group
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3. Configure the following:
A. Click Computer Group.
B. Select the static computer group named macOS Updates.
C. Click Update 1 selected. This guide is using one Mac computer for simplicity.

Computers

GROUP NAME

B _ macOs Updates

Software Updates

@D use new experience | BETA

© You have 1 computer group selected. Clear ([ CRECEaCE] C
A [N CACENN Mobile Device Group

« > 1-290f 29 (1 selected) N

\‘\ TYPE

Static Group

4. Configure the following:
A. Install Action: Download, install, and restart.
B. Target Version: Latest version based on device eligibility.

C. Click Apply.

%2 Pro

=]

Dashboard
2 Computers
(b Devices
&8 Users

@ settings

Computers : Software Updates
< Update 1 group

@ Jamf Pro Mass Software Updates Are Only Available For Managed Devices
Users can defer software updates for devices with macCS 12.3 o later updating Lo a minor version. Devices with macOS 101,105 10.3, 1 tv0S 12 of later
can update to the ltest version. Devices with macOS 1015, 105 11.3,or tvOS 122 or later can update to specifi versions.

0o

Install Action
to take on all and built-in apps on the device

(O Download only
Automatically downioad 05 update on the selected device

(O Download and install
Automaticaly download and install OS update on the selocted device

(O Download and schedule to install
Automatically download and schedule to nstall OS update on the selected device

() Download, install, and allow deferral
Automatically download O update on the selected device and allow user to defer intallation

@ pownioad, install, and restart
utomatically update OS and force restart on the selected device

Target Version
Choose version to update allselected devices (o

ﬂatest version based on device eligibity
" Latest major version

(O Latest minor version

(O specific version

® v
J

5. The user will be presented with the notification message below letting them know the Mac
computer will restart in 60 seconds. There are no other warning messages. This will force quit
any apps that are running and the user may loose any unsaved changes if they were working in
applications that don't auto save. Use this with install action with caution.

6. You will NOT be prompted for any user name or password because the user on the Mac
computer has a secure token and the Jamf Pro server has a bootstrap token. The bootstrap
token will be used to authenticate the macOS update.

This completes the guide.
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