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Preface

Configuring Jamf Pro to use the Microsoft Graph APl for SMTP enhances security, ensures
compliance, and simplifies management, all while aligning with Microsoft's modern authentication
framework. It also future-proofs your organization’s Jamf Pro setup and improves the reliability of
email notifications. This is particularly beneficial for organizations heavily invested in the Microsoft
365 ecosystem.

This guide is designed to complement Jamf’s documentation on configuring the Microsoft
Graph APl for SMTP by offering a more visual, step-by-step approach. Please note that Microsoft
occasionally updates the names and locations of certain items, so your experience may differ
slightly. For the most up-to-date information, refer to Jamf's official documentation at:

Configuring Jamf Pro to Use Microsoft Graph APl with SMTP

Requirements for This Guide:
Ensure you have administrative privileges for the following systems and tools:

e Jamf Pro Server: Version 11.4 or later.

® Microsoft Entra ID: Access to manage settings and configurations.

¢ Exchange Admin Center: Administrative access for email configuration.

¢ PowerShell for Mac: Version 7.4 or later installed.

¢ PowerShell Exchange Module: Installed and configured.

® An email account managed by your organization, such as jamfalerts@yourdomain.com.

NOTE: An Exchange administrator with at least Organization Management permissions is required
to configure permissions in Exchange admin center.

Download Link:
PowerShell for Mac: Installing PowerShell on macQOS (Version 7.4)

https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-
macos?view=powershell-7.4

This guide is designed for Mac administrators and demonstrates all configurations using a Mac
computer. It includes instructions for installing PowerShell for Mac and the Exchange Module. If
you already have these tools installed, you can skip the corresponding steps. For those following
this guide on a Windows computer, some steps may differ, and your results may vary.


https://learn.jamf.com/en-US/bundle/technical-articles/page/Configuring_Jamf_Pro_to_Use_Microsoft_Graph_API_with_SMTP.html
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-macos?view=powershell-7.4
https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-macos?view=powershell-7.4

Section 1: Creating an app registration in Microsoft Entra for Jamf Pro

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
¢ Access to Microsoft Entra with administrative privileges

In this section we will configure an app registration in Microsoft Entra to be used in Jamf Pro for
SMTP.

1. Log in to the Microsoft Entra admin center at: https://entra.microsoft.com/.

B2 Microsoft

Pick an account

to continue to Microsoft Entra

@ JohnAppleseed@ManagedAccount.onmi
crosoft.com o

—|— Use another account

2. Enter your password.

3. Click Sign in.

B® Microsoft
< johnappleseed@managedaccount.onmicrosof...

Enter password

LYY YY VYY) ° M [ 2

Forgot my password

Use an app instead

3
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https://entra.microsoft.com/

TECHNOLOGY GROUP

4. If you're using Multi Factor Authentication , approve your sign in request.

B® Microsoft

johr nar int.onmicrosoft.co...

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

46

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

5. Click Applications.
6. Click App registrations.
7. Click New Registration (+).

Microsoft Entra admin cent... R Search resources, services, and docs (G+/) I  Copilot [9 e @ &

Home >
f Home
App registrations =
[ Diagnose & solve problems  E— 7
+ New registration @ Endpoints % Troubleshoot O Refresh \_L Download Previe|
Y Favorites v
> Identity AN o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authenticatior]
Active Directory Graph. We will continue to provide technical support and security updates but we will n
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsof
@ Overview
R Users % I . —
All applications Owned applications  Deleted applications
AR Groups v
L Start typing a display name or application (client) ID to filter these r... +7 Add filters
I Devices %
5 =3 Applications A This account isn't listed as an owner of any applications in this dire
. o View all applications in the directory
Enterprise applications
6 _—ol App registrations
& Learn & support N
«
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8. Configure the following:
A. Name: Jamf Pro SMTP
B. Leave all other items at their default settings
C. Click Register

Home > App registrations >
Home

O Personal Microsoft accounts only
Enterprise applications

Help me choose...
I App registrations

By proceeding, you agree to the Microsoft Platform Policies '
Learn & support N )

. *C

Bo

Register an application X
Diagnose & solve problems

*
% Favorites v Name

The user-facing display name for this application (this can be changed later).
© Identity A [Jamf Pro smTP S A
® overview

Supported account types
/O\ Users '

Who can use this application or access this API?
" Groups v @ Accounts in this organizational directory only (Clean Air Group only - Single tenant)
IZ " Devices v O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
& Applications A Xbox)

9. Open TextEdit located in the Applications folder.

TextEdit

10.Create a new document and enter the following:
A. Client ID:
B. Tenant ID:
C. Object ID:
D. Service Principal ID:
E. Client Secret Value ID:
F. Email Group ID:

11.Save the file to your Desktop and name it: Entra_Registration_Info

12.Keep the document open. We will fill in the information in this document throughout the guide.

1 + Helvetica ¢ Regular ¢ 18+ I 7 B I U
[ > » » [ > > [ [ > >

0 1 2 3 4 5

lient ID:

enant ID:

bject ID:

ervice Principal ID:

lient Secret Value ID:
Email Group ID:

o v

's Entra_Registration_Info

~
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13.Switch back to Microsoft Entra and copy and paste the following information into the
Entra_Registration_Info document on your Desktop:
A. Application (client) ID
B. Object ID
C. Directory (tenant) ID
D. In the “Managed application in local directory section”, Click Jamf Pro SMTP

22z Jamf Pro SMTP =
Ly

[}3 Search ‘ « ]EI Delete @ Endpoints Preview features

B Overview
A\ Essentials
& Quickstart
Client credentials
Add a certificate or secret

Display name

#" Integration assistant Jamf Pro SMTP

Redirect URIs
1dc Add a Redirect URI

X Diagnose and solve probles Application (client) ID
A 7

Manage B Object ID Application ID URI
1 79 Add an Application ID URI
2 Branding & properties
9 & prop Directory (tenant) ID Managed application in local directory
—
2 Authentication Tc f7 Jamf Pro SMTP D

Supported account types

Certificates & secrets -
My 1 onl

14.Copy the Object ID and paste it into the Service Principal ID section of the Entra_Registration_
Info document.
NOTE: The Object ID is also known as the Service Principal ID. This is different from the Object
ID in the previous step.

Home > App registrations >

zzz Jamf Pro SMTP | Overview
b Enterprise Application

L) Gy Properties
Deployment Plan Name ©
X Diagnose and solve problems . [ Jamf Pro SMTP [ln} }
Application ID ©
Manage l - 5 ID‘
m )
il properties ObjectD © Copy this Object Id
48 Owners [a b D] o and paste it into your

Entra_Registration_Info

&l _Roles and administrators for Service Principal ID

15.Confirm the information in the Entra_Registration_Info document looks similar to the picture
below. Save the document but keep it open. We will need to add more info in a later step.

- = P—
[ JON ] : Entra_Registration_Info

1 v Helvetica < Regular ¢t 18+ @ ~# B I U =

t2 > > > > > > > > > > >
0 1 2 3 a 5

ClientID: 7/ &8 0 0 e e de

Tenant ID: 7 Sl s Sl 0l e e afz

Object ID: f1fER S Sl Siie e fg

Service Principal ID: dOSs i Sl i s e 186
Client Secret Value ID:

Email Group ID:

g

16.Click the back button in your browser.

File Edit View
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17.Click Certificates & secrets.

sz Jamf Pro SMTP  »
w

l P Search ] «

B Overview

& Quickstart

# Integration assistant

X Diagnose and solve problems
Manage

B Branding & properties

—>; 2 Authentication

Certificates & secrets

il Token configuration

18.Click Client Secrets.

19.Click New client secret (+).

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

18

1 9 ~+ New client secret

Description Expires Value © Secret ID

No client secrets have been created for this application.

20.Configure the following:
A. Description: Jamf Pro SMTP
B. Expires: Select a time of your choosing. This guide will select Recommended: 180 days
(6months)
C. Click Add

Add a client secret X

Description [ samf pro smTP —L A

Expires [ 180 days (6 months) @ty B
C | o |
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21.Copy the Value.

+ New client secret
Description

Jamf Pro SMTP

Certificates (0) Client secrets (1)

@ Gotasecond to give us some feedback? —>

Federated credentials (0)

Expires

7/5/2025

0 Application registration certificates, secrets and federated credentials can be found in the tabs below.

Value O

4€

vl Iy 18

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Secret ID

99...

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location
(using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

D W

22.Switch back to the Entra_Registration_Info document and paste in the Value to the Client Secret
Value ID: section of the document. Save the document but keep it open. We will need to add

more info in a later step.

1 v Helvetica @

1

i2 > > > >

2

Regular

>

3

": Entra_Registration_Info

- @ A BI U E==E

]

ClientID: 77 &8s 0 i e e
Tenant ID: 7 Sl s S 0 e w7
Object ID: 1M S S0 e e g

= )

10 ¢

®

This completes this section. In the next section, we will create a mail enabled security group to be

used for sending Email from the Jamf Pro server.
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Section 2: Configuring a Mail-enabled security group in Exchange admin
center

What You'll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
¢ Exchange Admin Center access with administrative privileges

An Exchange administrator with at least Organization Management permissions is required to
configure permissions in Exchange admin center. In this section we will configure a Mail-enabled
security group and add members to the group that need to receive mail from the Jamf Pro server.

1. Log in to the Exchange Admin Center: https://admin.exchange.microsoft.com/#/adminRoles

B Microsoft

Pick an account

IE JohnAppleseed@ManagedAccount.onmi
crosoft.com

—|— Use another account

2. Enter your password.

3. Click Sign in.

B Microsoft
< johnappleseed@managedaccount.onmicrosof...

Enter password

Forgot my password

Use an app instead

3
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4. If you're using Multi Factor Authentication, approve your sign in request.

B® Microsoft
johnappleseed@managedaccount.onmicrosoft.com

Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

98

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

5. Click Recipients.

6. Click Groups.

7. Click Mail-enabled security.
8. Click Add a group.

Exchange admin center £ Search (Preview)

= Home > Groups

Home

Groups

5 —— 2 Recipients A

Mailboxes

Microsoft 365 Distribution list
Groups

|
|

X Mail flow v

ng Roles v Group name |
[ Migration

i Mobile v

~  Reports v

Q@  Insights

E8 Public folders

Organization v

& g

Settings

Resources 8
Contacts R, Addagroup | & Export () Refresh

Dynamic distribution list Mail-enabled security

2 Search Mail-enabled security | Ei

Group email

This page is empty

Add vour first item to see it in this list

Sync status
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9. Select the radio-button for Mail-enabled security
10.Click Next.

Exchange admin cente; P Search (Preview)

Home > Groups > Add a group

@ Home
8 Rechients ~ ® Group type Choose a group type
Mailboxes |
O Basics
CGIiEe Choose the group type that best meets your team’s needs. Learn
RESaIEES | more about group types
Owners
Contacts o
= Mail flow w | (O Microsoft 365 (recommended)
O Members Allows teams to collaborate by giving them a group email
S Roles ~ | and a shared workspace for conversations, files, and
calendars. In Outlook, these are called Groups.
[§ Migration O settings
M Mobile v L i (O pistribution
inisl
Creates an email address for a group of people.
2 Re g
eports v

Insights
9 9 ail-enabled security
Eg Public folders ends messages to all members of the group and gives
access to resources like OneDrive, SharePoint and admin roles

Organization v

E
& Settings (O pynamic distribution
Sends email to all members of the list. The group’s
£ Troubleshoot v membership list is updated every 24 hours, based on the
filters and conditions you set
2]

m— 10 Cancel

Other features

1 Microsoft 365 admin center

11.Configure the following:
A. Name: JamfProSMTP
B. Description: Optional - This guide will use: Used for Jamf Pro SMTP
C. Click Next

Exchange admin center P Search (Preview)

Home > Groups > Add a group

@ Home
R Recipients ~ @ Group type Set up the basics
Mailboxes |
s @ Basics
‘ To get started, fill out some basic info about the group you'd
Resources like to create.
Owners
Contacts ?
= Mail flow v N *
O Members ame )
% Roles o ‘ JamfProSMTP ' A
2 O Settings
G Migration | Description
A5 Mobile v Used for Jamf Pro SMTH| —
2 O Finish B

L2 Reports “
Q Insights
]

Public folders

&% Organization v
3 Settings

& Troubleshoot v
E oOther features

Back m— C Cancel

1] Microsoft 365 admin center
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12.Click Assign owners.

Assign owners

Group owners have unique permissions to manage the group. They can add and
remove members, change group settings, rename the group, update its description,
and more.

(@ You have to have at least one owner. We recommend adding two, so one can help out in the
other's absence.

+ Assign owners

13.Select the Exchange administrator accounts that should have permissions to manage the group.
14.Click Add.

Assign owners

Select up to 20 people to join this group as owners. You can add more later from
Active teams & groups

l L Search for a name or email address

(O  Dpisplay name
o Jamf Alerts
jamfalerts@managedaccount.org

13 E @ Keith Minick )
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15.Click Next.

Assign owners

Group owners have unique permissions to manage the group. They can add and
remove members, change group settings, rename the group, update its description,
and more.

(@ You have to have at least one owner. We recommend adding two, so one can help out in the

other's absence.

+ Assign owners

(O  Dpisplay name

O Keith Mitnick
kmitnick@managedaccount.org

Back Cancel

16.Click Add members.

Add members

Group members have access to everything the group can access, and will receive email
messages sent to the group email address. By default, they can invite guests to join
your group, but they can't edit group settings.

Add your first group member

New members will receive an email when you add them
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17.Choose an account to use for sending email from the Jamf Pro server. We recommend selecting
an email account managed by your organization, such as jamfalerts@yourdomain.com.
NOTE: We recommend documenting the member email address that you're using in this step as
you will need it when setting up SMTP on the Jamf Pro server in the last section of this guide.

18.Click Add.

Add members

Select up to 20 people to join this group as members. You can add more later from
Active teams & groups.

l L Search for a name or email address

(O  Display name

Jamf Alerts
jamfalerts@managedaccount.org

1 8 { Cancel

19.Click Next.

Add members

Group members have access to everything the group can access, and will receive email
messages sent to the group email address. By default, they can invite guests to join
your group, but they can't edit group settings.

-+ Add members

(O Dpisplay name

O Jamf Alerts
jamfalerts@managedaccount.org

Back Cancel
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20.Configure the following:
A. Group email address: create an address of your choosing. This guide will use jamfsmtp

B. Domains: Select your domain.

C. Approval: Select the checkbox for “require owner approval to join the group”

D. Click Next

Edit settings

Mail-enabled security group

Has all the functionality of a distribution list and additionally can be used to control
access to OneDrive and SharePoint.

Group email address * Domains

—+ jamfsmlpl I @I managedaccount.org +

Communication

D Allow people outside of my organization to send email to this Mail-enabled
security group

Approval
—iRequire owner approval to join the group

Back -_ D Cancel

21.Click Create group.

Review and finish adding group

Group type
Mail-enabled security

Edit

Basics
Name: JamfProSMTP
Description: Used for Jamf Pro SMTP

Edit

Owners
Keith Mitnick
Edit

Members
Jamf Alerts
Edit

Settings

Email: jamfsmtp@managedaccount.org
Communication: Disabled
Require owner approval to join the group: Yes

You're almost there - make sure everything looks right before adding your new group.
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22 .Click Close.

@ JamfProSMTP is created

It can take up to an hour for JamfProSMTP group to appear in your groups list.

You can change these settings:

* Send copies of group conversations and events to group members' inboxes
e Let people outside the organization email this group

Edit group settings

Would you like to know more?

Using groups to collaborate effectively

Next steps

Add another group

23.Confirm the group is shown in the list.

Groups

Microsoft 365 Distribution list Dynamic distribution list Mail-enabled security

L Export () Refresh [EL Add naming policy 1item

A, Add a group

£ Search Mail-enabled security

Group name 1 Group email Sync status

Created on

I
A

JamfProSMTP jamfsmtp@managedaccount.org (=

January 6, 2025 at
243PM

24.Open the Entra_Registration_Info and enter the name of your Group Email address as shown in
the previous step. This guide will use jamfsmtp@managedaccount.org. Save the document but

keep it open. We will need this info later on in the guide.

[ XON ] ‘s Entra_Registration_info

4 v Helvetica <

=E 102

iii
«

Regular ¢ 18+ @ £ B I U =

12 > > > > > > > > > > >

o 1 2 3 4 5

Client ID: 771488 0 S0 Ll i i41de
Tenant ID: 7dd & s S 0l e e lafz
Object ID: f1fEb e S e w4719
Service Principal ID: dO8s i i A e 786

Client Secret Value ID: 46CH & s i i i enb3g

v
®

Email Group ID: jamfsmtp@managedaccount.org

This completes this section. In the next section, we will install PowerShell for Mac and create a

service principal to provide application specific identity.
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Section 3: Creating a service principal using PowerShell
What You’ll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
¢ PowerShell for Mac: Version 7.4 or later installed.
¢ PowerShell Exchange Module: Installed and configured.

Download Link:
PowerShell for Mac: Installing PowerShell on macOS (Version 7.4)

https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-
macos?view=powershell-7.4

In this section we will create a service principal using PowerShell. This a security identity used by
applications, automated tools, or services to access resources within an Microsoft Entra tenant. It
functions like a user identity, but it is specifically designed for enabling secure access to resources
with specific permissions.

1. Install PowerShell for Mac and follow all the default prompts.

ﬁ/

powershell-7.4.6-
osx-arm64.pkg

2. If you're presented with this screen, following the instructions in the link below to install
PowerShell for Mac.

https://support.apple.com/guide/mac-help/apple-cant-check-app-for-malicious-software-
mchleab3a043/mac

3. If you're presented with this screen, click Install and follow the default prompts to install
PowerShell for Mac.

To install “PowerShell - 7.4.6", you need to
install Rosetta.
Do you want to install it now?

Rosetta enables Intel-based features to run on Apple silicon Macs.
Reopening applications after installation is required to start using
Rosetta.

Use of this software is subject to the original license agreement that
accompanied the software being updated. A list of Apple SLAs may be found

here: http:/ [www.apple.com/legal/sla/
Not Now I Install I
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https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-macos?view=powershell-7.4
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4. Open PowerShell for Mac located in the Applications folder.

PowerShell

5. To install the PowerShell Exchange Module, Run the command below and enter Y when
prompted to install the module.

Install-Module -Name ExchangeOnlineManagement

(. ON ) keith — pwsh — pwsh — 80x24

Last login: Mon Jan 6 15:31:37 on ttys@ee
/usr/local/microsoft/powershell/7/pwsh ; exit;

keith@HCS ~ % /usr/local/microsoft/powershell/7/pwsh ; exit;
PowerShell 7.4.6

PS /Users/keith> —Name

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure you want to install the modules from 'PSGallery'?
[?] Help
(default is "N"):Y
PS /Users/keith> [
L J

6. Run the command below:

Import-module ExchangeOnlineManagement

PS /Users/keith>
PS /Users/keith> [

7. We need to create the variables for PowerShell. Open the Entra_Registration_Info document
located on your Desktop and paste in the corresponding values between the single quotes in
the sample code below. It should look similar to the picture below. Copy the filled in Sample
code when done.

$Tenant="7dd8c v wu = v 0 o o f7Y
$ClientId="77143"%s B0 000 L0 & 0 41det;
$ServicePrincipal="'d084076 - - - © 9815786 ;
$EmailGroupId="jamfsmtp@managedaccount.org';

Sample Code:
$Tenant="' ';
$ClientId=' ';
$ServicePrincipal="' ';
$EmailGroupId="' ';

8. Paste the code into PowerShell to set the variables.
NOTE: You can copy the entire block of the code from the previous step and paste it into
PowerShell to set all the variables at once.

$Tenant="'7d f7'
PS /Users/work> $ClientId='771. Ldc'
PS /Users/work> $ServicePrincipal='de8s 786"

PS /Users/work> $EmailGroupId='jamfsmtp@Pmanagedaccount.org"'
PS /Users/work>
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9. Run the command below:

Connect-ExchangeOnline -Organization $Tenant

p
IPS /Users/keith> e ~Organization $Tenant

PS /Users/keith> [

10.When prompted, enter the credentials of an Exchange account with administrative privileges.

B® Microsoft

Sign in

I Email, phone, or Skype I | 9

No account? Create one!

Can't access your account?

Back Next

Q Sign-in options

11.Enter your password.

12.Click Sign in.

B® Microsoft
< johnappleseed@managedaccount.onmicrosof...

Enter password

Forgot my password

Use an app instead

|2
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13.If you're using Multi Factor Authentication , approve your sign in request.

B® Microsoft
johnappleseed@managedaccount.onmicrosoft.com

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

98

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now

More information

14.Close your web browser when you see the message below.

»e M v < localhost ¢ @ +

Authentication complete. You can return to the application. Feel free to close this browser tab.

15.In PowerShell, run the command below to make sure Enable-OrganizationCustomization setting
is enabled in the Microsoft Entra tenant.

Get-OrganizationConfig | £1 Identity, IsDehydrated

NOTE: A response of False means it's configured correctly. If you get a response of True, then it's
disabled. Run this command to enable it.

Enable-OrganizationCustomization

PS /Users/keith>

Identity : ManagedAccount.onmicrosoft.com
IsDehydrated : False

S /Users/keith> I

16.Run the command below to create a new service principal.

New-ServicePrincipal -AppId $ClientId -ObjectId $ServicePrincipal -DisplayName
"Service Principal"

[ JON ] keith — pwsh — 179x38

[PS /Users/keith> -AppId $ClientId -ObjectId $ServicePrincipal -DisplayName "Service Principal"

DisplayName ObjectId AppId

service Principal ra— 786 7 4140

PS /Users/keith> [

17.Run the command below to create a role to send mail for mail-enabled security groups.

New-ManagementRoleAssignment -App $ClientId -Role "Application Mail.Send"
-RecipientGroupScope $EmailGroupId

PS /Users/keith>

keith — pwsh — 179x38
—App $ClientId —Role "Application Mail.Send" -RecipientGroupScope $EmailGroupId

Name Role RoleAssigneeName RoleAssigneeType AssignmentMethod EffectiveUserName
Application Mail.Send-d@84876.. Application Mail.Send des4 47.. ServicePrincipal Direct

PS /Users/keith> I

This completes this section. In the next section, we will configure the SMTP settings on the Jamf
Pro server.
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Section 4: Configuring SMTP server settings in Jamf Pro
What You'll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
e A Jamf Pro server with administrative privileges

*Access to an email account
In this section we will configure the Jamf Pro server to use Microsoft Graph API for SMTP.

1. Log into your Jamf pro server with administrative privileges.

¥4 Pro
Username

{ J

Required

Password

[ °]

Required

2. Click Settings.
3. Enter smtp in the search field.
4. Click on SMTP server.

g rro o &
62 Dashboard settings

8 Computers >

[0 Devices > smtp] 3 D Display icons
& Users >

Al System Global Jamfapps Self Service Server Network Computer management Device management User management
2 =i & settings =

System 1 result found for "smtp”
SMTP server
O— 4
Integrate a server to allow Jamf Pro to send emails and
invitations
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5. Click Edit.

Settings :  System

< SMTP server

Use the switch to enable or disable the connection.

© z
History Edit

6. Open the Entra_Registration_Info document located on your Desktop.

[ XN ] " Entra_Registration_Info

1 v Helvetica ¢ Regular ¢ 18- @ #7 B I U === 10¢ =+
i3 > 3 > 3 > 3 > 3 > 3 > 3
o 1 2 3 'a 5 6 7 8
Client ID: 77143f6a- 8 Sl Ll iinide

Tenant ID: 7dd8cAde ww Sl Sl S iintafz

Object ID: f1f6b2 S v i e 7o

Service Principal ID: d084¢ " i G e 5786

Client Secret Value ID: 46Q& " # w i i S i i iimbsg
Email Group ID: jamfsmtp@managedaccount.org
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7. Switch back to the Jamf Pro server and configure the following:
A. Enable SMTP
B. Authentication Method: Microsoft Graph API
C. Tenant ID: Enter the Tenant ID from the Entra_Registration_Info document
D. Client ID: Enter the Client ID from the Entra_Registration_Info document
E. Client Secret: Enter the Client Secret Value ID from the Entra_Registration_Info document.
F. Sender email address: Enter the email address that you added as a member of the Mail-
enabled security group in section two of this guide.
G. Click Save.

Settings : System

« SMTP server

Use the switch to enable or disable the connection. @—— A

Authentication settings

Authentication method The method of authentication to use when connecting to the SMTP server

B — [ Microsoft Graph API v ]

Tenant ID

C— [zq,c \af? ]

Required

Client ID

D—e [7..21 de ]

Required

Client secret

E—e [ ®]

Required

Configuration settings

Sender email address
SMTP account email address that Jamf Pro will send emails from

® []amfaIerts@managedaccount.org ]

Required

®
Cancel Save G

8. On the bottom right, click Test.

]

History

4
Edit
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9. Enter an email address that you have access to.
10.Click Test.

Settings : System > SMTP server

< Test

Test SMTP Server

Test your SMTP server settings by sending a test email to the address below

Recipient Email address of the recipient

9 _l[km\lnick@hcsonline,com

Required

11.Confirm the email was sent successfully.

Settings : System > SMTP server

< Test

Test SMTP Server

Test your SMTP server settings by sending a test email to the address below

Recipient Email address of the recipient

[kmi(mck@hcsonﬁne.ccm ] Test
Required

(@ Success
A test message was successfully sent.

12.Confirm the email was delivered.

W Delete & Archive @ Report v Fg Move R Flag v

@ Summary by Copilot

Summarize

Jamf Pro: Test message Q v & « »~

® Jamf Alerts <j; | org> Today at 8:47 PM
To: @ Keith Mitnick

This is a test message from your Jamf Pro server.

This completes the guide.
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