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Introduction

In recent years, there has been an increase in the number of compromised websites with no sign that data breaches
are slowing down. Adding an extra layer of security with Two-Factor Authentication (2FA) will make a breach of your
data much more difficult. You may already be using a form of 2FA for some of your accounts.

2FA methods are:

e Short Message/Messaging Service (SMS)
* \oice confirmation

e Security Key

¢ App Authenticator

1Password can be used as an App Authenticator for 2FA and works just like other app authenticators such as Authy
or Google Authenticator. Although Authy is offered on multiple devices such as macOS, iOS and Android; 1Password
is also offered in multiple platforms. With 1Password, you can streamline your login without having to go from app to

app.

You can check to see if a website has Two-Factor Authentication (2FA) by visiting:

https://2fa.directory/us/

[}
‘

2FA Directory

Categories

8 K3 b 4 o p= @

Backup and Sync Banking Betting Cloud Computing Communication Creativity
Backup and Sync Docs SMS Phone Calls Email Hardware Software
% AppleiCloud o B v v v ®
{b Backblaze E ) v v
box Box E v v
‘( Carbonite E v v
c CloudApp Tell them to support 2FA
["1 CrashPlan o 8 v

What was used to prepare this guide:

e Safari

® Firefox

e 1Password

® MacBook Pro running macOS Ventura
e iPhone 14 running iOS 16.5



How to Add Two-Factor Authentication to 1Password

TECHNOLOGY GROUP

Section 1: Create a Login Entry

In this section, since Zoom uses two-factor authentication (2FA) we will be creating a Zoom account
login entry.

1. Launch 1Password from /Applications.

2. Log in to your 1Password account.
3. Click on a vault (This guide will use the Private vault.)
4. Click New Item.

[ XON 1 € -  Q searchin HCS Technology Group @ 4
@ HCS Technolo... v 22 All Categories v 17 @ H.. @ pPrivate v (1) Share 2 Edit
B Altems JUNE 2023 . https://192.168.23.1/login.ht
m?err=1
i mm  Microsoft - HCS
7 Favorites BE  goon@hcsonline.com
& Watchtower . _ username
& rl\;hcrosoft Personal admin Copy v
~ _vAurs * @ chase.com . Good
3 —| @ Private
—_ .. wiaheita
5. Click Login.

‘ Q NVhat would you like to add to 1Password?

Getting started Developer tools Most popular log
The items you'll need to get the Simplify and secure your Al of the websites
most out of 1Password. software development workflows. likely to save a pass

| B Login +I r Secure Note

= Credit Card + Identity

Password Document

= API Credential Bank Account

- Crypto Wallet Database
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5. Enter your login information and the URL for your website account.
6. Click Save.

New Item

0 Zoom-HCS

username
rgoon@hcsonline.com

password
5

website
https://us@2web.zoom.us/signin#/login

+ add another website
+ add more

notes
Add any notes about this item here.

HCS Technol I Pri
& HCS Technology Group @ Private v 6

7. Confirm the entry was created.

[ XN ] & =  Q searchin HCS Technology Group @
@ HCS Technolo... ~ 22 All Categories v 15 @ @+ (O Share 2 Edit :

& Allltems JUNE 2023 v Two-factor authentication 7

a Zoom-HCS You can save your two-factor

rgoon@hcsonline.com authentication codes for this account in
geene ' 1Password. Learn how to turn on two-

1 Favorites

factor authenticati

& Watchtower

‘5 Backblaze-personal
2 rgoc Scan QR code Ignore
VAULTS +
e G Google
rik
@ Private
] Zoom-HCS
hcstech.ui.com
@®. -3 rgoon@hcsonline.com S 7
(=} — A MAY 2023 username
rgoon@hcsonline.com
o | - ng
a Amazon password
- . rgor Good O
| 2
@ - 2 JANUARY 2023 website
https://us02web.zoom.us/signin#...
- . MWR RG Netfliv
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Section 2: Add Two-Factor Authentication in 1Password

Since the Zoom account has been setup with 2FA, we will change it to 1Password for Two-Factor
Authentication. NOTE: Some accounts may not allow you to change app authenticators. If that is
the case, you may have to delete one to change to 1Password.

1. In a web browser, go to a website already setup to use 2FA that you will be changing to 1Password.
In this guide we will be using Zoom.

2. Log in to the website.

eee M- < o 6 © & us02web.zoom.us c 0t + B
02 8 @ sion In| Zoom
Z00Mm New to Zoom? Sign Up Free  Support  English v
Sign In

Email Address.
rgoon@hcsonline.com
Password
== ‘ o)
Forgot password? Help ©

By signing in, | agree to the Zoom's Privacy

R Statement and Terms of Service.
23

n Stay signed in

- Or sign in with

LN [ G 0

ss0 Apple Google  Facebook

Zoom is protected by reCAPTCHA and the Google
Privacy Policy and Terms of Service apply.

3. Enter your 2FA code from your current app authenticator.

Q search Support 1.888.799.9666 Request a Demo Join  Host v
O' | l Products Solutions Resources Plans & Pricing Contact Sales @

Two-factor Authentication

Enter the code generated by your authentication app

Enter a recovery code
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4. Click Profile. Scroll to the Sign-In section.
5. Click Change Device.

eoe M~ < > @ ® O © & us02web.zoom.us ¢ 0 + D

0D & B8 @ My Profile - Zoom
Qsearcn Support  1.888.799.0125 Contact Sales  Request a Demo

ZOOM  Product i Plans & Pricing Schedule Join  Hostv  Whiteboard

Meetings
Webinars

Signin
Phone
Personal Contacts Sign-In Email rgo™*@hcsonline.com = Edit
Whiteboards

Sign-In Password R Edit
Recordings
g::r:r:gsllmmary with Two-Factor Authentication on

Authentication App ~ Paired Change Device R 5

Setinos) sMs Not configured  Set Up
Scheduler Recovery Codes View Codes
Reports

OTP Authentication @ on Turn Off
Account Profile

Linked Accounts Work Email, Single Sign-On

Zoom Learning Center Sign Me Out From All Devices @
Video Tutorials e

Knawladna Raca

6. Enter your account password.
7. Click Next.

eoe M- < > @O ©® ® & us02web.zoom.us ¢ 0 M+
0 % & @ My Profile - Zoom

Change Device for Authentication App

You can use any app that supports Time-based One-time Password (TOTP) protocol,
including Google ( ) and (Windows Phone
7.

Enter your password to change the authentication app device

(== © ¢ 6
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TECHNOLOGY GROUP

8. In your web browser toolbar, click on 1Password.

eoe M- < us02web.zoom.us ¢ 0 M +

@ Two-factor Authentication - Zoom

Q Search Support 1.888.799.0125 Contact Sales Request a Demo

Zoom Products Solutions Resources Plans & Pricing Schedule  Join Hostv~  Whiteboard

Step1of 3

Authentication App Setup

Scan the QR code below to register for an account on an
authentication app of your choice.

I can't scan this QR code

Download Sales

About Support Language

Meetings Client 1.888.799.0125 Test Zoom

Zoom Blog English ~

9. Confirm you have the proper account selected. In this guide, we have Zoom selected.
10. Click Options (3).

eoe M- < (- C) ® us02web.zoom.us c 0t +
( wo-factor Authentication - Zoom
@ | Q fsearch 1Password [EM + New item 1 0
l Q_ search Support 1.888.799.0125 Contact Sales Request a Demo
© Suggestions ¢ @ HCSTech.. @ Private | Autofil n
Schedule  Join Hostv~  Whiteboard
9 > Two-factor authentication
210f3
— Q Zoom-HCS
3= ‘
lon App Setup
- username ster f N
rg00n@hcsoniine.com  register for an account on an
- 3pp of your choice.
o L Good
Wwebsite
(-] https://usO2web.zoom.us/signin#/login
I can't scan this QR code
(o
About Download Sales Support Language e
Zoom Blog Mestings Client 1888799.0125 Test Zoom et
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11. Select Scan QR code.

eoe M- < Q6 ®© & us02web.zoom.us c 0t +
( wo-factor Authenticaton - Zoom
® Q Search 1Password [6l + Newitem
I Qsearch  Support 1.888.799.0125 Contact Sales  Request a Demo
% Suggestions S @) HCSTech.. @ Private | Autofil | :

] Schedule Join Host v Whiteboard

rgoon@hcsonline.com
210f3

U Zoom w7 Add to Favorites

sima.ali@alilawgroup.com Z P Change Password
= Frank Pontillo $ 5
25 Copontlo & Openin New Window 1 App Setup
B e womams 8 Share.. .

rgoon@hcsonli 1 register for an account on an
Lucille Mongelli app of your choice.

& Copy Private Link

Lucille Mongelli password
Richard Goon © Archive
Richard Goon
website
T Delete
72 Xena Galietti https://us02we o
45 Xena calietti
I can't scan this QR code
About Download Sales Support Language o
Zoom Blog Meetings Client 1888799.0125 Test Zoom e

14. Confirm a one-time password has been generated and copied to the clipboard.

eoe M- < Q ® ®© & us02)

we
I( @ Q search 1Password @ + New Item I

2 Suggestions el & HCS Tech... @ Private Autofill :
]
Zoom-HCS
rgoon@hcsonline.com Zoom-HCS
i
.com
username
rgoon@hcsonline.com i(
password cosd
a cee . 1
— one-time password
o 317 Copy v
ponj.us/signin#/login
ne
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15. Click Next.

Step1of 3

Authentication App Setup

Scan the QR code below to register for an account on an
authentication app of your choice.

I can't scan this QR code

o

16. Paste the one-time password into the field. NOTE: if the one-time password expired, you may go
back and copy a new one.

17. Click Verify.

Step20f3

Authentication App Setup

Enter the code generated by your authentication app

16

Back Verif
acl | erify II 17

18. After verification, you will be returned to your profile page.

QSearch Support  1.888.799.0125 Contact Sales Request a Demo

Zool l . Products Solutions Resources Plans & Pricing Schedule  Join Hostv  Whiteboard

Meeti When you join meetings, webinars, chats or channels hosted on Zoom, your profile information, including your name

eetings and profile picture, may be visible to other participants or members. Your name and email address will also be visible
T S to the account owner and host when you join meetings, webinars, chats or channels on their account while you're

ebinars signed in. The account owner and others in the meeting, webinar, chat or channel can share this information with apps

and others.
Phone
Personal Contacts "
Richard Goon cait

Whiteboards Richard Goon
Recordings Location New York
e SO Department Professional Services
e i

oom 1Q Job Title Senior Systems Engineer
Settings
Scheduler Personal
Reports

Phone Not set Add Phone Number
Account Profile
Zoom Phone Extension Number 105

Direct Number Not set

Zoom Learning Center
Video Tutorials
2Zmail Not set
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Section 3: Test 2FA from Another Web Browser in macOS

We will test TPassword 2FA in another web browser. To make the login easier, TPassword can auto
fill the information needed.

1. In another web browser, click on 1Password.
2. From the website field, click Open and fill.

eoe @ | @ NewTad x| + ) 1
(e} Q_ search with Google or enter address 90% olom # @ 8 & & =
-3) Import bookmarks... %¥ Most Visited @) How to Earn Up to ... (@) 20 Dumbest Things ... 1 Qz0m @ > [ other Bookmarks
8
Search Results @ HCST.. @ Private | Open &Fill

Zoom-HCS
rgoon@hcsonline.com Zoom-HCS

username

G search with Goog| rgoon@hcsonline.com

password

.......... Good
one-time password
a g l 873+711 o5
website -
Amazon Expedia facel I https://us02web.zo.. OPeRandfil v : 2
Sponsored Sponsored

Recommended by Pocket Learn more

b
(e
. The..
Guardian \
theguardian.com - 5 min hear.com collectorsweekly.com - 11 min
The big idea: Are cats really America's Secret Weapon Before Rockwell, a Gay Artist

3. Confirm the page opens to the Login page with your credentials already filled in.
4. Click Sign In.

c O 8 nhttps://us02web.zoom.us/signin#/login g © 0 O ¥ © B & O
zoom New to Zoom? Sign Up Free  Support English v
Sign In
Email Address @
rgoon@hcsonline.com J
Password

Forgot password? Help

[ GRS | 4

By signing in, | agree to the Zoom's Privacy
Statement and Terms of Service.

Stay signed in

Or sign in with

b @ G (5]

$SO Apple Google  Facebook
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TECHNOLOGY GROUP

5. Confirm the 2FA code has auto filled into the fields.
6. Click Verify.

[ XN ] @ @ NewTap X @ Two-factor Authentication - Zo- X =+ ~

« (¢} QO 8 htps b.zoom. ?token=ZOGBAIVAPi3q_5CNQz-j-6JEAINOVYsCk2022J0j11aX50 ¥ ® 0 W & ©@ 8 & &) =

Q sear

zool | | Products Solutions Resources Plans & Pricing ( Contact Sales Sign Up Free

Two-factor Authentication

888.79!

Suppo 666 Request a Demo Join  Hostv SignIn

Enter the code generated by your authentication app

Get a code via SMS or enter a recovery code instead

Can't sign in? Contact support

7. Confirm you are logged into your account.

[ XX ] @ | @ NewTab X @ My Profile - Zoom x |+ v

oo s o0 x a =

<« C O 8 https:/jus02web.zoom.us/profile Pid

Q_search

88

pport 125 Contact Sales  Request a Demo

zool | | Products Solutions Resources Plans & Pricing Schedule  Join  Hostv  Whiteboard

Profile

Meeti When you join meetings, webinars, chats or channels hosted on Zoom, your profile information, including your name and profile

B . picture, may be visible to other participants or members. Your name and email address will also be visible to the account owner and
: * host when you join meetings, webinars, chats or channels on their account while you're signed in. The account owner and others in
Webinars . " ot . "
the meeting, webinar, chat or channel can share this information with apps and others.
Phone

Richard Goon

Personal Contacts Edit
Richard Goon
Whiteboards

Location New York
Recordings . .
Department  Professional Services
Meeting Summary with Job Title Senior Systems Engineer
i)
Settings
Personal
Scheduler
Beports Phone Not set Add Phone Number
Account Profile
Zoom Phone Extension Number 105
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Section 4: Test 2FA from iOS

We will test TPassword 2FA on a iPhone using 1Password.

1. On your iOS device, open 2. Tap the entry we created in
1Password. Tap Private. Section 1, L.E. Zoom-HCS.
e oaal vz e wea
( e £ ltems Private ® c
Items 2% All Categories v 5
JUNE 2023
= Alltems > Zoom-HCS I
rgoon@hcsonline.com
Vaults . @@ sck-Hes
.. . mm Microsoft - HCS
| .@- Private p BE 5000
© N & Microsoft - Personal

e o E chase.com
)

hcstech.ui.com

=
) Unifi
o |
=
a Amazon
® Instagram
A =] Q n A =] Q n
3. Tap the URL under website to 4. Tap Zoom-HCS to auto fill the
open it in a web browser. credentials.
3:559 W T a 26T v

£ Private £ Edit [I] ® Zoom SignUp  English v

@ HCS Technology G... @ Private v

m Zoom-HCS l
|

username
rgoon@hcsonline.com
Email Address
password
cosccssses Good €D zoomries
rgoon@hcsonline.com Q}

one-time password \
399 - 304 99

Forgot password? Help &

https://usO2web.zoom.us/sig... et

By signing in, | agree to the Zoom's Privacy
. Statement and Terms of Service.
> modified: Jun 9, 2023 at 2:19 PM

Stay signed in

Or sign in with

AA® @ usO2web.zoomus
) a Q [ < M m

Watchtower
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5. Tap Sign In. 6. Confirm the code auto fill from
1Password. Tap Verify.

4:27 = a:274
< password wTa < password
A Two-factor Authentication
n Enter the code generated by your
authentication app
Email Address
rgoon@hcsonline.com
Password
[ s 0}] g
Forgot password? Help &
Get a code via SMS or enter a recovery code
ﬁ SlusD2web:200mus
By signing in, | agree to the Zoom's Privacy Done

Statement and Terms of Service

"449439"
Stay signed in

Or sign in with iasieasiasiasinasipsiaasibpsitam

Q ¢ G o | e

AA® @ usO2web.zoomus ¢

< d m

7. Confirm you are signed into
your account.

4:2749

<« Password

Zoom - One
zoom Platform to Conn...
Team Chat, Pho

zoom Join Host =

Profile v

When you join meetings, webinars,
chats or channels hosted on Zoom,
your profile information, including your
name and profile picture, may be
visible to other participants or
members. Your name and email
address will also be visible to the
account owner and host when you join
meetings, webinars, chats or channels
on their account while you're signed in.
The account owner and others in the
meeting, webinar, chat or channel can
share this information with apps and
others.

Richard Goon e

Richard Goon

AA® @ usO2web.zoomus ¢

< d m ©
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