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Preface

Email archiving can be enabled for Microsoft 365 to give another 100 GB of online storage of your
emails that are not actively needed on a regular basis. This gives you space in your active inbox and
folders that are used on a daily and weekly basis. The content can be accessed via the Microsoft
365 portal and/or the Microsoft Outlook for Mac and Windows apps. Once email archiving has
been enabled for a mailbox, the online storage folder will be created. Content will gradually be
moved over to the archive.



Section 1: Setup your users email archiving in Microsoft 365

1. In a web browser, go to https://admin.microsoft.com.

2. Login to your Microsoft 365 Admin account.

B® Microsoft
Sign in

Email or phone

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies ..«

3. In Sidebar, click Show all.

Microsoft 365 admin center L search

He
| Home O Simplified view v 2, Addauser ¢ Editauser © Resetpassword ¢ Edita group
A Users v
AR Teams & groups v . -
Good evening, Rich Goon
= sl e The simplified view helps you focus on the most common tasks for organizations like yours,
&2 Setup

For organizations like yours show more

@ Save time with templates 1 g No more getting double booked

Create branded content fast Use Microsoft Bookings to take the stress out
of customer appointment scheduling.

Your organization

QUsers ®@Teams 3 Subscriptions  [@ Learn

Manage who can access apps and services included in your Microsoft 365 subscriptions. Add or
remove users, manage licenses, and reset passwords.

+ Adduser @ Reset password

O Search your users list
(e

Name T Username for sign-in Licenses.
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Microsoft 365 adi

Home
Users.

Teams & groups

Roles

Resources

Billing

Support <
Settings

Setup

Reports

Health

Admin centers

Security

i
Compliance I
|

Identity

Exchange

0 search

O simplified view ~ | 2, Addauser 7 Editauser © Resetpassword 7 Edita group

Good evening, Rich Goon

The simplified view helps you focus on the most common tasks for organizations like yours.

For organizations like yours showmore

@ Save time with templates Take the stress out of scheduling

In just a few clicks, create an online calendar
where customers can book appointments.

Create branded content fast.

Your organization

RuUsers ®@Teams Subscriptions  [3 Learn

Manage who can access apps and services included in your Microsoft 365 subscriptions. Add or
remove users, manage licenses, and reset passwords.

+ Adduser € Reset password

O Search your users list

Name 1 Username for sign-in Licenses

e

=

5. In Microsoft Purview compliance portal, click Next. If email archiving has already been set up,
you can skip to step 8.

2]

EY
0
B

&

2

Microsoft Purview

Home
Compliance Manager
Data classification
Data connectors.
Alerts

Policies

Roles & scopes

Trials

Solutions

Catalog
Audit

Content search
Communication compliance
Data loss prevention
eDiscovery

Data lifecycle management

Home

Welcome to the
Microsoft Purview
compliance portal

)

Intro Next steps. Give feedback

Welcome to the Microsoft Purview compliance portal, your
home for managing compliance needs using integrated
solutions to help protect sensitive info, manage data

e e insider risks, personal data, and
more. Learnfinore about the Microsoft Purview portal

Close

£ What'snew? -+ Add cards
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6. Click Next.

Microsoft Purview

IGD Home

@ Compliance Manager

<2 Data classification ~
% Data connectors

A Alerts

= Policies

@, Roles & scopes v

25 Trials

Solutions

R catalog

Audit

L Content search

{5 Communication compliance

(& Data loss prevention v
Bz eDiscovery v

& Data lifecycle management v

Home

@ AN
(|
(mE 3

Welcome to the
Microsoft Purview
compliance portal

Intro Nextsteps  Give feedback

Explore new and improved tools for your data and
compliance needs.

* Assess and improve your compliance posture with
compliance manager.

Explore the catalog to discover and start using the
compliance and risk management solutions available to
you.

=

£ Whatsnew? - Add cards

7. Click Done.

Microsoft Purview

|6h Home

Q@  Compliance Manager

<2 Data classification v
#°  Data connectors

A Alerts

3 Policies

@, Roles & scopes ~

PF Trials

Solutions

R catalog

B Audit

£ Content search

{3 Communication compliance

(@ Data loss prevention v

& eDiscovery v

& Data lifecycle management v

Home

Welcome to the
Microsoft Purview
compliance portal

Intro Nextsteps  Give feedback

This is just the beginning. We're invested in building a one-
stop shop to meet all your compliance needs across
Microsoft 365. But we need your help. Join the Office
insider programs to preview and review the latest
enhancements. Leave feedback right here in the Microsoft
Purview compliance portal anytime to help us build the
right solutions for you.

£ What'snew? -+ Add cards
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8. Select Data lifecycle management.

9. Click Exchange (legacy.)

3% Policies

Q@ Roles & scopes

25 Trials
Solutions
B catalog

Audit
£ Content search

{5 Communication compliance

Home

n compliance

Minimize communication
risks

Quickly setup policies to detect inappropriate and sensitive content in
user communications across channels so they can be examined by

£ Whatsnew? - Add cards

Automatically mitigate potential risks
with Adaptive Protection

Adaptive Protection combines Deta Loss Prevention, Conditional
Access & Insider Risk Management capabilities to help minimize

risky activity early.

[ Data loss prevention v designated reviewers.
Leam more about communication compliance
v . ctivities o detec
M eDiscovery Recently detected Define which risk actvities to detect e
« Dynamically enforce Data Loss Prevention and Conditional
8 me® =] Data lifecycle management ~ Data lifecycle management Access 2 for riskiest users

ntaining Instances rity and productivity

Microsoft 365

International Banking Accou... 23 What's set up when you turn on Adaptive Protection
+ Tnsider risk management policy
T——— o Austria Tax Identification Nu... 21 Built-in rsk levels for AP
Data Loss Prevention policy in test mode
(& Information barriers o Philippines Passport Number 13 Conditional Access default policy template

S Insider risk management Portugal Tax Identification N... 10 Tum on Adaptive Protection now to test it out before activating

10. Click MRM Retention Tags (These need to be created before retaining a retention policy.)

= polcies Exchange (legacy) & Settings
Roles & scopes v 2 Y "
Q P MRM Retention policies RM Retention tags | Journal rules
5 Trials
@® We do not recommend using this option except for moving items from a primary to an archive mailbox and applying retention or deletion settings to X
default folders. We recommend that you use 'Retention policies' in Microsoft 365 to protect content in SharePoint, OneDrive, Exchange and Microsoft
Solutions. 365 Groups. Try it out now | Learn more about retention policies and retention labels
B catalog Retention policies allow you to group retention tags and apply them to users. Learn more about retention tags and retention policies in

Exchange Online

Audit
-+ Newpolicy () Refresh 1 item
£ Content search
Name
1@ Communication compliance

[J Default MRM Policy

(@ Data loss prevention v
& eDiscovery v
& Datalifecycle management A

Microsoft 365

| Exchange (legacy)
[& Information protection v
(& Information barriers v

S Insider risk management

Section 1 Page 7



11. Click New tag (+).

Exchange (legacy) % Settings

MRM Retention policies ~ MRM Retention tags ~ Journal rules

@® We do not recommend using this option except for moving items from a primary to an archive mailbox and applying retention o deletion settings to default folders. We recommend that you X
use 'Labels' in Microsoft 365 to protect content in SharePoint, OneDrive, Exchange and Microsoft 365 Groups. Try it out now | Learn more about retention policies and retention labels

Retention tags are visible to end users and can be used to specify when items in users' mailboxes will be moved to the archive or removed from the mailbox. Learn more about
retention tags and retention policies in Exchange Online

X 12toms

J Name Type Retention Period Retention Action
(] 1Month Delete Personal 30 days Delete

[ 1Week Delete Personal 7 days Delete

[J 1Year Delete Personal 365 days Delete

(] 5 Year Delete Personal 1825 days Delete

(] 6 Month Delete Personal 180 days Delete

(] Default 2 year move to archive Default 730 days Archive

[J Deleted Items Deleted Items 30 days. Delete

[J Junk Email Junk Email 30 days. Delete

12. Enter a name for the tag.
13. Enter a description of what the tag does.

14. Click Next.

Exchange (legacy) > Create a retention tag

Tag Name

Name your tag

O Application Method @ We do not recommend using this option except for moving items from a primary to an archive mailbox and applying retention or deletion settings to default folders.
We recommend that you use Labels'in Microsoft 365 to protect content in SharePoint, OneDrive, Exchange and Microsoft 365 Groups. Try it out now | Learn more
about retention polices and retention labels

O Retention settings

()

Retention tag names are displayed to users in Microsoft Outlook and Outlook on the web along with the retention period.

Finish Name

6 years to move to Archive G

12

Description

Moves emails to archive when over 6 years old. |

13
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15. Select the radio button for Automatically to entire mailbox. (default).

16. Click Next.

Exchange (legacy) > Create a retention tag

@ Tag Name

| Define how the tag will be applied

@ Application Method We'll apply the retention settings you choose to tagged mailbox, folder, or items. Learn more about retention tags and retenti
| policies in Exchange Online

O Retention settings 1 5 utomati(ally to entire mailbox (default)
| default policy tag (DPT) applies retention settings to all items that do not have a retention tag applied, either inherited or explicit.

O Finish @ We do not recommend using this option except for moving items from a primary to an archive mailbox. We recommend that you use ‘Retention policies’ in|
365 to apply a retention or deletion policy to an entire mailbox.Try it out now | Learn more about creating a retention policy in Microsoft 365

(O Automatically to default folder
Retention policy tags (RPTs) apply retention settings to default folders such as Inbox, Deleted Items, etc. Learn about default folders that sul
retention policy tags

(O By users to items and folders (personal)

Personal tags are used by Outlook and Outlook Web App users to apply retention settings to custom folders and individual items such as e
messages. Items in folders can have a different personal tag applied.

e | IEEE
I—16

17. Select the radio button for When items reaches the following age (in days).
18. Enter the number of days for retention. I.E 2190. (2190 days would be six years)
19. Select the radio button for Move item to Archive.

20. Click Next. This will start when archiving is turned on.

Exchange (legacy) > Create a retention tag

T e tae Define retention settings
© Application Method These settings determine what action is taken after a specified period of time. To learn how retention age s calculated for different
| types of items, see How retention age is calculated
@ Retention settings. Retention Period
l i 1 7 |® Jvhen items reaches the following age (in days)
inis

18
O Never

This setting will disable the retention action. For example, users can apply a personal tag with this setting to individual items or folders in order to
bypass the default tag settings and keep items indefinitely.

Retention Action

(O Delete and allow recovery
After deletion, users can recover items from the Recoverable Items folder in Exchange Online for as long as is configured on the mailbox (14 days by
default).

(O Permanently delete
items are moved to the Purges folder for permanent deletion. If single item recovery has been disabled or the retention period is 0 days, items will be
permanently deleted immediately. Learn how to place a mailbox on In-Place Hold and Litigation Hold

tems will be moved to the user's archive mailbox. If the user does not have an archive mailbox, no action is taken.

Back Cancel

20
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21. Review your entries for accuracy before creating the tag. Once this tag is created, certain fields
including how the tag is applied and certain retention actions, cannot be changed.

22. Click Submit.

Exchange (legacy) > Create a retention tag

@ Tag Name

Review tag and finish

@ Application Method Review your entries for accuracy before creating the tag. Once this tag is created, certain fields (including how the tag is applied and
certain retention actions) cannot be changed.

@ Retention settings
Name

6 years to move to Archive
@ Finish Edit

Description
Moves emails to archive when over 6 years old
Edit

Application Method
Default
Edit

Retention settings
2190 days

Move item to archive
Edit

23. Confirm your tag has been created. You can now add this tag to new and existing retention
policies.

24. Click Done.

Exchange (legacy) > Create a retention tag

@ TagName

| @ Your tag is created

@ Apglication Method

@ Retention settings.

@ Finish

‘You can now add this ta to new and existing retention policies. Learn more about retention tags and retention policies in Exchange Online

Section 1 Page 10



Section 2: Create your MRM Retention Policies

1. Click MRM Retention Policies.

2. Click New policy (+) to create a new MRM Retention policy.

5 Policies

S._Roles &scone =

25 Trials

Solutions

B catalog

O Content search

{5  Communication compliance

[ Data loss prevention ~
B eDiscovery ~

B Datalifecycle management A

Microsoft 365
| Exchange (legacy)
[& Information protection v
(& Information barriers v

A Insider risk management

Exchange Online

Audit
—+ New policy | OO Refresh

Name

Exchange (legacy)

policies | MRM Retention tags ~ Journal rules

[ Default MRM Policy

5 Settings

® We do not recommend using this option except for moving items from a primary to an archive mailbox and applying retention or deletion settings to X
default folders. We recommend that you use ‘Retention policies' in Microsoft 365 to protect content in SharePoint, OneDrive, Exchange and Microsoft
365 Groups. Try it out now | Learn more about retention policies and retention labels

Retention policies allow you to group retention tags and apply them to users. Learn more about retention tags and retention policies in

3. Enter a Name for your policy.

4. Click Add tag (+).

Exchange (legacy) > Create retention policy

@ Configure your policy

O Finish

Configure your policy

@ We do not recommend using this option except for moving items from a primary to an archive mailbox
We recommend that you use ‘Retention policies' in Microsoft 365 to protect content in SharePoint, One

| Learn more about retention policies and retention labels

Name your policy and choose the tags you want to include in this policy. Users assi
their mailbox folders or items. You can add or remove retention tags from a retenti

policy in Exchange Online

Name *

| 6 years move to Archive|

-+ Add tag

Add tag

No tags have been added.
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5. Select the tags you want to use. You can search for the tag you just created.

6. Click Add.

X

Choose retention tags
I P Search for specific labels
1 selected

[ Name Type Period Action

D 1 Month Delete Personal 30 days Delete

D 1 Week Delete Personal 7 days Delete

D 1 Year Delete Personal 365 days Delete

[ 5YearDelete Personal 1825 days Delete

D 6 Month Delete personal 180 days Delete

6 years to move to Archive Default 2190 days Archive

(]  Dpefauit 2 year move to archive  Default 730 days Archive

D Deleted Items Deleted Ite.. 30 days Delete

D Junk Email Junk Email 30 days Delete

] NeverDelete Personal Unlimited Delete

M Darcanal 1 vasr mave tn archiva  Darcanal 26R Aave Archiva

Cancel
7. Click Next.
Configure your policy
(@ We do not recommend using this option except for moving items from a primary to an archive mailbox and applying retention or deletion settings to default folders. X

We recommend that you use ‘Retention policies in Microsoft 365 to protect content in SharePoint, OneDrive, Exchange and Microsoft 365 Groups. Try it out now
| Learn more about retention policies and retention labels

Name your policy and choose the tags you want to include in this policy. Users assigned to this policy will see these tags applied to
their mailbox folders or items. You can add or remove retention tags from a retention policy at any time. Learn more about retention
policy in Exchange Online

Name *

6 years move to Archive

~+ Add tag 1items
Name Type Retention Period Retention Action
6 years to move to Archive Default 2190 days Archive of

Cancel
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8. Review policy. Click edit to make changes, if necessary.

9. Click Submit.

Exchange (legacy) > Create retention policy

@ Configure your policy

Review policy and finish
@ Finish

Name

6 years move to Archive

Edit

Tags

6 years to move to Archive - Default - 2190 days - Archive
Edit

_

10. Confirm your policy has been created. Click Go to Exchange admin center. You must now apply
this policy to mailboxes via Exchange admin center or Exchange Online PowerShell for the
retention tags to work.

Exchange (legacy) > Create retention policy

@ Configure your policy

@ Your policy is created

@ Finish Creating the policy is just the first step in managing your mailbox content. You must apply this policy to mailboxes via the Exchange admin center or Exchange Online
PowerShell for the retention tags to work. Learn about applying retention policies to mailboxes

Next steps

To apply this retention policy to mailboxes in Exchange Online, you will need to go to Recipient in Exchange admin center. From there, it the
retention policy assigned to a mailbox via the details pancl that appears when you click on a mailbox.

Go to Exchange admin center
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TECHNOLOGY GROUP

2. Under Manage

4 _—| Manaae mailbox policies I

Exchange admin center

Home

B

Recipients ~

Groups

Resources

Contacts

= Mail flow v

S Roles v

1. In Exchange Admin Center, under Recipients, click Mailboxes.

Section 3: Applying your MRM retention policy on users mailbox(es)

mailboxes, click on the user name to receive this MRM retention policy.

RTKids Accounting
RTKids Calendar

RTKids Intern

Steven

accounting@

Calendar@

intern@:

sidney@

UserMailbox

UserMailbox

UserMailbox

UserMailbox

UserMailbox

None

None

None

None

None

3/16/2024, 6:31

3/16/2024, 6:31

3/16/2024, 6:31 .

3/16/2024, 6:31

3/16/2024, 6:31..

3. Click Mailbox.

Mail flow settings

Message size restriction

The values for maximum sent size is
set to: 35840 (kB) and for received to:
36864 (kB)

Manage message size restriction

Message delivery restriction

Set to default to receive message
from all senders and block message
from no senders

Manage message delivery restriction

Mailbox policies

Sharing policy
Default Sharing Policy

Retention policy

Default MRM Policy

Email forwarding &, Send on behalf

Email forwarding

No forwarding options set currently

Manage email forwarding

Role assignment policy

Default Role Assignment Policy

Address book policy

4. Click on Manage mailbox policies, toward the bottom of the window.

/_v < Hide mailbox =)
General Organization Delegation IMaiIboxI Others
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5. Under Mailbox policies, select from the drop down menu under Retention policy and select the
policy you created. Here we are using 6 years move to Archive.

é
Mailbox policies

Sharing policy

X

l Default Sharing Policy

Role assignment policy

‘ Default Role Assignment Policy

Retention policy

’ Default MRM Policy

[No Policy]

Default MRM Policy

6 years move to Archive

6. Click Save.

<&

“failbox policies
Back

Sharing policy

Default Sharing Policy

Role assignment policy

l Default Role Assignment Policy

Retention policy

l 6 years move to Archive

Address book policy

l [No Policy]
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7. Confirm that you see “"Updating mailbox policies.” It may take up to 5 minutes for these changes
to appear.

8. Click Previous (¢).

< X
Mailbox policies
® Updating mailbox policies
—~

Saving

x

© settings updated. It may take up to 5 minutes for these changes to appear.
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Section 4: Enable Email Archiving

1. For this same mailbox where you applied your MRM retention policy, Click Others.

2. Click Manage mailbox archive.

/_v @ Hide mailbox 3 Email forwarding &, Send on behalf
General  Organization Delegation  Mailbox — 1

Custom attributes Member of

Custom attributes Group membership
Automatic replies Recover deleted items
Manage automatic replies Recover deleted items
Convert to shared mailbox Litigation hold
Convert to shared mailbox Manage litigation hold
Mailbox archive Recipient limit
Disabled

Set recipient limit

2 meell Manage mailbox archive

3. Enable Mailbox archive status.
4. Give the policy a name (same as MRM retention policy.)

5. Click Save.

& X
Manage mailbox archive —3

Mailbox archive status nabled

(@ Additional storage is a premium feature that requires an Exchange Online Plan 2 or
Exchange Online Archiving license to enable it for each user mailbox. Learn more

Name ©

4 =0 | 6 years move to Archive
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6. Confirm email archiving is setup and enabled. The moving of content may take several days.
A folder named Online Archive will be created below your 365 email account. The folders with
content archived will be recreated in your Online Archive and the content moved there.

+ = @ New Mail W Delete & Archive @ Report Pe Move

> i =
-, Favorites Inbox =
v paul@ Older
oo Inbox 3139 Martin
(=2 . Re: Weekend Lottery Request Reminder ~ 5/4/21
Drafts Not sure what | did on mine but have a question......
i} Archive 6 . "
Axis Email
v Sent 1 Email Message has been Sent 5/4/21

Deleted ltems The inbox message titled 'Weekend Lottery Requ...

Brian
Automatic reply: Weekend Lottery Requ... 5/4/21
1 will be out of the office beginning Monday, May...

Junk Email 240
2014 archive

2015 archive Jasol
Re: Weekend Lottery Request Reminder ~ 5/4/21

Good morning! Please let me know Arsham'’s tee...

2016 archive

Archivel
small

Re: 5/4/21
Thanks What our the course conditions for today...

Clutter
Conversation History

Migrated Teams Chat sma
Spambox (no subject) 5/4/21
Paul Is ther any change available for my time on S...

WebExtAddins

me
e: 5/4/21
Can you make the change for this week and | will...

0 v

<

gcag®30000O0O0D008avaYa

Online Archive
Archive

Paul |
Weekend Lottery Request Reminder 5/4/21
Important Lottery Information | know that the Lott... )

Deleted Items

4

Archive - 2 Ite
Inbox 121
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Section 5: View Your Mail Archive

1. Login to Outlook on the web at https://portal.office.com > QOutlook. Confirm a folder appears
below their account folder called Online Archive.
NOTE: If you use Microsoft Outlook on your Mac or PC, the content will appear there as well.

— [ J WebeExtRgams

v && Online Archive
& Archive
'@ Deleted Items
Deleted Items - 6|
E] Inbox
a Sent Items
E] inboxpg

2. Expand Online Archive to view the folders.

3. Click on your Inbox to review what has been archived.

+ = @ New Mail W Delete & Archive U Report Fg Move
> i —
i Favorites Inbox =
v pau|@ Older
00 & Inbox 3139 Martin
== = . Re: Weekend Lottery Request Reminder  5/4/21
i Not sure what | did on mine but have a question......
ﬁ Archive 6
= Axis Email
& B sent 1 Email Message has been Sent 5/4/21
The inbox message titled 'Weekend Lottery Requ...
@] Deleted Items
Ea Junk Email 240 Brian
Automatic reply: Weekend Lottery Requ... 5/4/21
£ 2014 archive 1 will be out of the office beginning Monday, May...
£ 2015 archive Jasol
£ 2016 archive Re: Weekend Lottery Request Reminder  5/4/21
Good morning! Please let me know Arsham'’s tee...
B3 Archive1
small:
Clutter
- ° Re: 5/4/21
D Conversation History Thanks What our the course conditions for today...
3 Migrated Teams Chat sma
B spambox (no subject) 5/4/21
Paul Is ther any change available for my time on S...
£ WebExtAddins
sme
v &g Online Archive Re: 5/4/21
E Archive Can you make the change for this week and I will...
TI] _Deleted Items Paul |
s .
-, Weekend Lottery Request Reminder 5/4/21
@ Inbox 121 A
Important Lottery Information | know that the Lott...
£ Sent Items 1 N
Kelli R £ W
£ inboxpg Help Needed - PGA HOPE 5/4/21
We are looking for a few more Long Island Profes...
> Saved Searches Hannah
Re: Why Wears RED on... 5/4/21
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