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This guide was created using the following:
• Jamf Pro 10.16 or later
• An Azure Active Directory Managed Domain Services Subscription. If you want use the All Users group, an 

Azure P1 or P2 license is required.	

Requirements
• A Microsoft Azure Subscription with an administrative account.
• A public registered domain name under 15 characters. Microsoft will truncate any domain name 

over 15 characters.
• Access to your domain registrars website to create DNS A and TXT records.
• For best results use the Google Chrome web browser.

Acronyms and Definitions
• AAD Azure Active Directory 
• SSO Single Sign-On
• LDAP Lightweight Directory Access Protocol 
• LDAPS Lightweight Directory Access Protocol (over SSL), Secure version of LDAP that works on port 636
• AADDS Azure Active Directory Domain Services
• Azure Active Directory SSO and Directory solution from Microsoft, included in most Office 365 plans
• Azure Active Directory Domain Services Securely-managed AD domain hosted by Microsoft that allows 

traditional AD features such as LDAP/LDAPS and binding machines (specifically Virtual Machines in the 
Azure Cloud) to the domain.

• DNS Domain Name System - A system that provides translation from a domain host name like www.
google.com to an IP address



Sections

Section 1 Creating an Azure Active Directory Domain  ........................................................................4

Section 2: Create User Accounts  .........................................................................................................8

Section 3: Configure a Virtual Network and Secure LDAP  ................................................................12

Section 4: Configure Jamf Pro with Azure Secure LDAP  ..................................................................37

Section 5: Configure Azure Active Directory for Single Sign-On (SSO) with Jamf Pro  ....................42

Section 6: Automated Device Enrollment with LDAPS  ......................................................................55

Section 7: Automated Device Enrollment with Single Sign On (SSO)  ...............................................62

Section 8: Configure Apple Business Manager Federation with Azure Active Directory  .................73



4

Section 1 Creating an Azure Active Directory Domain  

1. Sign in to your Microsoft Azure account here:  https://portal.azure.com. 

3. Select Identity, then select Azure Active directory.

2. Click Create a resource.
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4. Enter you identity information then click Create. This process will take about a minute to complete.

NOTE: In this example, the initial creation of the domain name will be hcsid.onmicrosoft.com. We will 
create a custom domain in a later step so hcsid.com can be used instead of hcsid.onmicrosoft.com. The 
onmicrosoft.com is required and cannot be deleted.

5. Click here to mange your new directory. It may take a few minutes for the directory page to show.  
Please be patient.

6. You will be on the Overview page for your Azure Active Directory Server. Click Custom domain names. 
NOTE:  This requires a publicly accessible registered domain.
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7. Click Add Custom Domain.

8. Enter your domain name, then click Add Domain.

9. This step requires you to create a DNS TXT record at your domain registrar. I.E. Hostmonster, GoDaddy, 
etc. Use the information listed below when creating the DNS TXT record on your domain registrars web site.  
Select Verify after you complete step 10.

    NOTE: If you click Verify and see the error message with the red x below, this means DNS has not 
propagated yet. It can take up to 72 hrs for this to happen but normally it’s ready in about an hour.
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10. In this step, I will create a DNS TXT record using my domain registrar account. You will need to do the same 
on your domain registrars web site.

11. Once verification is successful, click Make Primary.

12. Click Yes. This will make your custom domain the primary domain going forward so when you create users 
they will have the custom domain name instead of the .onmicrosoft.com domain. E.G. kmitnick@hcsid.
com. instead of kmitnick@hcsid.onmicrosoft.com. This completes this section
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Section 2: Create User Accounts  

1. Click Azure Active Directory.

2. Click Users.

3. Click New user.
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4. Do the following:
A. Select Create user
B. Add a user Name and make sure the custom domain name is selected from drop down menu.
C. Add a Name
D. Add a First Name
E. Add a Last Name
F. Initial Password: Check the Show password box then copy the password. You will need this to login.
G. Click Create.
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5. Select the newly created user by clicking on the name. In this example, the new user is Richard.

6. Click Assinged role.

7. Click Add assignment.
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8. In the search field, enter the required role for the user. Select the user role checkbox, then click Add. This 
completes this section.
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Section 3: Configure a Virtual Network and Secure LDAP  

1. 	 Click Virtual networks from the sidebar.

2. Click Create virtual network
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3. Enter the following:

A. Provide a Name for your network.
B. Address Space
C. Select your subscription
D. Create a new resource group if needed.
E. Location - take note of the location. We will need it in a later step.
F. Subnet Name
G. Subnet Address Range
H. DDoS protection - set to Basic
I. Service Endpoints - Disabled
J. Firewall - Disabled
K. Click Create.
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4. It can take a few minutes to setup the virtual network. Click the refresh button if necessary.

5. Click Create a resources from the sidebar.

6. In the search field, enter Azure AD Domain Services then press enter.
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7. Select Azure AD Domain Services.

8. Click Create.

9. Enter the following:

A. DNS domain name: Enter a fully qualified 
domain name. NOTE: A subdomain is NOT 
required. You can use hcsid.com in this field.

B. Subscription: Select your subscription type
C. Resource group: Select your resource group
D. Location: Select your location. Make sure to 

choose the same location as shown in step 3.
E. Click OK. A
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10. Enter the following:

A. Network: Select your Virtual network
B. Subnet: Select Use existing
C. Subnet: Select your subnet
D. Select OK

11. Select Manage group membership.
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12. Select Add members.

13. Search for a user, then select the user.

14. Press Select button.
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15. The user will show up in the member section. Select the Administrator group breadcrumb.

16. Select OK. 17. Select All, then select OK.
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18. Make sure everything looks correct in the summary, then select OK.

19. Select All resources from the sidebar.
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20. Select the hostname for your Azure AD Domain Service. E.G. azure.hcsid.com.

      NOTE: It can take up to 1 hour for all resources to show up in the list. Please be patient.

22. From the sidebar, select Secure LDAP.

      NOTE: Keep this browser page open as we will need it in a later step.

21. In the Required configuration steps section, select Configure.
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23. In this step we will create a certificate on your Mac to use with secure LDAP in Azure. Open Keychain 
Access, located in /Applications/Utilities.

24. From the Keychain Access menu, select Certificate Assistant, then select Create a Certificate.

25. In the Certificate Assistant window, enter the following: 

A. Name - Enter your DNS Name. E.G. azure.hcsid.com
B. Identity Type - choose Self Signed Root.
C. Certificate Type - choose SSL Server.
D. Select the option Let me override defaults.
E. Select Continue.
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26. In the Certificate Assistant window, enter the following: 

A. Name - Enter your DNS Name. E.G. azure.hcsid.com
B. Identity Type - choose Self Signed Root.
C. Certificate Type - choose SSL Server.
D. Select the option Let me override defaults.
E. Select Continue.

27. Select Continue.
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29. In the Certificate Information window, enter the following: 
A. Email Address - Enter your email address. 
B. Name - Enter your hostname. E.G. azure.hcsid.com
C. Organization- Enter your organization name.
D. Organizational Unit - Enter your Organizational Unit.
E. City - Enter your city.
F. State - Enter your state.
G. Country - Enter your country.
H. Select Continue.

28. Leave the default settings, then select Continue.
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30.Leave the default settings, then select Continue.

31. Leave the default settings, then select Continue.
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32. Leave the default settings, then select Continue.

33. Leave the default settings, then select Continue.
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34. Configure the following:

A. dNSName: Enter YOUR dns hostname as shown in the picture. There MUST be a space between  
the two entries.

B. iPAddress: Clear all data from this field. 
C. Select Continue.

35. Make sure login is set in the dropdown menu, then click Create.
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36. Select Done.

37. In the Keychain Access side bar, select login, then select Certificates.



28

38. Look for the certificate with your dns name. IE. azure.hcsid.com. Right click on the certificate.

39. Select Export.

40. Enter the following:

A. Save As: Enter the DNS hostname.
B. Where: Save to Desktop
C. File Format: Personal Information Exchange (.p12)
D. Select Save.
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41. Enter a password, then select OK.

42. Enter your login password, then select Allow.

43. The certificate will be saved to your Desktop.
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44. We need a second export of the certificate in a different format. In the Keychain Access side bar, select 
login, then select Certificates.

45. Look for the certificate with your dns name. IE. azure.hcsid.com. Right click on the certificate.

46. Select Export.
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47. Enter the following:

	 A. Save As: Enter the DNS hostname.
	 B. Where: Save to Desktop
	 C. File Format: Certificate (.cer)
	 D. Select Save.

48. On the Desktop, select the certificate with the .p12 extension. Change the .p12 extension to .pfx.

49. Open your browser window that still displays the Secure LDAP configuration screen that was left open in 
step 22.
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50. Secure LDAP, Select Enable.

51. Allow secure LDAP access over the internet, Select Enable.

52. In the .PFX file with secure LDAP Certificate section, select the blue folder icon and navigate to the .pfx 
certificate that you saved to the Desktop in step 47. Enter the decryption password. This is the password 
you used in step 40.
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53. Select Save. It will take a few minutes for Azure to configure secure LDAP. Please be patient.

54. Once secure LDAP is configured, you will be brought to the screen below that shows the status as Enabled. 
Next to the notification icon (looks like an exclamation mark inside a yellow triangle) click the link to your 
network security group. E.G. aadds-nsg

NOTE: It may take a few minutes for Azure to show the network security group items. Please be patient

55. Select Inbound security rules from the sidebar.
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56. In the new Add Inbound security rule panel, enter the following:

NOTE: Step B: Enter every IP address listed for your Jamf Cloud region separated by a comma. If you use 
an on-prem Jamf Pro Server, then enter its public IP address. A list of Jamf Cloud public IP addresses for 
your region is located at:

https://www.jamf.com/jamf-nation/articles/409/permitting-inbound-outbound-traffic-with-jamf-cloud 

This guide will use the IP address for the US Cloud Region. You may want to add the public IP address for 
you company to the list as it will be helpful for troubleshooting any issues with LDAPS from your computer. 
If you don’t add it, then only jamf cloud servers will be able to connect to LDAPS and not your computer for 
troubleshooting.

	 A. Source: Choose IP Addresses
	 B. Source IP addresses/CIDR ranges: 
	 54.208.14.206, 54.208.84.215, 52.1.62.94,52.1.215.211, 52.203.216.218, 34.233.253.88, 

34.234.26.211, 52.72.152.43
	 C. Source port ranges Leave the default setting of * (star)
	 D. Destination: Leave the default setting of Any
	 E. Destination Port Ranges: Enter 636
	 F. Protocol: Leave the default setting of Any 
	 G. Action: Leave the default setting of Allow
	 H. Priority: Leave the default setting
	 I. Name: Enter whatever you want. E.G. LDAPS-Jamf-Cloud-US-Region
	 J. Description: Leave blank or enter a description if you choose.
	 K. Review your settings then click Add.
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57. Confirm you see the rule you just created in the list. E.G. LDAPS-Jamf-Cloud-US-Region.

58. Select All resources from the sidebar.

59. Select your Azure AD Domain. E.G. azure.hcsid.com

60. Select Properties.
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61. Copy the Secure LDAP external IP address. We will need this IP address to create an external DNS A record 
in the next step.

62. In this step, I will create a DNS A record using my domain registrar account. You will need to do the same 
on your domain registrars web site. 

NOTE: It can take up to 72 hrs for the A record to propagate across the internet.

63. Open Network Utility located in /Applications/Utilities. 

	 A. Select the Lookup tab.
	 B. Enter the name of the DNS recored you created in step 62.
	 C. Click the Lookup button.
	 D. If all went well, the lookup will provide the name to address mapping shown below.  

     E.G. azure.hcsid.com -> 40.83.167.177
	 E. Quit Network Utility. This completes this section.
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Section 4: Configure Jamf Pro with Azure Secure LDAP  

1. If necessary, Login to your Jamf Pro server.

2. Select Settings in the upper right corner.

3. Select LDAP Servers.

4. Select New.

5. Select Configure Manually.
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6. Click Next.

7. Select the Connection tab, the configure the following:

A. Display Name: Enter a name of your choosing
B. Directory Service: Select Microsoft’s Active Directory
C. Use SSL: Make sure this is checked
D. Server and Port: Enter your azure secure LDAP name and set the port to 636.  

E.G. azure.hcsid.com
E. Select the Upload Certificate button and navigate to the certificate you saved on your desktop ending in 

.cer E.G. azure.hcsid.com.cer
F. Enable LDAP Proxy Server: Make sure this is NOT checked
G. Authentication Type: Set this to Simple
H. Distinguished Name: Enter an Azure account that is part of the AAD DC Administrators group. Best 

practice is to use a service only account. Enter the name in the form of an email address.  
E.G. kmitnick@hcsid.com

I. Enter the password for the account and verify it. 
J. Connection timeout: Leave at default
K. Search timeout: Leave at default
L. Referral Response:Leave at default
M. Use Wildcards when Searching: Leave at default
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8. Select Save.

9. Select Mappings.

10.  Select the User Mappings tab, then configure the following:

	 A. Object Class Limitation: Select All ObjectClass Values
	 B. Object Class(es): Enter organizationalPerson, user
	 C. Search Base: Enter your search base using this example OU=AADDC Users, DC=azure, DC=hcsid,DC=com
	 D. Search Scope: Select All Subtrees
	 E. User ID: Enter uSNCreated
	 F. Username: Enter userPrincipalName
	 G. Real Name: Enter displayName
	 H. Email Address: Enter mail
	 I. Append to Email Results: Leave blank unless you require it.
	 J. Department: Enter department
	 K. Building: Enter streetAddress
	 L. Room: Enter room
	 M. Phone: Enter mobile
	 N. Position: Enter title
	 O. User UUID: Leave objectGUID
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11. Select the User Group Mappings tab, then configure the following:

	 A. Object Class Limitation: Leave All ObjectClass Values
	 B. Object Class(es): Enter group, top
	 C. Search Base: Enter your search base using this example OU=AADDC Users, DC=azure, DC=hcsid,DC=com
	 D. Search Scope: Select All subtrees
	 E. Group ID: Enter uSNCreated
	 F. Group Name: Enter name
	 G. Group UUID: Leave at objectGUID

12. Select the User Group Membership Mappings tab, then configure the following:

	 A. Membership Location: Choose User Object
	 B. Group Membership Matching: Enter memberOf
	 C. Append to username when searching: Leave blank
	 D. Use distinguished name of user groups when searching Select this option 
	 E. Use recursive group searches Select this option 
	 F. Click Save
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13. Select Test.

14. Select User Mappings, then enter a name from your Azure Active Directory to lookup in the Look up 
Username field. Click Test. If all went well, you will see the results of your user lookup.

NOTE: If you’re not seeing the results below it could be an issue with your mapping settings. A great tool to 
use for troubleshooting LDAP connections is LDAP Browser. Get it here: http://www.ldapbrowsermac.com

In order to use LDAP Browser from your computer, the public IP for you company must be in the trusted IP 
list as described in section 3, step 56 of this guide.

15. Select User Group Mappings then enter AAD DC Administrators in the Look up User Group Field. Click 
Test.If all went well, you will see the results of your user group lookup.

16. Select User Group Membership Mapping then enter a user account in the Check if Username Field. Enter 
AAD DC Administrators in the If a Member of User Group field. Click Test.If all went well, you will see the 
results of your user group membership mapping lookup.

17. Click Done. You have successfully configured Jamf Pro to integrate with Azure AD via Secure LDAP.This 
completes this section.
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Section 5: Configure Azure Active Directory for Single Sign-On (SSO) with Jamf Pro  

1. Select Azure Active Directory from the sidebar.

2. Select Enterprise applications.

3. Select New application.

4. In the Add from the gallery section, enter jamf in the search field then click on Jamf Pro .
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5. Click Add.

6. Select Azure Active Directory from the sidebar.

7. Select All applications, then click on Jamf Pro.
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8. Select Set up single sign on.

9. Select SAML.

10. In section 1, Basic SAML Configuration, we need the Identifier and Reply URL. This information comes from 
Jamf Pro and we will get that in the next steps. 

11. Open a new tab in your web browser, and navigate to your Jamf Pro server. Login with admin credentials.

12. Select the Settings in the upper right corner.
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13. Select Single Sign-On.

14. Click Edit.

15. Enable Single Sign-On Authentication.

16. Copy the Entity ID, then cancel out of this setup page.

17. Switch back to your Azure portal. In section 1, click the pencil icon to edit the settings.

18. Enter the Identifier (Entity ID) in the field, then enter the same information in the Reply URL field but remove 
the metadata from the url and replace it with SSO. Select Save.
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19. At the message below, select No, I’ll validate later.

20. In section 3, SAML Signing Certificate, copy the App Federation Metadata URL. We will need this in a later 
step. You can click the blue icon next to it to copy it.

21. Select Users and Groups.

22. Select Add User.

23. In the Users section, click on the Arrow on the right side.
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24. Select a user then click the Select button.

25. Select Assign.

26. Select Single Sign-On.
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27. In section 4, click Install the extension.

28. Select Add to Chrome.

29. Select Add extension. Then switch back to Azure.

30. The extension is successfully installed.

31. In section 5, Set up Jamf Pro, Select Set up Jamf Pro.  
NOTE:  You may need to clear your browser cache for this step to work properly.
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32. If not already logged in, Log into Jamf Pro with an admin account.

33. Select the Settings in the upper right corner.

34. Select Single Sign-On. Click Edit.

35. Click Edit.
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35. Enter the following Information:

A. Identity Provider: Other	
B. Other Provider: Azure AD
C. Entity ID: Enter your jamfcloud URL followed by /saml/metadata
D. Identity Provider Metadata Source: Set this to Metadata URL
E. Paste in the Metadata URL. You copied this in step 20.
F. Token Expiration: 480
G. Identity Provider User Mapping: NameID
H. Jamf Pro User Mapping: Email
I. Identity Provider Group Attribute Name:  

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups
J. Jamf Pro Signing Certificate: No Certificate
K: Single Sign -On Options for Jamf: Select what is needed in your environment. For this guide, I will select 

all of them.
L. Configure Enrollment access for: Any Identity Provider User.
M. Select Save
N. Select Done
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36. Select Jamf Pro User Accounts & Groups.

37. Select New.

38. Select Add LDAP Account.

NOTE: If you have groups setup in Azure Active Directory best practice is to add it here instead of adding a 
single user. I’m using a single user for simplicity of this guide.

39. Click Next.

40. Search for a user account in your Azure Active Directory.

41. Click Next.

42. Click Add.
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43. Enter the following:

A. Privilege Set, then select the appropriate privilege set for the user. I will select Administrator for this guide.
B. Full Name: Make sure the users full name is entered in the field.
C. Email Address: Enter the users email address.

44. Click Save.

45. Click Done.

46. Click on the account menu, then select Logout for the user you’re currently logged in as.
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47. Login to your Jamf Pro server. You will be re directed to a Microsoft login window. Select Use another account.

48. Enter the LDAP user account that we created in Jamf Pro in step 42. E.G. ccohen@hcsid.com. Select Next.

49. Enter the users password then select Sign in.



54

50. For the purposes of this guide, select yes at the screen below. In a production environment, you can decide 
for yourself what to do at this screen.

51. You are now signed into the Jamf Pro server via Single Sign On. (SSO). Click on the account menu, then 
select Logout for the user you’re currently logged in as. This completes this section.
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Section 6: Automated Device Enrollment with LDAPS  
NOTE: This section assumes you have your Jamf Pro server tied into Apple business manager or Apple school 
manager. We don’t cover configuring that in this guide.

1. If necessary, Log into your Jamf Pro server.

2. Select Computers.

3. Select PreStage Enrollments.

4. Select New.
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5. Select General, then enter the following:

A. Display Name: Enter anything you want. I will enter HCS-LDAPS.
B. Device Enrollment Program Instance: Select your DEP instance.
C. Automatically assign new devices: I will enable this for simplicity. It’s not necessary as you can have 

multiple PreStage Enrollments.
D. Enrollment Site: Leave this set to None. If you use sites, then select one.
E. Use existing site membership, if applicable: Disable this.
F. Use existing location information, if applicable: Disable this.
G. Support Phone, Support Email, and Department: Leave them blank.
H. Require Authentication: Enable this.
I. Authentication Message: Enter whatever you need here. For simplicity, I will ask the user for their email 

address and password.
J. Make MDM Profile Mandatory: Enable this.
K. All MDM Profile Removal: Disable this.
L. Enrollment Customization Configuration: None
M. Setup Assistance Options: For simplicity of this guide, Click the Select All button.
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6. Select Scope.

7. If necessary, select a Mac Computer from the list. 

8. Select Save.

9. Select Done.

10. Your PreStage Enrollment will show up in the list. Stayed logged into your Jamf Pro server, we will need it in 
a later step.
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11. For this step, you need either a brand new Mac still in the box or a Mac with a clean install of macOS 
Catalina that has never been booted and is in the PreStage we just created.

Power on the Mac Computer, then select your country.

12. Select Continue.
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13. If necessary select your wifi. If you’re Mac Computer is plugged into ethernet, you will not see this screen. 
Select Continue.

14. At the Remote Management screen, select Continue.
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15. Enter your LDAPS credentials. These credentials will come from Microsoft Azure LDAPS. Select Connect.

16. Create a computer account, then select Continue. You should not see any other screens after this as we 
chose to skip all setup screen for the simplicity of this guide.

Note: Your LDAPS credentials will show up here.

17. In your Jamf Pro server, Select Computers.
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18. Select Search Inventory.

19. Search for the Mac computer we just enrolled. Enter the computer name in the search field, then select 
Search button.

20. Open the computer record, then select select the following:

	 A. Select the Inventory Tab.
	 B. Select User and Location.
	 C. Notice the information for the user was populated from LDAPS via Azure.

21. Select Done. This completes this lesson.
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Section 7: Automated Device Enrollment with Single Sign On (SSO)  
NOTE: This section assumes you have your Jamf Pro server tied into Apple business manager or Apple school 
manager. We don’t cover configuring that in this guide.

1. If necessary, Log into your Jamf Pro server.

2. Click the Settings in the upper right corner.

3. Select Global Management, then select Enrollment Customization.

4. Select New.
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5. Enter a the following:
A. Display Name: Enter a name of your choosing.
B. Description: Enter a description of your choosing.
C. Site: If you use sites, choose a site, Otherwise select None.
D. Select the Add Pane button.

6. In this step we will configure a EULA page. Enter the following:
A. Display Name: Enter a name of your choosing.
B. Pane Type: Select Text
C. Body: Enter a message.
D. Previous Button Text: Enter a button name.
E. Next Button Text: Enter a button name.
F. Select Apply.
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7. Your EULA will show up in the list. Select the Add Pane button.

8. In this step we will configure an SSO sign in page.Enter the following:
	 A. Display Name: Enter a display name.
	 B. Pane Type: Select Single Sign-On Authentication
	 C. Select Apply.

9. Select Save.

11. Select Computers.

12. Select PreStage Enrollments.

10. Select Done.

13. Select New.
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14. Select Options, then General. Enter the following info:
A. Display Name: Enter anything you want. I will enter HCS-SSO.
B. Device Enrollment Program Instance: Select your DEP instance.
C. Automatically assign new devices: Disable this.
D. Enrollment Site: Leave this set to None. If you use sites, then select one.
E. Use existing site membership, if applicable: Disable this.
F. Use existing location information, if applicable: Disable this.
G. Support Phone, Support Email, and Department: Leave them blank.
H. Require Authentication: You can disable this or keep it on if you want older versions of macOS to 

authenticate. If your using macOS Catalina, the Entollment Customization will be triggered instead.
I.Make MDM Profile Mandatory: Enable this.
J. All MDM Profile Removal: Disable this.
K. Enrollment Customization Configuration: Select your Enrollment customization,
L. Setup Assistance Options: For simplicity of this guide, Click the Select All button. 
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15. Select Scope.

16. Select your Mac computers from the list.

17. Click Save.

18. Click Done.

19. Your Prestage will show in the list. Notice the blue info icon, this means your PreStage is not yet in sync with 
apple business/school manager. It can take up to 5 minutes for the sync to compete. Once completed, the 
icon will go away. Stayed logged into your Jamf Pro server, we will need it in a later step.
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20. For this step, you need either a brand new Mac still in the box or a Mac with a clean install of macOS 
Catalina that has never been booted and is in the PreStage we just created.

Power on the Mac Computer, then select your country and click Continue.

21. Click Continue.
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22. If necessary select your wifi. If you’re Mac Computer is plugged into ethernet, you will not see this screen. 
Click Continue.

23. At the Remote Management screen, click Continue.
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24. At the EULA screen, click Continue.

25. At the Microsoft SSO Sign In screen, enter your Azure user name then click Next.
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26. Enter your password, then click Sign in.

27. At the Stay signed in screen, make a choice. I will select Yes for this guide.
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28. Create a computer account, then click Continue. You should not see any other screens after this as we 
chose to skip all setup screen for the simplicity of this guide.

29. Switch back to your Jamf Pro server. Select Computers, then click Search Inventory.



72

30. Search for the Mac computer we just enrolled. Enter the computer name in the search field, then click 
Search.

32. Click Done. This completes this lesson.

31. Open the computer record, then select the following:

	 A. Select the Inventory Tab.
	 B. Select User and Location.
	 C. Notice the information for the user was populated from SSO via Azure.

C

A

B
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2. Select Settings, then select Accounts.

Section 8: Configure Apple Business Manager Federation with Azure Active Directory  

1. Log into Apple business manager at: https://business.apple.com
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3. Select Federated Authentication then select Edit.

4. Click Connect.

5. Click Sign into Microsoft Azure Portal.
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6. Select your account if shown in the list, otherwise select User another account.

7. Click Accept.

8. Enter your domain name than click Continue.
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9. Select Open Microsoft Sign In.

10. Enter your credentials then select Sign in.

11. Choose if you would like to stay singed in. For this guide, I will choose Yes.



77

Integrate Azure Active Directory with Jamf Pro - A Cloud Only Approach

12. Select Done.

13. Apple will check for any user name conflicts. During this time you will start to receive emails about the 
status of the federation.
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14. Select the switch icon to drag it to the right to enable the Federation.

15. The federation is now enabled. Let’s test a connection to Apple Business Manager using a federated account.

	  Log out of Apple Business Manager.￼
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16. Log into Apple Business Manager with an account that is in your Azure Active Directory.  
E.G. kmitnick@hcsid.com

17. You will be redirected to login with Azure Active Directory. Select Continue.

18. Enter your credentials then select Sign in. This completes the guide.


