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How to Configure Jamf Connect with Microsoft Azure

This guide was written using the following:

1. Microsoft Azure free trial account

2. Jamf Pro server 10.30.3

3. Jamf Connect version 2.4

4. Packaging Software of your choosing. This guide will use Composer

5. A Mac computer running macOS Big Sur 11.4 enrolled into a Jamf Pro server
6. A code signing certificate.

Special Thanks to the following people who assisted with this guide:
e The team at HCS

e Bill Smith

e Erin McDonald

e Paul Smith

e Sean Rabbitt
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Prerequisites:

Before you begin this guide, you need to have the latest version of Jamf Connect which is 2.4 at the
time this guide was written. Obtain your licensed version of Jamf Connect from your Jamf Nation
account by following the instructions below.

NOTE: you can also download a demo of Jamf Connect from: https://jamf.it/connectinstall

1. Log in with your Jamf ID for your Jamf Nation account at: https://www.jamf.com/jamf-nation/.
Select the account icon in the upper right corner and select My Assets.

Keith Mitnick

Manage Account

Jamf Nation Profile
Beta Programs
Follows

Start a Support Case
Reset Password

2. Under Products, select Connect

LSS %8 jamf CONNECT
Renewal Date 9/10/2021
o) Account Summary »
Download Jamf Connect :r::,u:t Documentation for Jamf Connect
(&) Profile 4.
Current Version 2.4.0
Released 6/14/2021 72 Administrator's Guide and Release Notes

& Products

View Previous Versions
=pro

Download for Jamf Connect
2 Protect

Connect

View Checksum 7] Go to All Product Documentation

Other Products

63 Support

1 Training
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3. Click Download For Mac.

< jamf CONNECT

Product Documentation for Jamf Connect

Download Jamf Connect 240

Current Version 2.4.0
Released 6/14/2021 121 Administrator’s Guide and Release Notes

View Previous Versions

Download for Jamf Connect

+ View Checksum

121 Go to All Product Documentation

4. Once the download is completed, Open the JamfConnect-2.4.0.dmg.

JamfConnect-2.4.
0.dmg

5. Copy the Jamf Connect Configuration app to the Applications folder.
Keep the JamfConnect-2.4.0.dmg as we will need it later on in the guide.

NN [l JamfConnect

—
.S

A =

JamfConnect.pkg Resources Jamf Connect Applications
Configuration

2018-2021 Jam{ Software LLC
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6. We will pre-configure the Jamf Pro server to allow Jamf Connect to enable FileVault and to pre
approve notifications from Jamf Connect. Log into your Jamf Pro server.

A jamf PRO

USERNAME

PASSWORD

All contents © 2002-2021 Jamf.
All rights reserved.

7. Click Settings (looks like a gear) in the upper left-hand corner.

8. Click Computer Management, then click Security.

c’{a Server Infrastructure

%} Network Organization

Computer Management - Management Framework

[ E1 @ |}

Inventory Inventory Check-In Security Extension Autorun
g Computer Management Collection Display Attributes Imaging

|u«‘:<

FD Device Management

9. Select Edit at the bottom-right.

O 4

History Edit
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10. Enable the following checkboxes:

A. In the Automatically Install a Privacy Preferences Policy Control profile section,
enable Jamf Connect.

B. In the Automatically Install a Jamf Notification Profile section, enable Jamf Connect.

By enabling both of these settings for Jamf Connect, it will allow us to use Jamf Connect to Enable
FileVault and auto approve any notifications for Jamf Connect.

11. Click Save.

Settings : Computer Management

< Security

W) Enable certificate-based authentication
Ensure that Jamf Pro verifies that device certificates on computers are valid

Enable push notifications
Allow Jamf Pro to send push notifications to Mac computers. This requires a push certificate and is required for macOS configuration profiles and macOS remote
commands to work

Automatically install a Privacy Preferences Policy Control profile
Choose one or more applications to automatically install a Privacy Preferences Policy Control profile on user approved MDM computers and grant necessary permissions

v Jamf management framework
Automatically safelist the Jamf management framework (macO$S 1014 or later).

10 A lamf Connect
hutomatically safelist FileVault enablement via Jamf Connect login window (macOS 1015 or later).

Jamf Protect
Automatically safelist Jamf Protect (macOS 1014 or later).

Automatically install a Jamf Notifications profile
Choose one or more applications to automatically install a Jamf Notifications profile on user approved MDM computers and grant necessary permissions.

v Jamf management framework and Self Service
AL install a Jamf 1 s profile on macOS 1015 or later computers to allow notifications for Jamf management framework and Self Service for
macOs.

10 B amf Connect
! install a Jamf 1 s profile on macOS 1015 or later computers to allow notifications for Jamf Connect.

SSL Certificate Verification
Ensure that computers verify that the SSL certificate on the Jamf Pro host server is valid and trusted. Choose “Always except during enroliment” if you are using the built-in certificate
authority.

Always v

-1

Cancel Save
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Section 1: Create a code signing certificate using Jamf Pro’s CA

We will use a code signing certificate to sign the Jamf Connect configuration profiles that we create
later in this guide.

Why sign a configuration profile?

Jamf Pro attempts to import all file's values to associate with known settings within the Jamf Pro
console and allow further editing. If the<PayloadType> or specific <key> values in the profile are
unknown to Jamf Pro, the deployed configuration profile may not contain those values or install
correctly. To avoid this, we can sign the configuration profile and upload it to Jamf Pro. When a
configuration profile is signed, Jamf Pro will simply label it as a read only profile because it cannot
be altered once signed. Another way to get all the settings you need to deploy from Jamf Pro

is to upload a plist file. You can manually create a PLIST file that defines the properties for the
preference domain you specify in Jamf Pro, and upload the PLIST file directly to Jamf Pro. This
guide will focus on signing a configuration profile and creating a code signing certificate using Jamf
Pro‘s Built in CA. If you already have a signing certificate, you can skip this section of the guide.

NOTE: When creating a code signing certificate using your Jamf Pro server, make sure to follow the
steps in this guide on a Mac computer that is enrolled in Jamf Pro. Failure to do so will result in a code
signing certificate that is not trusted.

1. Open Keychain Access located in /Applications/Utilities.

Keychain Access

2. Select Keychain Access > Certificate Assistant > Request a Certificate From a Certificate Authority.

Keychain Access File Edit View Window Help

* About Keychain Access

Preferences...

Open...

Ticket Viewer Create a Certificate...
; Create a Certificate Authority...
Services » "
Create a Certificate For Someone Else as a Certificate .
| .ﬂj%ide' Keychain Access » | Request a Certificate From a Certificate Authority...
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3. Configure the following:
A. User Email Address: Enter your email address
B. Common Name: Enter your company name. This guide will use HCS-JamfSign
C. CA Email Address: Leave this blank.
D. Request is: Saved to Disk.
E. Click Continue.

a

Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: kmitnick@hecsonline.com 8 —A
Common Name: IHCS-Jameign !
CA Email Address: C
Request is: Emailed to the CA
© Saved to disk D

Let me specify key pair information

oo }—

4. Configure the following:
A. Save as: CSR.txt
B. Where: Desktop

C. Click Save.
Save As: ( CSR.tXﬂ } A
Tags:
Where: [ Desktop - B

Cance c
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5. Click Done.

[} Certificate Assistant

Conclusion

Your certificate request has been created on disk.

Show In Finder...

6. Open the CSR.txt file on your desktop with a text editor of your choice. This guide will use TextEdit.

TXT

CSR.txt

7. Copy the entire CSR text.

[ NON ] - CSR.txt

————— BEGIN CERTIFICATE REQUEST———

MIIC KDCCAXgCAQAuSzE].N CMGCSQGSIb3DQEJARYWa21pdG5pY2tAaGNzb25sals51l
LmNvbTEVMBMGA1UEAWWMSENTLUphbWZTaWduMQswCQYDVQQGEwIVUzCCASIWDQYJ
KoZIhvcNAI EBBQADgg.EPA DCCAQoCggEBALMDBp3zg LU95] xwiz/EyzJI6ngeQcHQt
Wo/3EXaM181B+0PtAUbBZYkeDp41WOGH@5bnwAXE/qdFONCQTY10DXWggRrpoTE
wysIkr9s48XtExz25nI+LV1ig11j76GA9KwuUFphv6+wh5s2vAPhz1pI9SchppUgX
bCwp5C4uGFHID1ELMPaziZ/N/WWtvLp VPYn9ZDbbme fmsKD586Ak1eKiYNMiXRSV
yR2nNo/eBriWQxT1FNP6mwe/ j bﬁgaMRG 0y4T3/IgnxbMaYv2rmjK/RIIXpnwuWNGg
kXnLwfeiQvjjXIpE1I@7vNBQvjjq@DWdxEcJ] RhOplthNTwoRPy91KOCAwEAAqA.5
MABGCSqGSIb3DQEBCWUAA4IBAQA1ZKIOcuSNnBxs+r5C+BIpt]ZtbAuNdyOnV+YGK
oDjOKvVmcLrwzH5Lg7RmF1ijkZoq9xr/p4LaG53Ut/TL+VZ0a70x50hk0F7yxYaaz
YereFqkmfx7rzsSKOUQE@O9R7WSHCT48Yyfvrnp9ER4GCx3Ah29SQ9AKdDEE30KO
SBKCjNAHOrsrcUSLT2ss1JvNfaiCws9Rr629TqCmhdu80ymmK99 rxsm3xrv/pzL9
A88e+P+0PWzLE zZWNoMZOWd Lnmi8xdjzmx -57mngonyWAbd8Rths4/ CwAhzZ6]
Ixmom1CDCNFLDNXwP5@B/h5Pa pAfZ/] sYJrpglpFQMLccMaS
————— END CERTIFICATE REQUEST———
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8. Log into your Jamf Pro server.

A jamf PRO

USERNAME

PASSWORD

All contents @
Al rights r

9. Select the Gear in the upper right corner.

SO

10. Click Global Management then click PKI Certificates.

{:c}} All Settings Global Management

> 23

o __— '}

[]I][l System Settings
Categories Push GSX MDM Profile PKI Volume

Certificates Connection Settings Certificates Purchasing
>~ [Fes i
[

Dlﬂ Jamf Applications u = (7]

User-Initiated Automated Apple Re-enrollment Event Logs Webhooks
Enroliment Device Education
é%? Self Service Enroliment Support
c& Server Infrastructure @ | J é ©
AirPlay Conditional Device Inventory Enroliment Cloud
TE Permissions Access Compliance Preload Customization Services
Network Organization Connection
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11. Select Management Certificate Template, then select Create Certificate from CSR.

Settings : Global Management

< PKI Certificates

Certificate Authorities Management Certificate Template JSON Web
Built-in CA
CA Subject Name: CN=Keith Michael Music LLt
Download CA Certificate Create Certificate from CSR Create CA Backup

12. Configure the following:
A. Paste in the CSR text that you copied in step 7.
B. Certificate Type: Web Server Certificate
C. Click Create.

Create Certificate from CSR

LgdlyQzJRn/r<WDwn0O8NdJ+1I13bgbkkyme3Wtg/6NzgrrfCZyZawj8CmfNjP
POeK A
1U2tK7AZMoEIB8GQIDFZ6GftrVIQNLEBPVNGTOL4cqVUIHK2/TWrnjWARpP
91m/Uy
Fv8CAWEAAaAAMAOGCSGSIb3DQEBCwWUAA4IBAQAGLOe14nqUKPVZR
IYOYWKRIQS
k8wkRoOcY0zmDHIX4M752XMr8D8joG4oGF9Be7z00Q600fNdJACC
GhOWS8/KHWIq
eqCG+yaXzGow+guNhQ9B+/FhgXzUbyla6fhiVgz10G7QOuC8MMGdZ30
krwzcl65Rj

EbQ1ShJuWVO0qecu55DgT 3sgech2yXttoNdvvih9Rhs3Hww/zM5+LkjyNMzi
XWimGS
AWrSnowEZ2kRILnNMoJjHgL83J0412GILGRoBBAX1gMt8QPXxUZLx1bH
6n22MzIQ
stNEKK4qBgRJ92IRv+e6GsttpmD4otsiCmowZVriyXbKEOGWoeBTGYOt9
xJ6

-----END CERTIFICATE REQUEST-----

Certificate Type Type of certificate to create

Web Server Certificate v } B
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13. Select Allow at the message below.
NOTE: After downloading the file your web browser may need to be refreshed to properly display

things in Jamf Pro.

Do you want to allow downloads on
"kmm.jamfcloud.com”?

You can change which websites can download files in

Websites Preferences.

14. The certificate will download to your Downloads folder. Drag the certificate to your desktop and
double click it to open it.

C=US,CN=HCS-
JamfSig...com.pem

15. Select login from the Keychain dropdown menu then click Add.

[ ] Add Certificates

Do you want to add the certificate(s) from the file
“C=US,CN=HCS-JamfSign, Ezkmitnick@hcsonline.com.pem” to
a keychain?

wlifecerte

Keychain: login &

View Certificates Cancel Add
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TECHNOLOGY GROUP

16. In Keychain Access select your login keychain, you will see the certificate on the right side. Double
click on your certificate to see more settings.
oK Keychain Access M @  Q search

Default Keychains

of" login

All ltems Passwords Secure Notes My Certificates Keys Certificates

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

System Keychains

8 System

@ System Roots Name ~  Kind Date Modified t
| <key> public key - -
i <key> private key - -

j__ Apple Persistent State Encryption application password Jun 7, 2021 at 4:27:44 PM -
/ com.apple.sco...okmarksagent.xpc application password Jun 2, 2021 at 10:03:47 PM -
¥ com.jamfsoftw...fService.privatekey private key - J
. com.jamfsoftw...[fService.publickey public key == =

handoff-own-encryption-ke i

'; HCS-JamfSign private key -- -

17. Expand the Trust tab to view the settings.

[ BN HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

Trust
Details
Subject Name
Country or Region US
Common Name HCS-JamfSign
Email Address kmitnick@hcsonline.com

Issuer Name
Common Name Keith Michael Music LLC JSS Built-in Certificate Authority

Serial Number 2609016175
Version 3
Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Not Valid Before Tuesday, June 8, 2021 at 7:18:11 PM Eastern Daylight Time
Not Valid After Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time



How to Configure Jamf Connect with Microsoft Azure

18. Click the menu, When using this certificate.
[ NN ) HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
This certificate is valid

Trust

When using this certificate: I Use System Defaults I ?

Secure Sockets Layer (SSL) no value specified

19. Select Always Trust. Close the window.

| JON HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

-
(6 erdifieate

Trust

When using this certificate: Always Trust ?

Secure Sockets Layer (SSL) Always Trust

20. Enter your administrative credentials at the message below then click Update Settings.

7~ You are making changes to your Certificate
| Trust Settings.

g Enter your password to allow this.

User Name: keith

Password: || |

Cancel Update Settings
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21. The certificate shows up as trusted. Quit Keychain Access.

[ JON Keychain Access O @  Q search
Default Keychains All ltems Passwords Secure Notes My Certificates Keys Certificates
o login
= HCS-Jamfsign
o' Local ltems “ertfieate | issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
w Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
System Keychains © This certificate is marked as trusted for this account
A System
[i] System Roots Name ~  Kind Date Modified
o <key> public key -
i <key> private key =

/ Apple Persistent State Encryption application password Jun 7, 2021 at 4:27:44 PM
/ com.apple.sco...okmarksagent.xpc application password Jun 2, 2021 at 10:03:47 PM
‘{ com.jamfsoftw...fService.privatekey private key ==

i com.jamfsoftw...IfService.publickey public key -

/_7__ handoff-own-encryption-key Handoff Encryption... Jun 4, 2021 at 8:12:19 PM
F3 HCS-JamfSign certificate -=
{ HCs-JamfSign public key --
i HCS-JamfSign private key --

This completes this section.
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Section 2: Create users and Groups in Microsoft Azure

In this section we will create users and group in Microsoft Azure.
NOTE: Skip to Section 3, if you already have Users and Groups configured in your Azure portal.

1. From a web browser of your choosing, go to https://portal.azure.com and enter a user name with
appropriate privileges to manage the domain

Microsoft Azure

B® Microsoft

Pick an account

to continue to Microsoft Azure

R kmitnick@hcsonline.us

—+— Use another account

2. Enter your password and click Sign in.

Microsoft Azure

BS Microsoft
kmitnick@hcsonline.us

Enter password

[ ] Keep me signed in

Forgot password?

3. Select Azure Active Directory.

Azure services

+ >

Create a Azure Active
resource Directory
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4. From the sidebar, under Manage, select Users.

Microsoft Azure  [GRV:H

Home >

(i | Default Directory

Azure Active Directory

© oOverview
¥ Getting started
Preview features

# Diagnose and solve problems

Manage

& Users

5. Click New User.

Home > Default Directory >

& Users | All users (Preview)

Default Directory - Azure Active Directory

« —+ New user
6. Select Create User.
Home > Default Directory > Users >
New user
Default Directory
O Got feedback?
(®) Create user O Invite user
Create a new user in your organization. Invite a new guest user to
This user will have a user name like collaborate with your organization.
alice@kmitnickhcsonline.onmicrosoft.com. The user will be emailed an
| want to create users in bulk invitation they can accept in order
to begin collaborating.
| want to invite guest users in bulk

Help me decide
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7. In the Identity section, enter your user information. In the Password section, select Let me create
the password and enter a password of your choosing.

Identity
User name * (O l ccohen \/l@[ kmitnickhcsonline.onmicr... Vv ]

The domain name | need isn't shown here
Name * (D l Craig Cohen v l
First name l Craig v l
Last name ‘ Cohen v ‘
Password

(O Auto-generate password
I (®) Let me create the password I

Initial password * © | """"" ‘ v

8. Leave all other sections at their default settings then click the Create button.

Groups and roles

Groups 0 groups selected
Roles User
Settings

Block sign in

Usage location [ %

Job info

Job title [ ]

Department l ]

Company name [ ]

Manager No manager selected

=)
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9. You will see the user you created show up in the list.
+ Newuser + New guest user D Bulk operations O Refresh &J Reset password " Multi-Factor Authentication ]j

@ This page includes previews available for your evaluation. View previews —>

l 2 Search users o Add filters

2 users found

Name T User principal name T, User type Directory synced Identity issuer

D ‘ Keith Mitnick kmitnick_hcsonline.us#... Member No kmitnickhcsonline.onmicr

Iﬂ Craig Cohen ccohen@kmitnickhcson... Member No kmitnickhcsonline.onmicr I

10. In the upper-right corner click the Default Directory link.

Home >|Default Directory >

& Users | All users (Preview)

Default Directory - Azure Active Directory

11. From the sidebar, select Groups.

Home >

Default Directory

Azure Active Directory

© overview
v Getting started
Preview features

A Diagnose and solve problems

Manage

... Users

&5 Groups

12. Click New group.

Home > Default Directory >

Groups | All groups

Default Directory - Azure Active Directory

« -+ New group

20
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13. Enter the following:

A. Group type: Select Security

B. Group name: standard users

C. Group Description: standard user group

D. Click the No owners selected link, then in the Add owners section search for a user and select
that user.

E. Click the No members selected link

RN V=P VPN © Upgrade | © search resources, services, and docs (6+/) & 9 kmitnick@hcsonine.ss @

Home > Default Directory > Groups > Add owners %
New Group
Search O
Group type * @ [0 search
A == [ security V]
Craig Cohen
Group name * © ccohen@kmitnickhcsonline.onmicrosoft.com
B = [ standard users ~]

Keith Mitnick
—0 @ kmitnick@hcsonline.us
Group description © Selected

C s [ standard user group v]

Membership type ©

Assigned v

Owners

D m—® No owners selected

Keith Mitnick
Re
Members . kmitnick@hcsonline.us [ Remove |

E e o members selected

Owners

14. In the Add owners section search for a user and select that user.

= . A 3 kmitnick@hcsonline.us @

Home > Default Directory > Groups >

New Group
"
Group type * O e x
[ security <]
Craig Cohen

Group name * O e Ec?henstkrmtmckhcson\meonm\(vosof{ com

t
[ standard users ] electe

Group description ©

standard user group v
\ 9 \

Membership type ©
Assigned

Owners. Selected items
1 owner selected

e
Members cccohen@kmitnickhcsonline.onmicrosoft.com

No members selected

Create

21
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15. Click the create button.

Home > Default Directory > Groups >

New Group

Group type * ©
[ security

V]
Group name * ©
l standard users \/]
Group description ©
l standard user group v ]

Membership type ©
Assigned

Owners

1 owner selected

Members

1 member selected

16. Select New group.

Home > Default Directory >

Groups | All groups

Default Directory - Azure Active Directory

« ~+ New group

17. Enter the following:

A. Group type: Select Security
B. Group name: HCS Administrators
C. Group Description: HCS Administrators

D. Select the No owners selected link, then in the Add owners section search for a user and select
that user.

E. Select the No members selected link,

Home > Default Directory > Groups >

Add owners X
New Group
Search (O
Group type * O | 2 search
A — [ seaity <]
Craig Cohen
Group name * @ ccohen@kmitnickhcsonline.onmicrosoft.com
B = [Hcs Administrators -] Keith Mitnick
— @ kmitnick@hcsonline.us
Group description ' selected
C = [(Hcs Administrators 7]
Membership type ©
Assigned v
Owners Owners

D m—@ No owners selected

Keith Mitnick
R
Members . kmitnick@hesonline.us emove

E e o members selected

22
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18. In the Add owners section search for a user and select that user.

= Microsoft Azure [ upgradel P Search resources, services, and docs (G+/)

kmitnick@hcsonline.us @

Home > Default Directory > Groups >

DEFAULT DIRECTORY &0

Add members X

New Group
Search (O
Group type * O km x
[ security <]
g Kcith Mitnick

Group name * © wkM/ :n‘ntu‘m:@h(mnhrm us
[ Hes Administrators 7 electe

Group description O
[ s Administrators

Membership type ©
Assigned

Owners

Selected items

1 owner selected

Members .

No members selected

Keith Mitnick
kmitnick@hcsonline.us

20. You will see both groups configured.

NOTE: Jamf Connect can create user accounts on a Mac Computer based on the role assigned
to the user in Azure. IE.. Admin or standard user. You could ignore the role assigned in Azue by

selecting Ignore Roles in your Jamf Connect Login profile.

+ New group | Download groups li] Delete O Refresh == Columns Preview features

€ This page includes previews available for your evaluation. View previews —>

[p Search groups *5 Add filters

liastalel -

Q Got feedback?

D . HCS Administrators eaela8ed-7fce-4f94-af98-d... Security Assigned

D . standard users

da3aclc1-0a20-4ed4-8dd3-... Security Assigned

21. In the upper-right corner click the Default Directory link.

Home { Default Directory >

‘o. Users | All users (Preview)

Default Directory - Azure Active Directory

This completes this section.

23
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Section 3: Create App Registrations in Microsoft Azure

In this section we will create an App Registration for Jamf Connect in Microsoft Azure. This is required
so Jamf Connect can speak with Microsoft Azure via API’s.

1. From the sidebar, select App registrations.

= Microsoft Azure

Home >

o Default Dire

Azure Active Directory

© overview

#  Getting started

Preview features

X Diagnose and solve probl
Manage

Users

ke Be

Groups

1::]
[}

External Identities

Roles and administrators

W oe

Administrative units
£ Enterprise applications

CH Devices

Iii": App registrations I

2. Select New registration.

App registrations =

® spons

24
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3. Enter the following:

A. The user-facing display name: Jamf Connect

B. Redirect URI: Select Public client/native (mobile & desktop)
C. Enter this URI: https://127.0.0.1/jamfconnect

D. Click the Register button.

= Microsoft Azure @ Upgrade I 2 Search resources, services, and docs (G+/)

Home > Default Directory >

Register an application

The user-facing display name for this application (this can be changed later).

A_.[ Jamf Connect

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Default Directory only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

B—'[ Public client/native (mobile ... l | https://127.0.0.1/jamfconnec \/% C

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =7

4. Copy the Application (client) ID and paste it into a sticky note on your desktop.
We will need this ID in a later step.

]EI Delete @ Endpoints Preview features

@ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

A Essentials

Display name : Jamf Connect Client credentials : Add a certificate or secret
IAppIication (client) ID : aledf73¢ I Redirect URIs : 0 web, 0 spa, 1 public client
Object ID : 5b8fed3d-1859-466d-beff-d62c76695008 Application ID URI : Add an Application ID URI

Directory (tenant) ID : 8a7e8fd4-c71b-46df-b0cc-f7d33febea76 Managed application in ... : Jamf Connect

Supported account types : My organization only
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5. From the sidebar, select API permissions.

Home > Default Directory

=z Jamf Connec
L

|/O Search (Cmd+/)

B Overview
&4 Quickstart

- : .
#  Integration assistant

Manage

= Branding

2 Authentication
Certificates & secrets

:” Token configuration

I = API permissions I

6. Select Grant admin consent for Default Directory.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission I +/ Grant admin consent for Default Directory I

API / Permissions name Type Description Admin consent requ... Status
 Microsoft Graph (1)

User.Read Delegated  Sign in and read user profile No e

To view and manage permissions and user consent, try Enterprise applications.

7. Click Yes.

Grant admin consent confirmation.

Do you want to grant consent for the requested
match what is listed below.
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8. in the status column, it will say Granted for Default Directory.

(O Refresh  Got feedback?

@ successfully granted admin consent for the requested permissions.

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in
your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

~F Add a permission /' Grant admin consent for Default Directory
APl / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (1)

User.Read Delegated ~ Sign in and read user profile No @ Granted for Default Dire, «++

To view and manage permissions and user consent, try Enterprise applications.

9. Select Default Directory, then select Authentication.

Home > Default Directory > J

- Jamf Connect

‘ £ Search (Cmd+/)

i Overview

&4 Quickstart

Pl : .
#  Integration assistant

Manage

& Branding

) Authentication

10. In the Advanced settings section, Set Allow public client flows to Yes.

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows: Yes No

11. Click Save. This completes the Microsoft Azure configuration.

Authentication =

] « X Discard O Got feedback?

Add URI
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Section 4: Test Connection to Microsoft Azure Using the Jamf Connect
Configuration App

In this section we will test basic authentication using the Jamf Connect Configuration app with a
Microsoft Azure account using OIDC and ROPG. OIDC will test the users authentication and ROPG
will test the users authorization.

1. Open the Jamf Connect Configuration App located in the Applications folder.

a5

Jamf Connect
Configuration

2. Follow these steps:

A. Click Add (+) on the bottom left and name the configuration Azure Authentication. G
B. Click the Identity Provider tab. e o
C. Identity Provider: Azure Rasatuei
D. OIDC Client ID: Paste in the client ID that you copied in section 3 step 4 of this guide. Okta
E. ROPG Client ID: Paste in the client ID that you copied in section 3 step 4 of this guide.
F. OIDC Redirect URI: https://127.0.0.1/jamfconnect g
G. In the upper-right corner, click the Test button. Select OIDC from the menu. 4 b
[ ] Jamf Connect Configuration ¢ O]
Reset Test
Azure Authentica... ogin (GIPEs: B <
Required B
Identity Provider: Azure [ C
OIDC Client ID: v i & .ot Bme o W — D
ROPG Client ID: 90 i & ot e —_F
Advanced OIDC
Scopes:
Token Caching: Ignore cookies

Client Secret:
Tenant:

0OIDC Redirect URI:  https://127.0.0.1/jamfconnect
Discovery URL:

Choose License... | Jamf Connect operates in trial mode without a license

A—@ o
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3. Enter one of your accounts in Microsoft Azure, then click Next.

B® Microsoft
Sign in

ccohen@kmitnickhcsonIine.onmicrosoft.com\

No account? Create one!

Can't access your account?

4. Enter your account password, then click Sign in.

B® Microsoft
< ccohen@kmitnickhcsonline.onmicrosoft.com

Enter password

ssssssass

Forgot my password

5. If greeted with the message below, select Skip for now (14 days until this is required). Click Next.

B® Microsoft
ccohen@kmitnickhcsonline.onmicrosoft.com

Help us protect your account

Microsoft has enabled Security Defaults to keep your
account secure. Learn more about the benefits of
Security Defaults

I Skip for now (14 days until this is required) I

Use a different account

e
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6. If all went well, you will be greeted with the message below. Close this window to return to the Jamf
Connect Configuration app.

NOTE: We are testing this to confirm we can get authentication tokens from Azure using OIDC.
Doing this now saves us from troubleshooting connection issues later.

E [ ] Preview

Auth Endpoint: https://legin.microsoftenline.com/commen/oauth2/autheorize
Yo u g ot to kens ' Token Endpoint: https://login.micresoftonline.com/common/eauth2/token

User Info Endpoint: https://login.microsoftonline.com/common/openid/userinfo
You have successfully authenticated to your Open ID Connect provider.

Access Token:

PAQABAAAAAAD--DLA3VO7QrddgJg7WevrdHba-fl2uKULnWeEImBiHrvZbHfE

Refresh Token:

0.AX0A1Z-ihvH30awzPfTP-vqdjn35KGRjttnfenKiNLriY ZOABo. AgABAAAAAAL
ID Token:

eyJ0eXADIJKVIQILCIhbGeiOiJSUzINilsing 1dCISImSPbzNaRHJPRFhFSzFq ST

uti: HTp__kI26E6MteGhIGOUAQ

nonce: A400020B-3192-4E0E-872E-A792577BBTAA

rh: 0.AXO0A119-ihvH30awzPITP-vadin35KGRjttnfenKiNLrYZ9ABo.
aud: a1e4{739-8e91-49db-9df7-272ad34badas

upn: ccohen@ kmitnickhcsonline.onmicrosoft.com

exp: 1622425621

oid: 4ead2ble-3911-4218-adb0-5i0cH1654d3

iat: 1622421721

et RaTaRIAA_AT1h AR hRen (T4 ahas TR

Supported Scopes:

openid

7. Click the Test button again and select ROPG from the menu.

[ ] Jamf Connect Configuration ¢

Reset Test

T — Identity Provider Login Connect = </>
07/06/2021

Required

Identity Provider: Azure
OIDC Client ID: = & ot e o e

ROPG Client ID: =+ i & ot e - .

Advanced OIDC

Scopes:
Token Caching: Ignore cookies
Client Secret:
Tenant:
0IDC Redirect URI:  https://127.0.0.1/jamfconnect
Discovery URL:

Choose License... | Jamf Connect operates in trial mode without a license
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8. Enter your Microsoft Azure Account name and password, then click Sign in.

= jamf CONNECT

Username:  ccohen@kmitnickhcsonline.onmicros

Password: | sesccscce

9. If all went well, you're greeted with he message below. Click OK.

NOTE: We are testing this to ensure the resource owner password grant (ROPG), which Jamf
Connect uses for password verification and syncing, is correctly configured. Doing this now saves
us from troubleshooting authentication issues later.

Success
CBQ Your configuration seems to be working.

— 1

10. Close the Jamf Connect window and leave the Jamf Connect Configuration app open.

= jamf CONNECT

Username:  ccohen@kmitnickhcsonline.onmicros

Password: eeeseeeee

This completes this section.
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Section 5: Create a Basic Jamf Connect Login and Connect Configuration Profile

In this section we will create a configuration profile for the Jamf Connect Login window and the Jamf
Connect Menu Bar Item. The Login window configuration profile is used exclusively at the Login
window. The Connect configuration profile is used exclusively as a Menu Bar item and is required to
keep users passwords in sync with Microsoft Azure.

1. Open the Jamf Connect Configuration App located in the Applications folder on your Mac computer.
Select the Login tab, then configure the following:

A. Initial Password: Select then deselect the check box next to Create a separate local password.
This is required so the setting key gets created and set to false.
B. Keychain: Make sure this is enabled.
NOTE: All other settings are optional and will be covered in later sections of this guide.

o Jamf Connect Configuration ¢ =
Reset Test
: Identity Provider Logil onnect i=
Azure Aythentica... i ogin | C = <
07/06/2021
User Creation
Initial Password: Create a separate local password A
Authentication: Always require network authentication
Local Fallback: Allow local authentication if a network ilable.
User Creation: Create all new users as local administrators

Convert existing mobile accounts to local users
Ignore roles
Admin Roles:

Admin Attribute:

User Migration: Connect existing local users to a network account
Hide Users:
FileVault: Enable FileVault for first user

Save FileVault recovery key

Keychain: Create Jamf Connect keychain B
+ - Ov
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2. Select the Connect tab, then configure the following:
A. ROPG Client ID: Make sure it shows up in the field.
B. Automatic Sign-In: Make sure this is enabled.
NOTE: All other settings are optional and will be covered in later sections of this guide.

® © ¢ Jamf Connect Configuration ¢ @

Reset Test

Identity Provider Login Connect </>

e

Azure Authentica...

Authentication

ROPG Client ID: ISt S5 00 Sunh S ol — A
Tenant: 9fcc52c7-ee36-4889-8517-lkjslkjoe23
Discovery URL:  https://example/.well-known/openid-configuration
Client Secret:  Your-Client-Secret

Success Codes:  ADDSTS50012
Sign In

Sign In Logo:  /path/logo.png
Username Label: Uscrname
Password Label: Password

Window Title: Sign in

One-time Password Enter your verification code

MFAExcluded: oush guestion

MFA Rename:  +

Automatic Sign-in B

3. From the File Menu, Select Save.

Edit View Wi

(i
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4. Configure the following:

A. Application: Confirm Jamf Connect Login is selected

B. File Format: Confirm configuration Profile .mobileconfig is selected

C. Organization: Enter your organization name. This guide will use HCS Technology Group
D. Payload Name: Jamf Connect Login

E. Payload Description: Jamf Connect Login

F. Signing Identity: Select the signing certificate the we created in section 1.

G. Click Save.

[ BN J Save

Application

© Jamf Connect Login
Jamf Connect

Jamf Unlock

File Format

B —8 () Configuration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: |HCS Technology Group "|_ C
Payload Name: Jamf Connect Login S [)
Payload Identifier: .+« .« A e WAl e -
Payload Description: Jamf Connect Login E
Signing Identity: HCS-JamfSign-CC o—— F

Cance G

5. At the message below, enter your administrative credentials to sign the configuration profile. Click Allow.
You will see this prompt twice.

Jamf Connect Configuration wants to sign using
key “HCS-JamfSign-CC" in your keychain.

To allow this, enter the “login” keychain password.

Password: | eeesecses| ]

? Always Allow Deny

6. At the message below, enter your administrative credentials to sign the configuration profile. Click Allow.

ﬁ Jamf Connect Configuration wants to access key
L | “HCS-JamfSign-CC" in your keychain.

To allow this, enter the “login” keychain password.

Password: Iooooooooo I

? Always Allow Deny
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7. Enter the following:

A. Save As: Jamf Connect Login
B. Where: Desktop
C. Click Save

Save As: [ Jamf Connect Login| g w A

Tags:

Where: [ Desktop - B

Cancel - C

8. Click OK at the message below.

Success

File has been saved in the
following location:
Users/jappleseed/Desktop/
Jamf%20Connect%20Login.mobileconfi
g

|

IO

9. Configure the following:

A. Application: Confirm Jamf Connect is selected

B. File Format: Confirm configuration Profile .mobileconfig is selected

C. Organization: Enter your organization name. This guide will use HCS Technology Group
D. Payload Name: Jamf Connect

E. Payload Description: Jamf Connect

F. Signing Identity: Select the signing certificate the we created in section 1.

G. Click Save.
[ JON Save
Application

A —e Jamf Connect Login

© Jamf Connect

Jamf Unlock
File Format
B——m-- o @uiieEien Fretil Grebe

Property List .plist

Payload Configuration Profile Data

Organization: HCS Technology Group O —— C
Payload Name: Jamf Connect D
Payload Identifier: ww s s & Las o e B e
Payload Description: IJamf Connect| q__ E
Signing Identity: HCS-JamfSign-CC [ E— F

Cancel _ G
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10. At the message below, enter your administrative credentials to sign the configuration profile. Click
Allow. You will see this prompt twice.

| . key "HCS-JamfSign-CC" in your keychain.

% To allow this, enter the “login” keychain password.

Password: Icoo--ccool I

Always Allow Deny

m Jamf Connect Configuration wants to sign using

-~

11. At the message below, enter your administrative credentials to sign the configuration profile. Click Allow.

m Jamf Connect Configuration wants to access key
| J “HCS-JamfSign-CC" in your keychain.

% To allow this, enter the “login” keychain password.

Password: Icccooccoo I

? Always Allow Deny

12. Enter the following:

A. Save As: Jamf Connect
B. Where: Desktop

C. Click Save
Save As: [ Jamf Connect A
Tags:
Where: [ Desktop B
Cancel C

Success

File has been saved in the
following location:
Users/jappleseed/Desktop/
Jamf%20Connect.mobileconfig
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14. Click Cancel to close this window then quit the Jamf Connect Configurator application.
[ NON J Save
Application

Jamf Connect Login
© Jamf Connect

Jamf Unlock

File Format

© Configuration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: HCS Technology Group
Payload Name: Jamf Connect

Payload Identifier: «« o 0 0 0

Payload Description: |Jamf Connecﬂ I

Signing Identity: HCS-JamfSign-CC e

Cancel Save

15. Confirm both .mobileconfig files are saved to your Desktop.

This completes this section.
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Section 6: Manually Install Jamf Connect Configuration Profiles and
Application

In this section we will manually install the Jamf Connect configuration profiles we created in section
5 of this guide, install the Jamf Connect Application, and install the Jamf Connect Launch Agent
package that is used to auto launch Jamf Connect on startup. The reason we are manually installing
all of these items first is to confirm everything is working. Once confirmed all is working, we will
automate the install of all of these items using the Jamf Pro server.

1. Double Click on the Jamf Connect Login.mobileconfig profile to install it.

CONFIG

2. Open System Preferences located under the Apple menu.

® Finder File Edit View

About This Mac

System Preferences...
App Store...

Recent Items >

3. Select the Profiles pane

Profiles

4. The Jamf Connect profile is waiting to be installed. Click Install.

r

(X < i Profiles [Q searcn )

Downloaded .
Jamf Connect Login

Jamf Connect Login
e‘; 1 setting

User

CA Certificate
1 setting

HCS Technology Group Verified

Ignore Install...

Description Jamf Connect Login
Signed HCS-JamfSign-CC
Received Jul 6, 2021 at 8:32 AM
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5. Click Install.

Are you sure you want to install
device profile “Jamf Connect
Login"?

This profile cannot be removed without
entering an administrator's password.

Install

Show Details

Cancel

6. Enter your administrative credentials then click OK.

h Profiles wants to make changes.
|
=

g Enter your password to allow this.

User Name: Johnny Appleseed

Password: |uuun |

Cancel OK

7. The Jamf Connect Login configuration profile is now installed. Follow steps 1-6 to install the Jamf
Connect profile.

o0 < > i Profiles Q_ search

User .
Jamf Connect Login

CA Certificate HCS Technology Group Verified

1 setting

Device Description Jamf Connect Login
Jamf Connect Login Signed HCS-JamfSign-CC
1 setting Installed Jul 6, 2021 at 8:34 AM

Device (Managed)

39



How to Configure Jamf Connect with Microsoft Azure

8. Once the Jamf Connect configuration profile is installed, you should have both configuration profiles
installed as shown below. You may quit System Preferences if all looks good.

[ ) < i Profiles Q
Device .
Jamf Connect Settings
@ JamflConnect... ami Unverified
o= 1setting

‘iption Jamf Connect Settings
HCS-JamfSign
Jun 10, 2021 at 1:54 PM

@ Jamf Connect...
1 setting

9. Open the JamfConnect-2.4.0.dmg. This was downloaded at the beginning of this guide

JamfConnect-2.4.
0.dmg

10. Double click the JamfConnect.pkg file to start the installation of Jamf Connect.

[ oK ) [£) JamfConnect

A
»
JamfConnect.pkg Resources Jamf Connect Applications
Configuration
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11. Click Continue.

'Y ) & Install Jamf Connect e

Welcome to the Jamf Connect Installer

@ Introduction You will be guided through the steps necessary to install this
software.

12. Click Agree.

CN ) JamfConnect-2.3.3.dmg

If you agree with the terms of SOFTWARE LICENSE AND SERVICES AGREEMENT

this license, press "Agree” to ;

install the software. If youdo | JAMF_SOFTWARE, LLC, (AMF) PROVIGES ACCESS TO ITS SOFTWARE AND SERVICES

g SUBJECT TO THE TERMS AND CONDITIONS SET FORTH IN THIS SOFTWARE LICENSE AND

not agree, press “Disagree". SERVICES AGREEMENT, ALONG WITH ANY SUBSEQUENT AMENDMENTS OR ORDERS, (THE
“AGREEMENT"). PLEASE READ THE TERMS OF THIS AGREEMENT CAREFULLY. AS USED IN
THIS AGREEMENT, “"GUSTOMER" REFERS TO THE PERSON OR ENTITY USING THE SOFTWARE
‘OR RECEIVING THE SERVIGES. BY USING THE SOFTWARE OR THE SERVICES, THE CUSTOMER
AGREES TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, RETURN THE SOFTWARE TO JAMF FOR A REFUND.

The “Effective Date” of this Agreement is the date the Customer accepts this Agreement as.
provided below. As used in this Agreement, Jamf and Gustomer are each a “Party” and are
collectively the “Parties”.

1 Overview. This Agreement is a master agreement under which Gustomer may license or
access Jamf's Software and obtain Services (all as defined herein) requested by Customer
in an applicable Order. This Agreement shall be implemented through one or more Orders
that set forth the Software to be licensed by Customer and other Services purchased

2. Definitions. The following defined terms are used in this Agreement, together with other
terms defined herein.

3

“Affiliate” means any entity which is owned more than 50% by a Party, over which a Party
exercises management control, which is under common control with a Part or which owns
more than 50% of a Party’s voting securities.

Print Save... Disagree

13. Click Install.

[ X & Install Jamf Connect a

Standard Install on “Macintosh HD"

Intraduction This will take 73.1 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

e Installation Type on the disk “Macintosh HD".

Change Install Location...

Customize Go Back
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14. Enter your administrative credentials then click Install Software.

/-\ Installer is trying to install new software.
| |

Enter your password to allow this.

User Name: ladmin

Password: | sesese |

Cancel Install Software

& Install Jamf Connect a
Installing Jamf Connect
@ Introduction
© Destination Select
@ Installation Type
Sli=taliation Registering updated components...
Summary
( onti
15. Click Close.
[ X} & Install Jamf Connect a
The installation was completed successfully.
@ Introduction
© Destination Select
© Installation Type
@ Installation
® Summa H .
Sy The installation was successful.

The software was installed.
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16. Open the Resources folder.

@ [ ] | JamfConnect

Resources Jamf Connect Applications
Configuration

2018-2021 Jamf Software LLC

17. Double click the JamfConnectLaunchAgent.pkg file to install the launch agent. This is used to
open Jamf Connect on startup.

[ ] @ Resources
Jamf Connect JamfConnectLaunchAgent.p Profiles
Administrator's Guide kg

18. Click Continue.
@] & Install a
Welcome to the Installer

You will be guided through the steps necessary to install this

@ |Introduction
software.
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[ Y] & Install (&)

Standard Install on “Macintosh HD"

O e e s This will take 2 KB of space on your computer.

@ Destination Select Click Install to perform a standard installation of this software
e Installation Type on the disk "Macintosh HD".
Installation

Summary

Change Install Location...

20. Enter your administrative credentials then click Install Software.

mJ Installer is trying to install new software.
|

Enter your password to allow this.

User Name: Johnny Appleseed

Password: Iooooooooo I

Cancel Install Software

Go Back | Install |
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21. Click Close.

[ X' N© « Install a

The installation was completed successfully.

Introduction

Destination Select
Installation Type

Installation

e © o o o

Summary

The installation was successful.

The software was installed.

Close
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Section 7: Create an Account on the Mac Computer Using Jamf Connect.

1. Logout of your Mac Computer. If all went well, you will see the Jamf Connect Login Window as
shown below. Login with your Microsoft Azure credentials.

B Microsoft

Sign in

ccoher

No account? Create one!

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies .. .

Jamf Connect Login, Expires: July 5, 2021

) shutdown @ Restart L Local Login G Refresh Powered by Jamf %

2. Enter your password then click Sign In.

B® Microsoft
< ccohen@kmitnickhcsonline.onmicrosoft.com
Enter password

Forgot my password

3. Select Skip for now, then click Next.

B® Microsoft
ccohen@kmitnickhcsonline.onmicrosoft.com

Help us protect your account

Microsoft has enabled Security Defaults to keep
your account secure. Learn more about the
benefits of Security Defaults

Skip for now (14 days until this is required)

Use a different account

e
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4. Enter the same password as your Microsoft Azure account, then click Create Account.

2

Enter a password to use for
your new local account

(XIYT YY)

Jamf Connect Login, Expires: July 5, 2021

5. Click Not Now.

NOTE: Depending on how your Mac was configured, you may have more screens to configure before
you are logged into your Mac Computer. This guide only shows the screen below.

%3 = Tue Jul6 8:46 AM

®

Accessibility

Accessibility features adapt your Mac to your individual needs. You can turn them on now to help you
finish setting up, and further customize them later in System Preferences. See what's available in each
of the categories below.

® ) ®

Vision Hearing Cognitive
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6. At the Jamf Connect message below, select Don’t show this window again, then click Done.

o0 Welcome to Jamf Connect
TRIAL

= jamf CONNECT
Jamf Connect allows you to manage your company network password and keep it in sync with your local
password on your Mac.
To use Jamf Connect, click the following menu bar icon:
u I
Version: 2.4.0 Build 4 Expires: Jul 26, 2021 at 12:00 AM |

Don't show this window again

7. You will notice a Jamf Connect Icon in the Menu Bar, click on it and you will see information about your
account.

Tue Jul 6 8:51 AM

This completes this section.
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Section 8: Configure Jamf Connect to Enable FileVault

Jamf Connect supports enabling FileVault on the following macOS versions:

e macOS Mojave

e macOS Catalina

e macOS Big Sur
NOTE: macOS Mojave and Catalina require a LAPS user to enable FileVault. macOS Big Sur does not
requires a LAPS user and will use a secure token to enable FileVault. if you need more information on the
LAPS user and requirements for macOS Mojave and Catalina, have a look here:

https://docs.jamf.com/jamf-connect/2.4.0/documentation/FileVault_Enablement_with_Jamf_Connect.html?hl=filevault

This guide will focus on macOS Big Sur. macOS Big Sur requires the following to enable FileVault
using Jamf Connect:

e A PPPC Profile to allow Jamf Connect to enable FileVault.

e A mobileconfig profile to escrow the FileVault key back to the Jamf Pro Server.

e A Jamf Connect Login Configuration Profile with FileVault set to enable for the first user.

1. If necessary, Log into your Jamf Pro server.

“A jamf PRO

USERNAME

PASSWORD

All contents © 2002-2021 Jamf.
All rights reserved.

2. Click Computers.
3. Click Configurations Profiles.

jamf

0

Computers Devices

Q Search Inventory

Search Volume Content

Licensed Software

Policies

{é\’}q Configuration Profiles 3
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4. Click New.

+ New M Upload = B8

5. Enter the following in the General section:

A. Name: Escrow FileVault Personal Recovery Key

B. Description: This will escrow the FileVault Recovery Key in the Jamf Pro Server

C. Category: Select a category of your choosing, This guide will use the Security category.
D. Level: Computer Level.

E. Distribution Method: Install Automatically

General

Name Display name of the profile

Escrow FileVault Personal Recovery Key

Description Brief explanation of the content or purpose of the profile

This will escrow the FileVault Recovery Key in the Jamf Pro Server.  ee—

Category Category to add the profile to

Security ] C

Level Level at which to apply the profile

Computer Level ~ D

Distribution Method Method to use for distributing the profile

Install Automatically v E

6. Select the Security and Privacy payload.

Security and Privacy
Not configured

7. Select Configure.

@ Configure Security & Privacy

Use this section to define settings for Security and Privacy.
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8. Select the FileVault tab, then configure the following:

A. Require FileVault 2

B. Create personal recovery key

C. Enable Escrow Personal Recovery Key (macOS 10.13 or later)
D. Escrow Location Description: Jamf Pro Server.

E. Scope the policy to your needs.

F. Click Save.

Security & Privacy

x
General FileVault Firewall Privacy
s Require FileVault 2
—
A If not already enabled, FileVault 2 will be enabled at the next
logout
Use institutional recovery key
Enables access to the FileVault 2-encrypted drive using an institutional recovery keychain
B 7 Create personal recovery key
Create a personal recovery key. To store the individual recovery key in Jamf Pro for computers with macGS 1013 or later, you must also enable the "Enable Escrow Personal Recovery
Key" setting on this payload. To store the individual recovery key in Jamf Pro for computers with macOS 10.9-10.12, you must also configure the FileVault Recovery Key Redirection
payload.
Require user to unlock FileVault 2 after hibernation
The user will be required to unlack FileVault 2 when the computer awakes from hibernation
Wy Enable Escrow Personal Recovery Key (macOS 1043 or later)
— )
C When enabled, the device will encrypt the personal recovery key with the provided certificate and report it to Jamf Pro. The encrypted key can be downloaded from the computer's Inventory
tab,
Escrow Location Description Short description of where the personal recovery key will be escrowed. This message will be presented 1o the user when enabling FileVault
D | Jamf Pro Server ’

“Record Number" Message Optional message to display next to "Record Number” on the recovery key screen

I !

0/40 characters used

Personal Recovery Key Encryption Method Method to use for encrypting the personal recovery key

Automatically encrypt and decrypt recovery key v

Cancel

9. Go to the Aoplications folder and open the Jamf Connect Configuration App.

Jamf Connect
Configuration

10. Select the existing Azure Authentication profile. Select the Login tab and enable the
FileVault checkbox.

Jamf Connect Configuration

Identity Provide

Connect =

User Creation

Initial Password: Create a separate local password

Authentication:  Always require network authentication

Local Fallback: Allow local ication if a network

User Creation:  Create all new users as local administrators
Convert existing mobile accounts to local users
Ignore roles
Admin Roles:
Admin Attribute:
User Migration: Connect existing local users to a network account
Hide Users:

I FileVault: Enable FileVault for first user I

Save FileVault recovery key
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11. Select the File menu and choose Save.

Iau Edit View Windt

New #N
Open... 80
Open Recent >

Page Setup...  {+3P
Print: #EP

12. Enter the following:

A. Applications: Jamf Connect Login

B. File Format: Configuration Profile

C. Organization: HCS Techonology Group

D. Payload Name: Jamf Connect Login

E. Payload Description: Jamf Connect Login

F. Signing Identity: Select the signing certificate the we created in section 1.

G. Click Save.
[ NON ] Save
Application

© Jamf Connect Login
‘~ ———
Jamf Connect

Jamf Unlock

File Format

© Configuration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: HCS Technology Group — C
Payload Name: Jamf Connect Login e D)
Payload Identifier: AR B 4R SRR B
Payload Description: | Jamf Connect Login] | o E
Signing Identity: HCS-JamfSign-CC o— F

Cancel — G

13. At the message below, enter your administrative credentials to sign the configuration profile. Click
Allow. You will see this prompt twice.

Jamf Connect Configuration wants to sign using
key "privateKey" in your keychain.

To allow this, enter the “login” keychain password.

Password: I I

? Always Allow Deny I Allow I
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14. At the message below, enter your administrative credentials to sign the configuration profile. Click Allow.

Jamf Connect Configuration wants to access key
“privateKey” in your keychain.

To allow this, enter the "login” keychain password.

Password: I I

Always Allow Deny I Allow I

15. Enter the following:

A. Save As: Jamf Connect Login
B. Where: Desktop

C. Click Save
Save As:| Jamf Connect Login| - A
Tags:
Where: Desktop .-a B

cancel | I | c

16. At the message below select Replace.

“Jamf Connect Login.mobileconfig” already
exists. Do you want to replace it?

Y
% A file or folder with the same name already exists on

the Desktop. Replacing it will overwrite its current

contents.
Cancl

17. At the message below select OK.

Success

@ File has been saved in the following location:

Users/work/Desktop/
Jamf%20Connect%20Login.mobileconfig

18. Select the Jamf Connect Configuration menu then select Quit Jamf Connect Configuration.
Jamf Connect Configuration B3R
About Jamf Connect Configuration
Services >

Hide Jamf Connect Configuration  3H
Hide Others 3EH
Show All

Quit Jamf Connect Configuration  3Q
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19. The updated Jamf Connect Login configuration profile should be on your desktop along with the
Jamf Connect profile that we created in section 5 of this guide.

CONFIG CONFIG

20. Click on the Apple icon in the upper left corner then select System Preferences.

@ Finder File Edit View

‘About This Mac

System Preferences...
App Store...

Recent Items >

21. Select the Profiles pane

i
i

K

Profiles

22. Click Remove (—) to delete the Jamf Connect Login configuration profile.

[ X < > i Profiles

Device

. Jamf
m JamflConnect Login HCS V
4 1setting

g Jamf Connect Settings
1 setting

Device (Managed)

Jamf Connect Notific...
1 setting

Jamf Connect PPPC

1 setting
DET/

g Jamf Notifications
1 setting con

Jamf PPPC
e 1 setting
MDM Profile

oI
3 settings

Privacy Preferences...

£y 5 —
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283. Click Remove at the message below.

Are you sure you want to remove
the locked profile “Jamf Connect
Login"?

Removing this configuration profile will

change settings on your computer and
may require administrator approval.

Cancel Remove

24. Enter your administrative credentials then click OK.

|

% Enter your password to allow this.

User Name: I |

m Profiles wants to make changes.
|
=

Password:

Cancel

25. Double click the Jamf Connect Login.mobileconfig file to install it.
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26. Click Install.

[ XC) < it Profiles Q search
Downloaded

- Jamf Connect Login lgnore
P\ ;Jamtft.Connect Login HCS Verified
setting

Device (Managed) Description Jamf Connect Login

27. Click Install.

Are you sure you want to install
device profile “Jamf Connect
Login"?

This profile cannot be removed without
entering an administrator’s password.

Install

Show Details

Cancel

28. Quit System preferences.
[e]e < > u# Profiles

Device
Jamf (

Jamf Connect Login Jamf Ve

1 setting

Jamf Connect Settings

1 setting

Device (Managed)

This completes this section.
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Section 9: Enable FileVault with Jamf Connect
1. Enter your Microsoft Azure Credentials. Click Next.

B Microsoft

Sign in

ccoher

No account? Create one!

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies - -

Jamf Connect Login, Expires: July 5, 2021

O shutdown @ Restart L Local Login G Refresh Powered by Jamf 28

2. Enter your password then click Sign In.

B® Microsoft
< ccohen@kmitnickhcsonline.onmicrosoft.com
Enter password

Forgot my password

3. Select Skip for now, then click Next.

B® Microsoft
ccohen@kmitnickhcsonline.onmicrosoft.com

Help us protect your account

Microsoft has enabled Security Defaults to keep
your account secure. Learn more about the
benefits of Security Defaults

Skip for now (14 days until this is required)

N

Use a different account
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4. Enter your Microsoft Azure password. Click Log In.

Verify Password

Cancel

5. Click the Apple Icon, then select System Preferences.

® Finder File Edit View

About This Mac

System Preferences... I
App Store...

Recent Items >

6. Click the Security & Privacy pane.

°

Security
& Privacy

7. Click FileVault. The FileVault encryption process has started.

® < 3 Security & Privacy
General Firewall  Privacy

§ FileVault secures the data on your disk by

\ encrypting its contents automatically.
WARNING: You will need your login password or a recovery key to access your data. A
recovery key is automatically generated as part of this setup. If you forget both your

passwerd and recovery key, the data will be lost.

FileVault is turned on for the disk “Macintosh HD".

Encrypting...
About 10 seconds remaining
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8. Once the FileVault encryption process is complete, quit System Preferences.
() < i Security & Privacy Q

General FileVault = Firewall  Privacy

& FileVault secures the data on your disk by
A encrypting its contents automatically.
| WARNING: You will need your login password or a recovery key to access your data. A

recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned on for the disk “Macintosh HD".

Some users are not able to unlock the disk.

&5 Click the lock to make changes. ?

9. Let’s check to make sure the FileVault Individual recovery key was escrowed on the Jamf Pro server. If
necessary, log into your Jamf Pro server.

“Ajamf PRO

USERNAME

PASSWORD

All contents © 2002-2021 Jamf.
All rights reserved.

10. Click Computers.
11. Click Configurations Profiles.

jamf

0

Computers Devices

10

Q Search Inventory 11

Search Volume Content
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12. Enter the name of the computer that you just enabled FileVault on then click Search.

Q_ Keith's Macbook Pro] S Computers v “

13. Open the computer record. In the Inventory section, Select Disk Encryption.

Inventory Management

6 General
Keith's Macbook Pro

Hardware

i MacBook Pro (13-inch, 2020, Four 1
ports)

E] Operating System
Mac OS X 10157

User and Location
kmitnick

a) i
in Security

Purchasing

Storage
1Drive

@ Extension Attributes

Disk Encryption
Encrypted

©

14. Next to Personal Recovery Key, click Show Key.

Disk Encryption
Name: Macintosh HD (Boot Partition)
Last Inventory Update: Less than a minute ago
FileVault 2 Partition Encryption State: Encrypted

Personal Recovery Key Validation: Valid

Personal Recovery Key: Show Key

Device Recovery Key: Show Key

Institutional Recovery Key Status: Not Present

Disk Encryption Configuration:
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15. Confirm your individual FileVault key was successfully escrowed to the Jamf Pro server.

Disk Encryption

Name: Macintosh HD (Boot Partition)
Last Inventory Update: Less than a minute ago
FileVault 2 Partition Encryption State: Encrypted

Personal Recovery Key Validation: Valid

Personal Recovery Key: DEMZ

Device Recovery Key:  Show Key

Institutional Recovery Key Status: Not Present

Disk Encryption Configuration:

This completes this section.

61



How to Configure Jamf Connect with Microsoft Azure

Section 10: Create a package folder structure for Branding, Login Window,

and Menu bar scripts.
In this section we will create a folder structure for branding images, Login Window scripts, and Menu bar
scripts. Once the structure is created, we will add our branding images, Login Window scripts, and Menu
bar scripts to the corresponding folders and use Composer to set permissions and create a package to
deploy to all computers.
To follow along with this section you will need your branding images, Login Window scripts, and Menu
bar scripts readily available. This guide assumes those items are located on your Desktop. You may
download HCS' branding images at:
https://hcsonline.com/images/banners/branding.zip
The recommended size for branding icons:

e Menu bar icons: 16x16 pixels

e Login logo: 250 x 250 pixels

e Sign in Logo 512x512 pixels

NOTE: This guide will use Composer for packaging. You can get Composer from your Jamf Nation
account. If you want to use other packaging software, feel free.

1. In the Finder, click the Go menu then select Go To Folder.

Go Window Help

Go to Folder...

2. Enter the following path:

/usr/local/
Click Go.
Go to Folder
Go to the folder:
(fustflocal/
Cancel
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File Edit View Go Window

| New Folder 08BN

4. Enter your administrative credentials the click OK.

q Finder wants to create a new empty folder.
| |
E |

Enter an administrator’s name and password to allow this.

User Name: || |

Password:

Cancel

5. Name the folder jamfconnect then open the jamfconnect folder.

< > local

Name

> 57 bin
> jamf
> M jamfconnect

> B b

6. Follow steps 3 and 4 to create the following two folders inside the jamfconnect folder:
® images
e scripts

{ > jamfconnect

Name

> 07 images
> B0 scripts
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7. Drag your branding images from the Desktop to the Images folder. You may download HCS' branding
images at:

https://hcsonline.com/images/banners/branding.zip
NOTE: If you have Login window scripts or Menu bar scripts, drag them into the scripts folder now.

< jamfconnect

Name

v [ images
M HCSBackgroundimage.png
& HcSLoginWindowLogo.png
HCSMenultemLightMode.png
v [ scripts
~ loginWindow.sh
~ menuBar.sh

8. Perform a Spotlight search for Composer.

NOTE: This guide uses Composer for packaging. You can get Composer from your Jamf Nation
account. If you want to use other packaging software, feel free.

Q composer

9. Drag the jamfconnect folder to the SOURCES section of Composer.

® © ® Composer10.30.3 3 7 & Q Ssearch
New 2
T —
=liamfconnect J i =
PACKAGES

xec e Ml
al > = lib
8 >

re
ndalone

R6
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10. Perform the following steps:

A. Expand the folders /usr/local/ to show jamfconnect

B. Select the jamfconnect folder.

C. Change the Owner to: root

D. Change the Group to: wheel

E. Confirm the permissions are set to 755 as shown in the screen shot below.

F. Click the ellipse icon and select Apply Permissions to jamfconnect and All Enclosed items.

e

® © ® Composer 10.30.3 Q search
New Build as DMG  Build as PKG Search
SOURCES v @ usr A
> @ jamfconnect 2 local
v @8 jamfconnect — B
PACKAGES > [images
> [ scripts

IS root (0) a
m NI wheel (0) a

Everyone:
jamfconnect

| Apply Permissions to jamfconnect and All Enclosed Items

Apply Owner and Group to jamfconnect and All Enclosed Items

Apply Owner to jamfconnect and All Enclosed Items

Apply Group to jamfconnect and All Enclosed Items

Apply Mode to jamfconnect and All Enclosed Items

11.Click the Composer menu then select Preferences.

Composer File

About Composer

Preferences...
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12. Select Packaging, then check the Sign with checkbox and select your signing certificate. Click Save.

NOTE: We need to sign this package if we want to use it in a Prestage enrollment.

® © ® Composer Preferences - ‘Q

Packaging | Exclusion List Advanced

Build flat PKGs
Lu Sign with: = HCS-JamfSign-CC I

—
Remove .DS_Store files in common locations

Scan images when building DMGs
Play sounds

Reveal in Finder when done
Executable Types in PKGs: Automatically detect executable types

DMG Target Filesystem: = APFS

Cancel [ sae ]

13. Rename the package to jamfconnect-settings, then select Build as PKG.

_ . » Y
® ©® ® Composer 10.30.3 L ﬂ‘ ’ Q Search
New Build as DMG _ [Build as PKG Search
SOURCES v BRusr
S
v [ jamfconnect
PACKAGES > Bimages
> [ scripts

[cor0 <]

14. Select Desktop, then click Save

7 Desktop Q Se

e
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15. Enter your administrative password to sign the package then click Allow. You will see this message
twice.

/\) productsign wants to sign using key “HCS-
i JamfSign” in your keychain.

To allow this, enter the “login” keychain password.

Password: I I

? Always Allow Deny

16. Enter your administrative password to sign the package then click Allow.

JamfSign” in your keychain.

f\\ productsign wants to sign using key “HCS-
L 1
3
] To allow this, enter the “login” keychain password.

Password: I I

? Always Allow Deny

17. Confirm the package was created on our Desktop.

jamfconnect-
settings.pkg

This completes this section.
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Section 11: Add Branding and Scripts to the Jamf Connect Configuration
Profiles

This section requires your Mac Computer to be enrolled into Jamf Pro. If your Mac Computer is not
enrolled in Jamf Pro, some steps in this guide will not work,

NOTE: Jamf Connect version 2.4 was released when this section was written. Some screen shots will
include the new Jamf Unlock radio button when saving a configuration profile.

In this section we will add the paths to the images and scripts we created in section 10 of this guide and
confirm the branding and scripts work.

1. Open the Jamf Connect Configuration app

a5

Jamf Connect
Configuration

2. Select the Azure Authentication configuration then configure the following:

A. Select the Login tab.

B. Go to the Appearance section.

C. Login Window message: this guide will use “Welcome to HCS Technology Group”

D. Background: Add the path to your background image. This guide will use:
/usr/local/jamfconnect/images/HCSBackgroundimage.png

E. Login Logo: Add the path to your login image. This guide will use:
/usr/local/jamfconnect/images/HCSLoginWindowlLogo.png

F. Scroll down to the Script section.

NOTE: The Background and Login Logo images will display custom branded background image
and a custom logo at the login window.

o Jamf Connect Configuration ¢ O
Reset Test
. Identity Provider Login Connect = </>
06/15/2021 A
Appearance
Internet: Allow network selection

Login Window Message: Welcome to HCS Technology Group O— C
Background: /fusr/local/jamfconnect/images/HCSBackgroundimage.png O— D
Login Logo: /usr/local/jamfconnect/images/HCSLoginWindowLogo.png O— E

Local Auth Button:
Hide restart

Hide shutdown
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3. Script Path: Add the path to your login window script. This guide will use:
/usr/local/jamfconnect/scripts/loginWindow.sh

NOTE: The loginWindow.sh script will run when the user logs in. This sample script will open Safari and
go to the HCS webpage on login.

® Jamf Connect Configuration
T OO Identity Provider Login Connect
06/15/2021
Help
Help URL:
Local Help File:
Help Logo:
Script

Script Arguments:

Script Path:  fusr/localfjamfconnect/scripts/loginWindow.sh

4. Select the Connect tab then configure the following

A. Go to the Sign In section.
B. Sign in Logo: Add the path to your icon. This guide will use:
/usr/local/jamfconnect/images/HCSLoginWindowlLogo.png
C. Username Label: Email Address ( this will change Username to Email Address at the Jamf Connect
Login Window)
D. Window Title: this guide will use “HCS Technology Group”
E. Flll out the following in the Custom Branding section.
e | ight Mode Icon: Add the path to your icon. This guide will use:
/usr/local/jamfconnect/images/HCSMenultemLightMode.png.
e Dark Mode Icon: Add the path to your icon. This guide will use:
/usr/local/jamfconnect/images/HCSMenultemLightMode.png
NOTE: The Light and Dark mode images will be displayed in the menubar. It's a customized Jamf
connect menu bar logo.

[ ] Jamf Connect Configuration ¢ o]
Reset Test
AzZure Authenticail Identity Provider Login Connect = </>
06/15/2021 Sign In

Sign In Logo: [usr/localfjamfconnectfimages/HCSLoginWindowLogo.png C—r B
Username Label: Email Address L ] C

Password Label:
Window Title: HCS Technology Group Gm—— D

One-time Password

Message:

MFAExcluded:

MFA Rename:  +
Automatic Sign-in
Automatically Push Last MFA Method
Require Sign-in
Custom Branding
Light Mode Icon:  Jusr/localfjamfconnect/images/HCSMenultemLightMode.png
—
Dark Mode Icon:  Jusr/localfjamfconnectfimages/HCSMenultemLightMode.png E
L ShowWelcome Window
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5. On Auth Failure: Enter the path to your script. This guide will use:
/usr/local/jamfconnect/scripts/menuBar.sh

NOTE: The menuBar.sh script will present a Jamf Helper message to the user if there was a failure to
authenticate to Azure.

[ ] Jamf Connect Configuration

Azure Authentica... Identity Provider Login Connect

06/15/2021 Scripting

On Auth Failure: Jusr/localfjamfconnect/scripts/menuBar.sh

g

6. Click the File menu then select Save.

File | Edit View Wi

New #N
Open... 80
Open Recent >
Close BW

Foe e Aan

7. Configure the following:
A. Application: Select Jamf Connect Login
B. File Format: Select Configuration Profile
C. Organization: This guide will use HCS
D. Payload Name: Jamf Connect Login
E. Payload Description: Jamf Connect Login
F. Signing Identity: Select your signing certificate
G. Click Save.
NOTE: Notice the Jamf Unlock radio button in the Application section, this was added in Jamf Connect
Configuration 2.4.

[ NN Save
Application

A ——e © Jamf Connect Login
Jamf Connect

Jamf Unlock

File Format

B — ) Configuration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: HCS G — C
Payload Name: Jamf Connect Login O [)
Payload Identifier: 3A773094-BA58-42DE-QEA8-F459C7119B3B

Payload Description: |Jamf Connect Login "|_ E

Signing Identity: HCS-JamfSign s S— F

Cancel -_m G

70



How to Configure Jamf Connect with Microsoft Azure

8. Enter your administrative password. Click Allow. You will see this prompt twice.

q Jamf Connect Configuration wants to sign using
| | key "HCS-JamfSign"” in your keychain.

To allow this, enter the “login” keychain password.

Password: || I

? Always Allow Deny

9. Enter your administrative password. Click Allow.

q Jamf Connect Configuration wants to access key
|| | “HCS-JamfSign” in your keychain.

To allow this, enter the “login” keychain password.

Password: I I

? Always Allow Deny

10. Enter the following:

A. Save As: Jamf Connect Login
B. Where: Desktop

C. Click Save
Save As:| Jamf Connect Login| - A
Tags:
Where: Desktop .a B

concel | | c

11. Select Replace and the message below.

b

B

“Jamf Connect
Login.mobileconfig” already
exists. Do you want to replace it?

A file or folder with the same name
already exists on the Desktop. Replacing
it will overwrite its current contents.

Replace
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Success

File has been saved in the
following location:
Users/keith/Desktop/
Jamf%20Connect%20Login.mobileconfi
[¢]

13. Configure the following:

A. Application: Select Jamf Connect

B. File Format: Select Configuration Profile

C. Organization: This guide will use HCS

D. Payload Name: Jamf Connect

E. Payload Description: Jamf Connect

F. Signing Identity: Select your signing certificate

G. Click Save.
® @ Save
Application

Jamf Connect Login

——
A © Jamf Connect

Jamf Unlock

File Format

B = © Configuration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: HCS S — C

Payload Name: Jamf Connect

Payload Identifier: 3A773094-BA58-42DE-9EA8-F459C7119B3B

Payload Description: | Jamf Connect ’-|_ E
Signing Identity: HCS-JamfSign F

Cancel -w G
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14. Enter your administrative password. Click Allow. You will see this prompt twice.

q Jamf Connect Configuration wants to sign using
| | key "HCS-JamfSign"” in your keychain.

To allow this, enter the “login” keychain password.

Password: || I

? Always Allow Deny

15. Enter your administrative password. Click Allow.

q Jamf Connect Configuration wants to access key
|| | “HCS-JamfSign” in your keychain.

To allow this, enter the “login” keychain password.

Password: I I

? Always Allow Deny

10. Enter the following:

A. Save As: Jamf Connect
B. Where: Desktop

C. Click Save
save As: | Jamf Connec > A
Tags:
Where: ) Desktop o= B

concel [ EETED | c

17. Select Replace and the message below.

“"Jamf Connect.mobileconfig”
already exists. Do you want to
replace it?

A file or folder with the same name
already exists on the Desktop. Replacing
it will overwrite its current contents.

73



How to Configure Jamf Connect with Microsoft Azure

18. Select OK at the message below.

Ep

Success
File has been saved in the
following location:

Usersfkeith/Desktop/
Jamf%20Connect.mobileconfig

19. Go to the Jamf Connect Configuration menu and select Quit Jamf Connect Configuration.

Jamf Connect Configuration File

About Jamf Connect Configuration
Services

Hide Jamf Connect Configuration
Hide Others
Show All

IQuit Jamf Connect Configuration I

20. You should have two configuration profiles on your Desktop.

CONFIG

Jamf Connect Jamt
Login.mobileconfig Connectiileconfig
I.@mmmm ilecontig

21. Click on the Apple icon in the upper left corner then select System Preferences.

® Finder File Edit View

About This Mac

System Preferences...
App Store...

Recent Items >

22. Select the Profiles pane

oA
- L

R

Profiles
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283. Click Remove ( —) to delete the Jamf Connect Login configuration profile.

[ X3 < > i Profiles

Device
. Jamf
Jamf Connect Login HCS v

1 setting

Jamf Connect Settings
1 setting

Device (Managed)

Jamf Connect Notific...
1 setting

Jamf Connect PPPC

1 setting
DET/

Jamf Notifications

1 setting con

Jamf PPPC
1 setting

MDM Profile

3 settings ol

Privacy Preferences...

]

24. Click Remove at the message below.

Are you sure you want to remove
the locked profile “Jamf Connect
Login"?

Removing this configuration profile will
change settings on your computer and
may require administrator approval.

Cancel Remove

25. Enter your administrative credentials then click OK.

% Enter your password to allow this.

User Name: I I

Cancel |m

m Profiles wants to make changes.
1
=

Password:
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26. Follow steps 23 -25 to remove the Jamf Connect Settings configuration profile.

[ XC) < > ii Profiles

Device
Jamf

Jamf Vv

Jamf Connect Settings

1 setting

Device (Managed)

Jamf Connect Notific...
1 setting

Jamf Connect PPPC
1 setting

Jamf Notifications
g 1 setting
DETA
g Jamf PPPC

1 setting com

MDM Profile
3 settings

Privacy Preferences...
1 setting

Iy
|

27. Double-click the Jamf Connect Login.mobileconfig file to install it.

CONFIG CONFIG

28. Click Install.
[ X < > i Profiles
Downloaded .
. Jamf Connect Login
m Jamf.Connect Login HCS Verified
A\ 1 setting
Device (Managed) Description Jamf Connect Login

Q Search

fanore
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29. Click Install.

Are you sure you want to install
device profile “Jamf Connect
Login"?

This profile cannot be removed without
entering an administrator’s password.

Install

Show Details

Cancel

30. Follow steps 27 - 29 to install the Jamf Connect Settings configuration profile. Once both
configuration profiles are installed, quit System preferences.

@ < > i Profiles

Device
Jamf (

Jamf.Connect Login Jamf Ve
1 setting

Jamf Connect Settings
1 setting

31. Click on the Apple icon in the upper left corner then select Logout.

@ TextEdit File
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32. Notice the Login Window background is now blue. This is using our custom background image.
Select the Local Login button.

B2 Microsoft

Sign in
[Email, phone, or Skype
No account? Create one!

Can't access your account?

@\ sign-in options

Termsof use  Privacy &cookies .-

Jamf Connect Login, Expires: July 26, 2021

@ shutdown @ Restart L Local Login G Refresh

33. Notice we now have a custom login window logo. Enter your local user credentials then select Log In.

Username
|

Password

Cancel

Jamf Connect Login, Expires: July 26, 2021

(9 shutdown &) Restart
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34. Upon login you will notice Safari will open and go to https://www.hcsonline.com. Our
loginWindow.sh script was programmed to do this on login.

eoe M < 0 B & hesonline.com (] ® M +

@ support

35. In the menu bar, notice the customized Jamf Connect icon.

36. In the Jamf Connect window, enter in a email address and password then click Sign In. We are
doing this to confirm our menuBar.sh script runs on authentication failure.
NOTE: The Email Address was a custom setting. It used to say “User name”. Also notice the
customized logo.

o0 HCS Technology Group

=

TECHNOLOGY BROUP,

Email Address |ccohen@kmitnickhcsonline.onmicrosoft.com |

o

Password:
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37. You will see the error message below. DO NOT click OK. The menuBar.sh script is programmed to
show a failure message in the next step.

HCS Technology Group

£

Error from request to URL:
Email Add _ httpsef] oft.c
login.microsoftonline.com/ F
common/oauth2/token, ERROR:
Unknown error. Message: F
AADSTS50126: Error validating
credentials due to invalid
username or password.
Trace ID: 463212a4-99ed-41ae-
befb-47e38b147b00
Correlation ID:
a5a3f157-483a-4a8f-
b3df-2d1b15f6741b
Timestamp: 2021-06-17
14:02:27Z., STATUS:
OptlonaI(AOO)

Passy

OK

38. This is our menuBar.sh script letting us know there was an authentication failure. Click OK and
it will close both alert messages. All of our branding and scripts are working. This completes the
section.

NOTE: This alert is running the menuBar.sh script. That script will run on authentication failure. The
script uses Jamf Helper which is why your Mac computer needs to be enrolled into Jamf Pro.

HCS Technology Group

Jamf Connect Alert

Jamf Connect Authentication failed
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Section 12: Deploy Jamf Connect from Jamf Pro

JAMF Pro version 10.30 introduced a new way to deploy Jamf Connect directly from JAMF Pro. You no
longer need to add Jamf Connect to a prestage in JAMF Pro to deploy it. If you require the Jamf Connect
Launch Agent, that still needs to be deployed from a prestage or via a policy in JAMF Pro

This section requires the following:
A. JAMF Pro server version 10.30 or later.
B. Jamf Connect License mobile configuration profile.
C. Jamf Connect Login and Jamf Connect settings mobile configuration profiles.
D. Jamf Connect Launch Agent which is located in the Resources folder of the
Jamf Connect 2.4 installer DMG.
E. A prestage enrollment configured on your JAMF Pro server that skips account creation at setup.

1. Open the Jamf Connect 2.4 DMG file.

JamfConnect-2.4.
0.dmg

2. Open the Resources folder.

XK ) £} JamfConnect

A
»
JamfConnect.pkg Resources Jamf Connect Applications
Configuration

2018-2021 Jamf Software LLC

3. Drag the JamfConnectLaunchAgent.pkg to the Desktop.

[ ] @ Resources
Jamf Connect JamfConnectLaunchAgent.p Profiles
Administrator's Guide kg
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4. You should have the following files on your Desktop
e Jamf Connect License.mobileconfig
e Jamf Connect Settings.mobileconfig
e Jamf Connect Login.mobileconfig
e JamfConnectLaunchAgent.pkg

-

Jamf Connect Jamf Connect Jamf Connect

q - 2 . _ Y " $ 2 JamfConnectLaun
License...ileconfig Settings...ileconfig Login.mobileconfig

chAgent.pkg

5. If necessary, Log into your Jamf Pro server.

% jamf PRO

USERNAME

PASSWORD

All contents © 2002-2021 Jamf.
All rights reserved.

6. Click on Computers, then click Configuration Profiles.

jamf

0

Computers Devices

O\ Search Inventory
Search Volume Content

Licensed Software

Policies

{‘:’}Q Configuration Profiles

Restricted Software
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TECHNOLOGY GROUP

7. Click Upload.

+ New M Upload i= oo

8. Click Choose File.

Upload OS X Configuration Profile

Choose File No File Chosen

Cancel

9. Select your Jamf Connect License Key.mobileconfig file, then click Open.

< m~ = [ Desktop Q

B Jamf Connect License Key.mobileconfig
@ Jam

onnect Login.mobilecontig
@ Jamf Connect Settings.mobileconfig
‘e JamfConnectLaunchAgent.pkg

CONFIG

Jamf Connect License
Key.mobileconfig
Configuration Profile - 7 KB

Information Show More

Created Today, 9:15 PM

Options Cancel
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10. Click Upload.

Upload OS X Configuration Profile

Choose File Jamf Connect License Key.mobileconfig

Cancel Upload |

11. Select a category then click Scope.

< New macOS Configuration Profile @

&,

i, General SIGNED PROFILE

S L Remove Signature
This profile is read-only because it is signed.

Application & Custom

 Seftings v General
Payloads configured: 2
Name
Jamf Connect License Key
Description

Category _Category to add the profile to
| Security - |

® @
Cancel Save
12. Scope to your needs. This guide will scope to All Computers. Click Save.
< New macOS Configuration Profile @
Options Scope
Targets Limitations Exclusions
Target Computers Target Users
Inal 18 ign the profile t Users to distribute the profile to
[ All Computers v Specific Users .
Selected Deployment Targets + Add
TARGET TYPE
No Targets
® &
Cancel Save
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+ New M Upload = oo

14. Click Computer Management then click Packages.

{:\(2} All Settings Computer Management
-
I]l][] System Settings
ackages Scripts

@ Global Management
Dg Jamf Applications @

Patch
Management

é%{?l) Self Service

:f& Server Infrastructure

@ Network Organization

Computer Management -

. =

Inventory Inventory
Q ‘Computer Management Collection Display

15. Click New.

Settings : Computer Management

< Packages

+ New
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16. Select a Category.
17. Click Choose File.

< New Package

General Options Limitations

Display Name Display name for the package

Category Category to add the package to

16 =—o [Security v

Filename Filename of the package on the distribution pc

17 e Choose File

18. Select JamfConnectLaunchAgent.pkg, then select Open.

mv &&=~ Desktop 5] Q se

@ Jamf Connect License Key.mobileconfig
& Jamf Connect Login.mobileconfig

@ Jamf Connect Settings.mobileconfig
#® JamfConnectLaunchAgent.pkg

JamfConnectLaunchAgent.pkg
Installer package - 16 KB

Information Show More
Created Monday, March 1, 2021 at 6:33 PM

Options Cancel -

19. Click Save.

Settings : Computer Management > Packages

< New Package

General Options Limitations

Display Name Display name for the package

JamfConnectLaunchAgent.pkg

Category Category to add the package to

Security v

Filename _Filename of the package on the distribution point (e.g. "MyPackage.pkg")
Choose File ) JamfConnectLaunchAgent.pkg

Manifest File
Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

|

® E

Cancel Save
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20. The upload has completed. Click Back (¢).

ameonnectLaunchAgent.pkg

Availability pending Refresh

General Options Limitations

Security

O uf “

History Delete Edit

21. Click Computers then click PreStage Enrollments.
NOTE: This guide assumes you already have a pre stage enrollment configured to skip account
creation during setup assistant and a test Mac Computer scoped to the prestage.

jamf

0

Computers Devices

PreStage Imaging
Mac App Store Apps
Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

PreStage Enrollments
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22.Open your prestage enroliment.

Computers

PreStage Enroliments

NAME

KDEP-Prestage

23. Click Enrollment Packages then click Edit.
< KDEP-Prestage

Options Scope

tcl Configuration Profiles
@ 0 Profiles

User and Location

e Configure Enrollment

@  Purchasing Packages

Use this section to add an enrollment package to the
PreStage enroliment. Compatible packages must be built

/) Attachments
< 0 Atachments as flat, distribution style .pkg files and be signed by a
certificate that is trusted by managed computers.
Certificates

Enroliment Packages

=
& 0 Packages

D m uj

History Clone Delete

N

24. Click Configure.

& Configure Enroliment
Packages

Use this section to add an enroliment package to the
PreStage enrollment. Compatible packages must be built
as flat, distribution style .pkg files and be signed by a

certificate that is trusted by managed computers.

Configure

25. Add the JamfConnectlLaunchAgent.pkg.
NOTE: If you followed along this guide from the beginning and have the custom logos pkg that we
created in section 10, you can add that package as well provide it’s signed

JamfConnectLaunchAgent.pkg Security
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26. Select Cloud Distribution Point (Jamf Cloud)
< KDEP-Prestage

Options Scope

{8 Configuration Profiles
@  0Profiles Enroliment Packages

Distribution Point Distribution point to download the package(s) from

O None

loud Distribution Point (Jamf Cloud)
@ Purchasing

User and Location

/) Attachments
&/ 0 Attachment:
Rghments JamfConnectLaunchAgent.pkg x4+
Certificates
Enrollment Packages
ﬁ 1Package
® =
Cancel Save

27. Select Configurations Profiles then select Configure.
< KDEP-Prestage

Options Scope

{é}@ Configuration Profiles

0 Profiles

User and Location

Endl

@@ Select Configuration Profiles

() Purchasing
- Use this section to add configuration profiles to the
PreStage enroliment
Attachments

0 Attachments

Configure

Certificates
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28. Select the following configuration profiles:
A. Jamf Connect License Key
B. Jamf Connect Login
C. Jamf Connect Settings
D. Click Save

< KDEP-Prestage

Options Scope
{6;  Configuration Profiles ([JJamf pPPC All computers
® 0 Profiles
(Oshow Path 1 computer
H#  User and Location )
b v Security
,!, Pugchinsing (DEscrow FileVault individual recovery key No scope defined
E2Jamf Connect License Key All computers
Jy  Attachments
& OAttachments BJamf Connect Login 1 computer
FdJamf Connect Settings 1 computer
Certificates
1 computer
2 Enroliment Packages (VamfConnect Auth Changer No scope defined
& irackage
® &
Cancel Save D
28. Click Save

Confirm PreStage Account Settings
Creation

PreStage account settings creation may take extended time to save. Do not

refresh.
Cancel Save

29. Click Settings (Looks like a gear) in the upper-right corner.

+ New M Upload = 88
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30. Click Jamf Applications then click Jamf Connect.

{é} All Settings Jamf Applications

[|[||] System Settings
JamfParent  Jamf Teacher | Jamf Connect
@ Global Management

/ | Jamf Applications

31. Click Edit on your Jamf Connect License Key.

Settings : Jamf Applications

< Jamf Connect

Jamf Connect Configuration Profiles configuration Profiles that contain Jamf Connect Settings.

Q_  Search filterable columns... < > 1-80f8 &

NAME || scope \‘\ DEPLOYED VERSION Y || uPDATE METHOD || Eoir ‘

Jamf Connect - Azure - Ad... All computers 2.4.0 Minor and Maintenance Edit

Jamf Connect License Key ... All computers None None

32. Select the following:
A. Version: 2.4.0
B. Update Type: Minor & Maintenance
C. Click Confirm.

@ Jamf Connect License Key - 2

Configure Jamf Connect deployment and update settings for computers in scope.

Version Current Version: None. Choose a version for an initial deployment or manual upgrade.
{ 2.4.0 v } A

Update Type Choose an option to automatically or manually manage updates.

[ Minor & Maintenance v ] B

Automatically deploy minor and maintenance (e.g., 11.0 and 1.0.1) updates to computers in scope.

Cancel C
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383. The Jamf Connect License key is now configured for auto deployment of Jamf Connect from
JAMF Pro.

Settings : Jamf Applications

« Jamf Connect

Jamf Connect COnﬁgUratiOn Profiles Configuration Profiles that contain Jamf Connect Settings

O\ Search filterable columns.. — — 1-80f8 {§}

NAME || scope \|\ DEPLOYED VERSION Y || uUPDATE METHOD || Eor
Jamf Connect - Azure - Ad... All computers 240 Minor and Maintenance Edit
IJamf Connect License Key ... All computers 240 Minor and Maintenance Edit I

34. Using a Mac Computer running macOS Mojave or greater and scoped to your prestage in JAMF
Pro, enroll the Mac Computer into JAMF Pro via Automated Device Enrollment. During the
setup assistant, you should be presented with a Microsoft Login Screen. Login with your Azure
credentials and a local account will be created on your Mac Computer. If you used the custom
icons and scripts created in this guide, then confirm all your customization are in place and the

scripts run.

This completes this section.
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Section 13: Configure Jamf Unlock

In this section we will configure Jamf Unlock. Jamf Unlock is a mobile device app that allows a user to
unlock their Mac with a mobile device without using a password. With Jamf Unlock, users complete a
setup process to create or generate identity credentials (certificate) on their device, which is then used
to pair and establish trust with a Mac. Jamf Unlock does NOT allow you to login to your Mac Computer
upon startup or reboot. It is only used in the following scenarios.

e Unlocking a Mac

e Prompts to change settings in System Preferences

e Commands executed with root privileges with the sudo command
A standard macOS user can only use Jamf Unlock to unlock their Mac Computer. To use the other
features, you must be an Administrator on your Mac computer to run commands with sudo privileges and
unlock items in system preferences. This guide will use an Administrator user account in order to show all
of what Jamf Unlock can do.
This section requires Jamf Connect version 2.4 and the Jamf Unlock App assigned to your Jamf Pro
Server from either Apple Business or School Manager. An iOS device with touch or Face ID and iOS
version 14 or later enrolled into your Jamf Pro Server is also required.

1. From a web browser of your choosing, go to https://portal.azure.com and enter a user name with
appropriate privileges to manage the domain.

Microsoft Azure

B Microsoft

Pick an account

to continue to Microsoft Azure

R kmitnick@hcsonline.us

~+  Use another account

2. Enter your password and click Sign in.

Microsoft Azure

2% Microsoft
kmitnick@hcsonline.us

Enter password

[] Keep me signed in

Forgot password?

3. Click Azure Active Directory.
Azure services

=+ >

Create a Azure Active
resource Directory
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4. Click App registrations.

Microsoft Azure P Se

Home >

(' ) Default Directory

Azure Active Directory

© overview
Preview features

K Diagnose and solve problems

Manage

& Users

&8 Groups

82 External Identities

&L Roles and administrators
& Administrative units

i Enterprise applications

Ll Devices

App registrations

5. Select the Jamf Connect app configuration.

Display name

Jamf Connect

6. Click Authentication.

Home > Default Directory >

HH Jamf Connect =

|p L‘earch (Cmd+/) I «

]

Overview
&4 Quickstart

#" Integration assistant

Manage

£ Branding

I 3) Authentication I

Certificates & secrets

7. Go to the Mobile and desktop applications section and select Add URI.

~ Mobile and desktop applications

Redirect URIs

The URIs we will accept as destinations when returning authentication responses
more about Redirect URIs and their restrictions 7

[ nttpsi//login.mic ine.com/c: h2, lient [Py
D https://login.live.com/oauth20_desktop.srf (LiveSDK) I}
D msalale4f739-8e91-49db-9df7-272ad34bad86://auth (MSAL only) ID

https://127.0.0.1/jamfconnect

Add URI
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8. In the UR field, enter: jamfunlock://callback/auth

~ Mobile and desktop applications

Redirect URIs

The URIs we will accept as destinations when returning authentication responses
more about Redirect URIs and their restrictions '

D https://login.microsoftonline.com/ |E
D https://login.live.com/ (LiveSDK) |E
D msal ://auth (MSAL only) |E

https//127.0.0.1/jamfconnect

l jamfunlock://callback/auth

Add URI

9. Click Save. We are done with the Azure AD configuration. Logout of your Azure portal.

Save >< Discard

10. If necessary, Log into your Jamf Pro server.

“jamf PRO

USERNAME

PASSWORD

All contents © 2002-2021 Jamf.
All rights reserved.

11. Click on Computers, then click Configuration Profiles.

jamf

0

Computers Devices

O\ Search Inventory
Search Volume Content

Licensed Software

Policies

@Q Configuration Profiles

Restricted Software
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12. Click the New button.

+ New M Upload

13. In the General section, Enter the following information:
A. Name: Jamf Connect Unlock
B. Description - Enter a description of your choosing
C. Category - Enter a category of your choosing - this guide will use Security
D. Leave all other settings at their defaults

General

Name Display name of the profile

Jamf Connect Unlock A

Description Brief explanation of the content or purpose of the profile

This will enable the Jamf Unlock feature in the Jamf Connect Menu Bar. B

Category Category to add the profile to

|
J C

Security v

Level Level at which to apply the profile

Computer Level +

Distribution Method Method to use for distributing the profile

Install Automatically v

14. In the payload section, scroll down to the Application & Custom Settings payload. Click the
expansion arrow and select Upload.

Options Scope

—

Application & Custom
{§} Settings A oo
Not configured

Click to expand
the section

Jamf Applications

External Applications

Upload
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15. Click Add.

U pload Remove al —+ Add
Use this section to define generic settings for preference domains

16. Enter the following information:
A. Preference Domain: com.jamf.connect

B. Property List. Paste in the property settings below:

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/
DTDs/PropertyList-1.0.dtd">

<plist version="1.0">
<dict>
<key>Unlock</key>
<dict>
<key>EnableUnlock</key>
<true/>
<key>RequirePIN</key>
<true/>

</dict>

</dict>

</plist>

NOTE: We are adding this configuration profile as a separate setting to enable Jamf Unlock. This
will allow you to remove Jamf Unlock if you choose to at a later date without effecting your other
jamf connect menu bar settings. If you want only one Jamf Connect configuration profile, you
could add the above Unlock keys to your existing JamfConnect mobile configuration file for a
singular solution.

Upload

1 payload configured

com.jamf.connect

Use this section to define generic settings for preference domains

Preference Domain The name of the preference domain (com.company.application)

Required
Property List PLIST containing key value pairs for settings in the specified domain.
B =9 -2ml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key=Unlock=/key>
<dict>
<key>EnableUnlock</key>
<true/>
<key>RequirePIN</key>
<true/>
</dict>
</dict>
<fp|wst>‘
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17. Click Scope and scope to your needs.

e

Targets Limitations
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
All Computers v Specific Users v
18. Click Save.
Cancel Save

19. Click Devices, then click Mobile Device Apps.

jamf

@

Computers Devices Users

Search Inventory

Search Volume Content

Configuration Profiles
Provisioning Profiles
Personal Device Profiles
Mobile Device Apps

eBooks

20. Select the Jamf Unlock App.

v No category assigned

Jamf Unlock 1.0.0 App Store
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21. Click Edit.

O U “

History Delete Edit

22. Configure the following:
A. Category - Select a Category of your choosing. This guide will use Security
B. Distribution Method - Select Install Automatically/Prompt Users to Install
C. Select the Scope tab

Mobile Devices : Mobile Device Apps

< Jamf Unlock

General  Scope  Managed Distribution  App Configuration

S ) C

Display Name Display name for the app

Jamf Unlock

Enabled

Category Category to add the app to

A — Security v

Short Version  Short Version of the app

[ 1.0.0

Bundle Identifier Bundle identifier for the app

[ com.jamf.connect.unlock

W) Free

App s free

Distribution Method Method to use for distributing the app

Install Automatically/Prompt Users to Install v ]

B e

23. Scope to your needs then click Managed Distribution.

Mobile Devices : Mobile Device Apps

<« Jamf Unlock

General Scope I Managed Distribution I App Configuration

Targets Limitations
Target Mobile Devices Target Users
Mobile devices to distribute the app to. Does not apply to Users to distribute the app to

personally owned devices

All Mobile Devices v Specific Users v
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24. Do the following:

A. Confirm Assign Content Purchased in Volume is selected
B. Select your Location from the dropdown menu.
C. Click App Configuration.

Mobile Devices : Mobile Device Apps

< Jamf Unlock

General Scope Managed Distribution [App Configuration

Device Assignments

Volume Content

A Assign Content Purchased in Volume
Assign content purchased in volume to mobile devices with iOS 9 or later

Location Volume purchasing location to use to assign content

B— KDEP-Apps&Books

TOTAL CONTENT IN USE

10 0

25. Paste the XML below in the preferences field.

<dict>
<key>com.jamf.config.idp.oidc.provider</key>
<string>Azure</string>
<key>com.jamf.config.idp.oidc.client-id</key>
<string>abcd65c-52fe-4b63-8dde-d658abcOaece8</string>
<key>com.jamf.config.idp.oidc.redirect-uri</key>
<string>jamfunlock://callback/auth</string>

</dict>

Change the com.jamf.config.idp.oidc.client-id string to the OIDC Client ID that you copied in
section 3 step 4 of this guide.

Mobile Devices : Mobile Device Apps

— Jamf Unlock

General Scope Managed Distribution App Configuration

Preferences Configuration dictionary to be applied to the app on mobile devices with iOS 7 or later

<dict>
<key>com.jamf.config.idp.oidc.provider</key>
<string>Azure</string>
<key>com jamf.config.idp.oidc.client-id</key>
<string>ale4f739-8e91-49db-9df7-272ad34bad86</string>
<key>com jamf.config.idp.oidc.redirect-uri</key>
<string>jamfunlock://callback/auth</string>

</dict>

@ For help generating the PLIST file for preferences, use the AppConfig Generator
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26. Click Save.
® =
Cancel Save

27. Open Jamf Unlock on an iOS device that is enrolled in Jamf Pro and has the Jamf Unlock app
scoped to it.

1117
< Search

Welcome to Jamf Unlock

Jamf Unlock lets you quickly
unlock your Mac with a mobile
device without entering a
password.

@ Sign In
@ Allow Access

CD Pair Computer and Device

Get Started

As required by Apple policy, Unlock does not collect
or share any data with any third parties for any
reason.

28. Confirm you have a Mac Computer with Jamf Connect installed and Unlock shows up in the Menu

Bar app. Select Paired Devices. This will open the Jamf Unlock Paired Devices Screen. Leave this
screen open as we will need it in a later step

Jamf Unlock - Paired Devices

Paired device

This device can unlock your Mac.

Enable Unlock

Paired Devices...

Pair new device

101



29. On your iOS device,
tap Get Started.

1:47 >

< search

Welcome to Jamf Unlock

Jamf Unlock lets you quickly
unlock your Mac with a mobile
device without entering a
password.

@ Sign In
@ Allow Access

CD Pair Computer and Device

Lo ]

31. Enter your Microsoft Azure account
then tap Next.

1:18

< search

Cancel @ jin.microsoftonline.com »A C,
B Microsoft
Sign in

ccohen@kmitnickhcsonl \'ne.onm'\crosoﬂ.con{

No account? Create one!

Can't access your account?

Done

? Passwords

How to Configure Jamf Connect with Microsoft Azure

30. Tap Continue at the message
below.

1:17
< search

il T -

Welcome to Jamf Unlock

Jamf Unlock lets you quickly
unlock your Mac with a mobile
device without entering a

“Unlock” Wants to Use
“microsoftonline.com” to
Sign In
This allows the app and website to
é share information about you.

(, Cancel Continue

Ca Pair Computer and Device

Get Started

As required by Apple policy, Unlock does not collect
or share any data with any third parties for any
reason.

32. Enter your Microsoft Azure
password, then tap Sign In.

11118

< Search

Cancel @ jin.microsoftonline.com »A C,

¥ Microsoft
4 ccohen@kmitnickhcsonline.onmicrosoft.com
Enter password

Password

Forgot my password
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33. Tap Continue. 34. Tap Continue.
1119 ol - 1191 o
< search N < search o
Back Sign In Back Sign In
® Signin ® Signin
Allow Access Allow Access

Pair with your Mac Pair with your Mac

Sign In Complete Sign In

Jamf Unlock uses Face ID to
secure this app and unlock your
Mac.

35. Tap OK at the message below. 36. Tap Continue.
11:19 o 7 - 11:20 il -
< search < Search
Back Sign In Back Allow Access
® signin (© signin
Allow Access ®  Allow Access
Pair with your Mac Pair with your Mac

Allow Access

Do you want to allow
“Unlock” to use Face ID?

Use Face ID to access this app and i a

Unlock your Mac. If you don't allow Jamf Unlock uses Wi-Fi to
this, you must use your device i connect this device to your Mac

passcode or a PIN to authenticate. on your local network

A 4
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37. Tap OK at the message below.

21 ol = -
« Search

Back Allow Access

@ Sign In
@®  Allow Access

Pair with your Mac

“Unlock” would like to find
and connect to devices on
your local network.
Jamf Unlock uses Wi-Fi to connect this

| device to your Mac on your local
network.

Don't Allow
A 4

39. Tap Continue.

11:22 ol T (-

Back Allow Access

@ Sign In
®  Allow Access

Pair with your Mac

Allow Access

Jamf Unlock uses your location to
find nearby Mac computers to pair
with and unlock.

O

[ Continue

—

How to Configure Jamf Connect with Microsoft Azure

38. At the message below, make a
selection of your choosing. This
guide will use Allow While Using App.

11:229 ol T (-

Back Pair with your Mac

@ Sign In
@ Allaw Arrace

Allow “Unlock” to use
L} your location?
Jamf Unlock uses your location to find
nearby Mac computers to pair with and
unlock.

7 Precise: On % i

Allow Once
1' Allow While Using App '
Don't Allow

40. Tap Continue.

)
1

11:24 -

Back Pair with your Mac

@ Sign In
@ Allow Access

®  Pair with your Mac

Scan the QR Code on
your Mac to complete
pairing process.
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41. Select OK at the message below
the use your camera to scan the
QR code on your Mac Computer.

®
Scan QR Code

Scan the QR Code on your Mac to
complete pairing process

“Unlock” Would Like to
Access the Camera
The Unlock app uses your camera to.
pair with your Mac by scanning a QR
cade.

Don't Allow

42. On your Mac Computer, click Pair new device.

Jamf Unlock - Paired Devices

Paired device

This device can unlock your Mac.

Pair new device

43. Scan the QR code with your iOS device to begin the pairing process.

X

Pair New Device

Open the Jamf Unlock app on
the device you want to pair with
this Mac.

Follow the app setup steps and
scan this code with your
device's camera to complete
pairing.
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44. On your iOS device, Tap Finish.

mn:244 o T -
Back Pairing Complete
@ Sign In

@ Allow Access

@ Pair with your Mac

Device has been paired

[~ ]

46. The setup process is done on the
iOS device.

% e

T Setupis
‘Complete! -

Start Using Unlock

How to Configure Jamf Connect with Microsoft Azure

45, Tap Allow at the message below.

1247 il & @

J

One more thing...

Jamf Unlock works much better when you
enable notifications

“Unlock” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow I Allow I

47. The unlock user is configured and
ready for use.

11:269 -

Craig Cohen
ccohen@kmitnickhcsonline.onmicrosoft.co
m

Allow Unlocking ()
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48. Switch back to your Mac computer. Enter your administrative credentials at the message below.
Click Install Helper.

7~ Jamf Connect is trying to install a new helper tool.

Q Enter your password to allow this.

User Name: keith _]

Password: | eese M

Cancel Install Helper

49. Enter your administrative credentials at the message below. Click OK.

7~ Jamf Unlock wants to make changes to the i0S
. device pairing with your Mac account

% Enter your password to allow this.

User Name: keith ]

Password: | —I
Cancel OK

50. Click OK at the message below.

<.

“Jamf Connect” would like to
use Bluetooth.

This app uses BT to connect to
your device.

Don't Allow OK

51. The pairing process has completed on the Mac Computer.

[ X3 Jamf Unlock - Paired Devices

Paired device

This device can unlock your Mac.

Enable Unlock i0S device Remove
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52. Select the Jamf Connect Menu Bar icon, Unlock should be Enabled.
NOTE: We recommend turning Enable Unlock off then back on for best results. We've seen issues
with the Mac computer not responding to Jamf Unlock until it's switched on and off.

S SatJul3 11:31 Al

53. Let’s test the unlocking process. On your Mac Computer, Select the Apple Icon in the upper left
corner, then select Lock Screen.

® Finder File Edit View

Lock Screen

54. You will see the word PIN in the password field, click in the password field and press the Return
key on the keyboard.

Craig Cohen
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55. On your iOS device, an unlock code was sent to your Mac Computer. Your Mac Computer should
be unlocked and at the Desktop.

1:459 w! T @

Craig Cohen
ccohen@kmitnickhcsonline.onmicrosoft.co
m

Allow Unlocking [ @)

Unlock authentication sent @
to Mac

56. Click the Apple Menu and select System Preferences.

@ Finder File Edit View

‘About This Mac

System Preferences... I

App Store...

Recent ltems >

57. Click Security & Privacy.

Security
& Privacy
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58. Click the lock at the bottom left corner.

e < i Security & Privacy Q search

General  Filevault = Firewall  Privacy

A login password has been set for this user ~ Change Password...

Require password 5 minutes after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

CHck the lock to make changes. ?

59. You will see the word PIN in the password field, click the Unlock button.

~ System Preferences is trying to unlock Security &
Privacy preferences.

A
i - ;g' ™ Enter your PIN to allow this.

User Name:  Craig Cohen

PIN: || |

60. On your iOS device, you will see a code was sent to unlock the Security & Privacy pane.

1:45 7 all T @)

&

Craig Cohen
ccohen@kmitnickhcsonline.onmicrosoft.co
m

Allow Unlocking O

Unlock authentication sent @
to Mac
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® < i Security & Privacy

General  FileVault  Firewall  Privacy

A login password has been set for thisuser  Change Password...

Require password 5 minutes after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

App Store
© App Store and identified developers

A
Advanced... ?

(
E Click the lock to prevent further changes.

62. Open the Terminal application located in /Applications/Utilities.

Terminal

63. Enter the following command: sudo jamf recon. When prompted for the password, you will see the
word PIN, press the return key on your keyboard.

[ NON ) kmitnick — sudo — 80x24
Last login: Sat Jul 3 14:83:508 on console
kmitnick@jamfcontmacbook ~ % sudo jamf recon

Enter PIN for 'JamfUnlock':
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64. On your iOS device, you will see a code was sent to the Terminal app so the command can run.

1:459 wl F
&
Craig Cohen

ccohen@kmitnickhcsonline.onmicrosoft.co
m

Allow Unlocking o

Unlock authentication sent @
to Mac

65. The sudo jamf recon command is now running. This completes this section.

[ JON ) 8 kmitnick — -zsh — 80x24

Last login: Sat Jul 3 14:03:50 on console
kmitnick@jamfcontmacbook ~ % sudo jamf recon

Enter PIN for 'JamfUnlock':
Retrieving inventory preferences from https://kmm.jamfcloud.com/...

Finding extension attributes...

Locating package receipts...

Locating hard drive information...

Locating accounts...

Locating applications...

Searching path: /System/Applications

Gathering application usage information from the JamfDaemon...

If you’d like help implementing the solution in this white paper, we are ready to help; contact us at
info@hcsonline.com or (866) 518-9672.

If you have corrections please send them to info@hcsonline.com.

... and only real pizza comes from NY. /’g One slice from a pie is all you need.
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