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Preface

What is Jamf Connect?
Jamf Connect is an identity and access management solution that links a user’s local macOS 
account to their organization’s cloud identity provider. It enables secure authentication, allows 
organizations to customize the macOS login experience, and helps maintain password sync and 
compliance between local and network credentials. Administrators can also manage local account 
privileges and enforce identity-based access controls.

What is Jamf Connect ZTNA?
Jamf Connect’s Zero Trust Network Access (ZTNA) service provides secure, encrypted access 
to corporate resources for remote users, regardless of their location. ZTNA is configured and 
managed through the Jamf Security Cloud portal and can be integrated with other Jamf security 
solutions, such as Jamf Protect, to extend protections like internet content filtering and usage 
controls across the organization’s device fleet. Jamf Connect’s Zero Trust Network Access (ZTNA) is 
not a requirement for Jamf Connect but is recommended for increased security. Learn more here: 
https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Private_Access.
html

System Requirements:
This guide was written using Jamf Connect 3.3.0 and requires macOS 13 or later. ZTNA will not be 
covered in this guide.

Network Authentication Requirements:
If your organization employs an 802.1X network to enforce access control, it’s critical to understand 
how authentication workflows interact with the macOS login window—particularly when using Jamf 
Connect.

At the login window, macOS operates without access to user-specific credentials, which limits the 
types of 802.1X authentication methods that can be used prior to user login. For successful network 
connectivity at this stage, the authentication method must be computer-based and supported by 
macOS natively at the system level.

For example, EAP-TLS (Extensible Authentication Protocol – Transport Layer Security), which uses 
a machine certificate for authentication, is supported and recommended for 802.1X environments 
in conjunction with Jamf Connect. This method allows the Mac to establish a network connection 
before a user logs in, ensuring Jamf Connect can reach the identity provider.

In contrast, authentication types that rely on user credentials, such as EAP-PEAP or EAP-TTLS, 
are NOT supported at the login window. Since Jamf Connect requires network access to function 
properly (e.g., to communicate with a cloud identity provider), and these methods rely on 
credentials that aren’t available until after login, using them would prevent Jamf Connect from 
working as intended.

When designing a network authentication strategy for use with Jamf Connect, ensure that the 
802.1X method can authenticate the machine itself, not just the user, to provide reliable pre-login 
connectivity.

https://support.apple.com/guide/deployment/depabc994b84/

This guide was written using the following hardware and software:
• Microsoft Entra ID 

NOTE: This guide was created using Microsoft Entra with a P2 license. Depending on 
your license type, some features and options may vary. For example, certain screenshots 
or capabilities—such as creating groups in Microsoft Entra—may look different or be 
unavailable.

• Jamf Pro Server version 11.21 (Cloud Hosted)
• Jamf Connect version 3.3.0
• Self Service+ installed by default from Jamf Pro
• MacBook Air (M4) with macOS 26.1

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Private_Access.html
https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Private_Access.html
https://support.apple.com/guide/deployment/depabc994b84/
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The following items are needed to follow along with this guide:
• Self Service+: This guide installs it by default from Jamf Pro. You can also download it from 

your Jamf account.
• Jamf Composer: You can also download it from your Jamf account.
• Jamf Connect: Get it here: http://jamf.it/JCDownload
• A signing certificate. If you don’t have one from Apple you can create one with Jamf Pro 

using instructions in the link below.
   https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_

Certificate_Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_
Packages.html

Special thanks to the following individuals for making this guide possible:
• The HCS Team
• Sean Rabbitt

Jamf Connect vs. Platform SSO
There has been some confusion regarding the role of Jamf Connect now that Platform SSO offers 
some overlapping functionality. The chart below provides a side-by-side comparison to highlight 
the features of each.

Feature Jamf Connect Platform SSO

User Account 
Creation

Creates the local macOS user account for 
the first or subsequent users. Supports 
zero-touch enrollment workflows.

Cannot create local user accounts on its 
own. A local account must exist before 
PSSO can be enabled.

Password 
Synchronization

Actively links the local account password 
with the cloud IdP password. A default 
check-in frequency (e.g., every 60 minutes) 
can be configured, and users can be 
prompted to change a mismatched 
password.

Syncs the password with the IdP but does 
not notify users when their IdP password 
has changed on another device. In some 
scenarios, users can use either the new or 
old password to log in.

Offline MFA Provides offline multi-factor authentication 
(MFA) capabilities. Users can access their 
computer with a time-based one-time 
password (TOTP) from an authenticator 
app without an internet connection.

Does not provide offline MFA for macOS 
logins.

Privilege 
Management

Includes a privilege management feature 
that allows a standard user account to 
temporarily elevate to admin rights.

Does not offer a privilege management 
feature.

Branding and User 
Experience

Offers extensive branding and 
customization options for the macOS 
login window.

Customization and branding options are 
limited, as it uses the native macOS login 
window.

Zero-Touch 
Onboarding

Integral to streamlining zero-touch 
enrollment and providing a user-friendly 
setup experience.

Not designed for zero-touch enrollment 
on its own. Jamf Connect can create the 
user account needed for PSSO to be 
enabled later in the Setup Assistant.

Reliability An extra layer between macOS and the 
IdP, which can introduce some friction 
during OS updates.

An Apple-native feature that is less likely 
to break with macOS updates.

Deployment Deployed and configured via a Jamf Pro 
policy.

Deployed by pushing a single sign-on 
extension configuration profile via an 
Device Management Service solution like 
Jamf Pro.

To learn how to configure Jamf Pro and Intune Company Portal for macOS Platform SSO, please 
refer to our technical guide:

https://hcsonline.com/support/resources/white-papers/how-to-configure-jamf-pro-and-intune-
company-portal-for-macos-platform-sso-integration

http://jamf.it/JCDownload
https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html

https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html

https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html

https://hcsonline.com/support/resources/white-papers/how-to-configure-jamf-pro-and-intune-company-portal-for-macos-platform-sso-integration
https://hcsonline.com/support/resources/white-papers/how-to-configure-jamf-pro-and-intune-company-portal-for-macos-platform-sso-integration
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Section 1: Configure Microsoft Entra ID

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

• Access to your Microsoft Entra ID with administrative privileges.  
NOTE: This guide was created using Microsoft Entra with a P2 license. Depending on your license 
type, some features and options may vary. For example, certain screenshots or capabilities—such 
as creating groups in Microsoft Entra—may look different or be unavailable.

Jamf Connect supports an integration with Microsoft Entra ID as your cloud identity provider (IdP). 
With the integration, Jamf Connect and Microsoft Entra ID can communicate and provide several 
essential services:

• Sync local and network passwords
• Create local accounts and assign roles
• Secure the login window with network authentication, MFA, and Conditional Access controls

In this section, we will configure the following items to use Jamf Connect with Microsoft Entra ID:
• Create an app registration
• Grant administrative consent for API calls
• Modify authentication settings
• Configure App Roles for Administrator and Standard users (Optional)
• Assign app roles to users and groups (Optional)
• Custom Branding the Microsoft Entra ID Sign In Logo (Optional)

NOTE: App roles and assignments are optional and not required. We will configure them in this 
section as they are used in a lot of organizations.

Learn more about app roles here:

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Designating_
App_Roles.html

1.	In a web browser, go to: https://entra.microsoft.com/

2.	Log into Microsoft Entra ID with your administrative credentials.

3.	Enter your password.

4.	Click Sign in. 
NOTE: This guide is using a password to sign in for simplicity. You should consider using a more 
secure authentication method such as you face, fingerprint, PIN or security key.

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Designating_App_Roles.html
https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Designating_App_Roles.html
https://entra.microsoft.com/
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5.	Make a selection of your choosing at the screen below. This guide will click Yes.

6.	From the sidebar, select Identity > Applications > App registrations.

7.	Click New registration.
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8.	Enter Jamf Connect for the Name.

9.	Under Supported account types, select the radio button for Accounts in this organizational 
directory only ([YourCompanyName] only - Single tenant).

10.	Under Redirect URI:
A. From the menu, select: Public client/native (mobile/desktop).
B. Enter https://127.0.0.1/jamfconnect in the field.

11.	Click Register.

12.	Open TextEdit.app and create a new document named Jamf Connect Info. Save it to your 
Desktop.

8

9

10A 10B

11
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13.	Switch back to Microsoft Entra and copy the following information and paste it into the Jamf 
Connect Info document we created in the previous step.

A. Application (client) ID.
B. Directory (tenant) ID.

14.	Confirm your document has the items shown below and save the changes.

15.	Switch back to Microsoft Entra.

16.	Click API permissions.

17.	Click Grant admin consent for [Your company name] (HCS Training is shown in the example).

17
16

Copy these IDs 
and paste into 
a document for 
later use.
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18.	Click Yes.

19.	Confirm Permission was granted.

20.	Click Authentication.

21.	Scroll down to the Advanced settings section and select Yes to Allow public client flows.

22.	Click Save. This completes the App registration configuration.

21

20

22
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In Microsoft Entra, App Roles can be leveraged with Jamf Connect to manage access and enforce 
user permissions during macOS login. By evaluating role claims, App Roles allow organizations to 
dynamically assign local account privileges on macOS. For example, if a user holds an administrator 
role in Entra but is a standard user on the Mac, Jamf Connect can elevate the account to 
administrator. Conversely, if a user has admin rights on the Mac but is assigned a standard role in 
Entra, the account can be downgraded to a standard user to match the directory role. The next 
steps are optional and not required for Jamf Connect.

23.	Click App roles.

24.	Click Create app role.
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25.	Enter Jamf Connect Administrators for the Display Name.

26.	Under Allowed member types, select the radio button for Users/Groups.

27.	Enter Administrator for the Value (This defines the role assigned to the user).

28.	Enter This App role will assign administrative privileges to a local macOS account for the 
Description.

29.	Verify the checkbox is selected for Do you want to enable this app role?

30.	Click Apply.

31.	Confirm the Jamf Connect Administrators App role shows in the list.

32.	Click Create app role (+).

31

25

27

28

26

29

30

32
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33.	Enter Jamf Connect Standard Users for the Display Name.

34.	Under Allowed member types, select the radio button for Users/Groups.

35.	Enter Standard for the Value (This defines the role assigned to the user).

36.	Enter This App role will assign standard privileges to a local macOS account for the Description.

37.	Verify the checkbox is selected for Do you want to enable this app role?

38.	Click Apply.

39.	Confirm both App roles show in the list.

33

35

36

34

37

38



Section 1 Page 13

40.	In the sidebar, select Identity > Applications > Enterprise applications.

41.	Click the Jamf Connect application.

42.	Click Users and groups.

43.	Click Add user/group (+).

42

43



Section 1 Page 14

44.	Under Users and groups, click None Selected.

45.	You can select a user or a group. This guide will select a user:
A. Select a user of your choosing.
B. Click Select.

46.	Under Select a role, click None Selected.

A

B
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47.	Select Jamf Connect Standard Users.

48.	Click Select.

49.	Click Assign.

47

48
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50.	Confirm the user shows in the list and is assigned the Jamf Connect Standard Users role.

51.	Click Add user/group.

52.	Under Users and groups, click None Selected.

53.	You can select a user or a group. This guide will select a user:
A. Select a user of your choosing.
B. Click Select.

54.	Under Select a role, click None Selected.

51

50

A

B
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55.	Select Jamf Connect Administrators.

56.	Click Select.

57.	Click Assign.

55

56
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58.	Confirm both users show in the list and are assigned the proper roles. This completes the role 
configuration.

59.	Let’s configure the Microsoft Entra ID Sign In Logo to use your company logo. In the search 
field, Enter company branding.

60.	Select Company Branding from the services section.

61.	Click Default sign-in. 

62.	Click Edit.

63.	Click Sign-in form.

61

62

59

60
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64.	Click browse to select and upload your branded sign in logo. 
NOTE: the image size and file type show in the picture.

65.	Click Review + save.

Follow the 
requirements for 
the image to be 
uploaded.
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66.	Click Save.

67.	Scroll down to the Sign-in form section and confirm the Banner logo says “Configured”. 
This completes the branding. Log out of Microsoft Entra ID.

This completes this section. In the next section, we will use Jamf Composer to create a package for 
branding Jamf Connect with your organizations logo.
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Section 2 - Create a package for branding Jamf Connect

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

• Jamf Composer
• Branding images for your organization
• Scripts for Login Window and Menu Bar (optional)
• A signing certificate - If you don’t have one, create one using these instructions.

https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_Certificate_
Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html

The recommended size for branding icons: (This guide will use PNG files)
• Menu bar icons: 16 x 16 pixels
• Sign in Logo 449 x 131 pixels
• Login logo: 250 pixels height. The width is flexible

Follow the instructions in the link to download Jamf Composer.  
https://account.jamf.com/products/other/composer/download 

You may also use any other packaging software you are comfortable with.

To follow along with this section you will need your branding images, Login Window scripts, and Menu 
bar scripts readily available. This guide assumes those items are located on your Desktop. If you don’t 
have these items readily available, you may download HCS’ branding images and scripts at:  
https://hcsonline.com/images/files/JamfConnectCustomizations.zip

In this section we will create a folder structure for branding images, Login Window scripts, and 
Menu bar scripts. Once the structure is created, we will add our branding images, Login Window 
scripts, and Menu bar scripts to the corresponding folders and use Jamf Composer to set 
permissions and create a package to deploy to all computers.

1.	In the Finder, click the Go menu.

2.	Select Go To Folder.

1

2

https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html
https://learn.jamf.com/en-US/bundle/technical-articles/page/Creating_a_Signing_Certificate_Using_Jamf_Pros_Built-in_CA_to_Use_for_Signing_Configuration_Profiles_and_Packages.html
https://account.jamf.com/products/other/composer/download
https://hcsonline.com/images/files/JamfConnectCustomizations.zip
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3.	Enter the following path: 
/usr/local/

4.	Press Enter.

5.	Click the File menu, then select New Folder.

6.	You will be prompted for Touch ID or your user name and password. This guide will use Touch ID.

7.	Name the folder JamfConnectCustomizations and open the folder.

8.	Create two folders inside the JamfConnectCustomizations folder named images and scripts.

9.	Move your images and scripts into the appropriate folders. If you downloaded the HCS images 
and scripts at the beginning of this guide, they will be located on your Desktop in a folder 
named images-scripts.

3
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10.	 Open Jamf Composer located in the Applications folder.

11.	 Drag the JamfConnectCustomizations folder from /usr/local to the SOURCES section of  
Jamf Composer.

12.	 Expand /usr/local/ to show JamfConnectCustomizations.

13.	 Select the JamfConnectCustomizations folder.

14.	 Change the Owner to root (0).

15.	 Change the Group to wheel (0).

16.	 Confirm the permissions are set to 755 as shown in the screen shot below.

17.	 Click the Action Menu (􀍡).

18.	Select Apply Owner and Group to JamfConnectCustomizations and All Enclosed Items.

13

17
16

14

15
18
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19.	 Expand the images folder.

20.	 For each file in the images folder, confirm the owner is: root and the group is wheel.

21.	 Set the permissions for each file in the images folder to 644 as shown in the screen shot below.

22.	 Select the scripts folder.

23.	 Confirm the owner is root (0).

24.	 Confirm sure the group is wheel (0).

25.	 Confirm the permissions are set to 755 for the scripts folder and all enclosed items as shown in 
the screen shot below.

19

20

21

22

25

23

24
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26.	Click the Composer menu.

27.	Select Settings.

28.	Select Packaging.

29.	Confirm the checkbox is selected for Sign with.

30.	From the menu, select your signing certificate.

31.	Click Save. 
NOTE: This package must be signed if you want to use it in a Prestage enrollment.

32.	Click Build as PKG. 
NOTE: You may be prompted for administrative credentials to sign the package.

26

27

29

28

30

31
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33.	Save the package to your Desktop.

34.	Confirm the package was created.

This completes this section. In the next section, we will test our connection to Microsoft Entra ID 
using the Jamf Connect Configuration App.
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Section 3 - Test connection to Microsoft Entra ID using the Jamf Connect 
Configuration App

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

• A user account in Microsoft Entra ID
• Jamf Connect Configuration App. Get it here: http://jamf.it/JCDownload
• The Jamf Connect Info document created in section one of this guide

In this section, we will test OIDC and ROPG connections to Microsoft Entra ID using the Jamf 
Connect Configuration App.

What is OIDC and ROPG:
OIDC (OpenID Connect) is the recommended authentication method for Jamf Connect. It uses 
secure, standards-based flows (like authorization code with PKCE) to authenticate users through 
a browser. This allows support for MFA, SSO, and modern identity provider policies. It’s ideal for 
macOS login, account creation, and secure token handling.

ROPG (Resource Owner Password Grant) is a legacy flow where the app directly collects the user’s 
username and password to get a token. While supported by Jamf Connect for password syncing, 
it’s discouraged by Microsoft and others due to security risks—it bypasses MFA and requires 
handling user credentials directly.

NOTE: Jamf Connect 2.45.1 was the last version to include Jamf Connect Login and Jamf Connect 
Menu Bar in the same package. With the introduction of Self Service+, Jamf Connect Menu Bar is 
incorporated into Self Service+. This guide will use Jamf Connect 3.3.0 with Self Service+ 2.6.0.

1.	Using a web browser of your choosing, download the latest version of Jamf Connect here: 
 
http://jamf.it/JCDownload

2.	Open the JamfConnect-3.3.0.dmg. In this guide, it’s located in the Downloads folder.

3.	Drag the Jamf Connect Configuration.app to the Applications folder and open the app.

http://jamf.it/JCDownload
http://jamf.it/JCDownload
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4.	Click Open.

5.	If presented with the screen below, make a selection of your choosing, this guide will click Close.

6.	You are presented with a default configuration named New configuration.

7.	Open the Jamf Connect Info file located on your Desktop. We created the file in section one of 
this guide.
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8.	Switch back to the Jamf Connect Configuration app. Rename the configuration to JC Entra ID or 
a name of your choosing.

9.	Click Identity provider.

10.	 Select Microsoft Entra ID for Identity provider.

11.	Copy and paste the Application (client) ID from the Jamf Connect Info document in to the 
OIDC client ID field.

12.	Copy and paste the Application (client) ID from the Jamf Connect Info document in to the 
ROPG client ID field.

13.	Copy and paste the Directory (tenant) ID from the Jamf Connect Info document in to the Tenant 
field.

14.	Enter https://127.0.0.1/jamfconnect in the OIDC redirect URL field.

15.	Enter https://mysignins.microsoft.com/security-info/password/change in the Change 
password URL field. (This setting is optional. Only configure this if your organization allow users 
to change passwords).

16.	Click the Test button.

17.	Select OIDC.

8 9

16

10
11

13

14

15

12
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18.	Enter your Microsoft Entra ID account name.

19.	Click Next. 
NOTE: If you configured the optional custom branded logo in section one of this guide, you will 
see your branded logo at the sign in screen instead of the Microsoft Entra logo.

20.	Enter your password.

21.	Click Sign in. 
NOTE: If your organization is using Multi Factor Authentication (MFA), you may see more 
authentication screens than shown in this guide.

22.	If you are greeted with “You got tokens!”, the connection was successful. Have a look at the ID 
token section. You will see all the information returned in the token which includes the role of 
your account. Close this window when done.

18

19

20

21

Note the 
role is set for 
Administrator

If configured, 
confirm 
the custom 
branded logo 
appears.
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23.	There is a known bug in the Jamf Connect Configuration App that will show an error message 
that says “Unable to load your identity provider”. If you see this message, you will notice that 
all of the token information is valid which means the connection to Microsoft Entra ID was 
successful. Jamf is aware of this bug and hopefully it will be resolved in a later version. Close 
this window when done.

24.	Click Test.

25.	Select ROPG.

26.	Enter your Microsoft Entra ID credentials and click Sign in.

25

24

Note the 
role is set for 
Administrator
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27.	If you are greeted with the message below, the connection was successful. Click OK.

This completes this section. In the next section, we will create a configuration profile for use with 
Jamf Connect.
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Section 4: Create a Configuration Profile for Jamf Connect

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

• Access to a Jamf Pro server with administrative privileges
• Jamf Connect Configuration App.
• Jamf Connect License (Optional) 

NOTE:  If you have a license for Jamf Connect, log into your Jamf Account at: https://
account.jamf.com and select Solutions from the sidebar.  Select View Details for Jamf 
Connect . Select the copy license to clipboard link and paste the license into a text 
document and save it on your Desktop.  This is optional and not required to following along 
with this guide as Jamf Connect can run in trial mode.

In this section, we will add additional settings to the Jamf Connect configuration created in  
Section 3 of this guide.

1.	In the Jamf Connect Configuration App, click Login.
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2.	Enter Administrator for Admin roles (This is the role created in Microsoft Entra ID in section one 
of this guide.)

3.	Enter roles for Admin attribute (This reports the role to Jamf Connect from Microsoft Entra ID. 
I.E. Administrator or Standard user.)

4.	For Account migration, select the checkbox for:
• Connect existing local users to a network account: Enabled.
• Hide the “Create new user” option from users during account migration: Enabled.

5.	In the Hide Users field, enter the name of a user you don’t want to show in the migration screen. 
I.E. a local admin, Managed Admin, or Jamf Management Framework account.  Separate each 
user with a comma.

6.	Verify the checkbox is selected for Create Jamf Connect Keychain.

7.	For Authentication, deselect the checkbox for Always require network authentication.  
(See NOTE).

8.	For Local fallback, select the checkbox for: 
• Allow local authentication if a network is unavailable.
• Use Passthrough Authentication.

NOTE: To use the Passthrough setting, the “Always Require Network Authentication” option must 
be disabled. If it is enabled, users will be prompted for their password twice; once at the FileVault 
pre-boot screen and again at the Jamf Connect login window. With Passthrough, the credentials 
entered at the FileVault pre-boot screen are automatically passed to the Jamf Connect login 
window, eliminating the need to enter them a second time. Intial password needs to be enabled 
and then disabled to create the key for Entra for passthrough to work. For more infomation, go to: 
https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Passthrough_
Authentication.html

2
3

4
5

6

7

8

Intial password 
needs to be 
enabled and 
then disabled 
for passthrough 
to work

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Passthrough_Authentication.html

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Passthrough_Authentication.html
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9.	 Scroll down to the Appearance section. For Internet, select the checkbox for Allow network 
selection.

10.	Enter Welcome to HCS Technology Group (Add your own message) for Login window 
message.

11.	Enter /usr/local/JamfConnectCustomizations/images/HCSBackgroundImage.png for the 
Background field. 
NOTE: Jamf recommends the following locations for storing branded images:  

• /usr/local/, /Users/Shared/, 
• /Library/Application Support.

Learn more here:  
https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Custom_
Branding.html

12.	Enter /usr/local/JamfConnectCustomizations/images/HCSLoginWindowLogo.png for Login 
logo field.

13.	From the Login window size menu, select a size that works best for you. This guide will select Max.

14.	Scroll down to the Script section and enter the path to your login script. This guide will use: 
/usr/local/JamfConnectCustomizations/scripts/loginWindow.sh

15.	Click the Identity provider tab. 

16.	Copy the contents of the Tenant field.

10
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17.	Click the Connect tab.

18.	In the Authentication section, paste in the Tenant ID you copied in the previous step in the 
ROPG tenant field.

19.	In the Sign in section, enter /usr/local/JamfConnectCustomizations/images/
HCSLoginWindowLogo.png in the Sign in logo field.

20.	In the Sign in section, select the checkbox for Automatic sign-in.

21.	In the Custom Branding section, enter /usr/local/JamfConnectCustomizations/images/
HCSMenuItemLightMode.png for the Light mode icon field.

22.	In the Custom Branding section, enter /usr/local/JamfConnectCustomizations/images/
HCSMenuItemLightMode.png for the Dark mode icon field.

23.	In the Custom Branding section, Show welcome window: You need to enable it then disable it. 
This will set it to disabled. The xml is set to enable by default. 
NOTE: For simplicity in this guide, the Login Window logo is the same logo as the Sign in Logo 
and the Light and Dark mode icons are also the same.
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24.	Scroll down to the Temporary User Permissions section.

25.	Select the checkbox for Temporary user promotion.

26.	Select the checkbox for User promotion timer.

27.	Enter 15 minutes for User promotion duration.

28.	Enter 5 per Month for User promotion limit.

29.	Select the checkbox for Verify user promotion.

30.	Select the checkbox for User promotion reason.

31.	Enter Install Software,Add Printer,General Use for User promotion choices.

32.	In the User help section, Help Options, Add a URL of your choosing. This guide will use:  
https://hcsonline.com/support/resources/remote-support

33.	Enter URL in the Help type field.

34.	For Software Path, enter the path to Self Service+: /Applications/Self Service+.app 
NOTE: Temporary User Permissions allow you to promote a standard user to an administrative 
user for set period of time.

35.	Scroll down to the Scripting section, for On auth failure, enter:  
/usr/local/JamfConnectCustomizations/scripts/menuBar.sh 
NOTE: This script will run if Jamf Connect fails to authenticate after login.
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36.	Scroll down to the Menu Items section. Under Hidden menu items, Select the checkbox for the 
following items to hide them from the menu bar:

• Actions
• Home Directory
• Last user
• Password expiration
• Preferences
• Shares
• Quit

     In the Custom menu items section you can change the Menu item names:
A. Get help: Remote Support.
B. Get Software: HCS App Store.

37.	Log into your Jamf Pro server with administrative privileges.

A
B
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38.	Click Computers.

39.	Click Configuration Profiles.

40.	Click New.

41.	Enter Jamf Connect Login for Name. 
NOTE: If you are using sites, select a site if necessary. You will only see the site section if sites 
are enabled in Jamf Pro.

42.	Select a category of your choosing, this guide will use Jamf Connect. Leave all other settings at 
their defaults.

43.	Click the Application & Custom Settings Payload from the sidebar.
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44.	Select Upload.

45.	Click the Add (+).

46.	Enter com.jamf.connect.login for Preference Domain.

47.	Switch back to the Jamf Connect Configuration App. Select Login.

48.	Click XML (< / >).

44
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49.	Verify the Login tab is still selected and copy all the contents.
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50.	Switch back to your Jamf Pro server and paste the contents of the Login tab in the Property List 
field. Make sure there are no trailing spaces at the end after pasting in the code.

51.	Click Scope.

52.	From the Target Computers menu, select Specific Computers.

53.	Click Add.

51
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54.	Click Add next to your NON production Mac computer.

55.	Click Done. 
NOTE: Do NOT use a Mac in production for testing.

56.	Click Save.
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57.	Click Configuration Profiles.

58.	Click New.

59.	Enter Jamf Connect Menu Bar for the Name.

60.	Select a category of your choosing, this guide will use Jamf Connect. Leave all other settings at 
their defaults. 
NOTE: If you are using sites, select a site if necessary. You will only see the site section if sites 
are enabled in Jamf Pro.

61.	Select the Application & Custom Settings Payload from the sidebar.
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62.	Select Upload.

63.	Click the Add (+).

64.	Enter com.jamf.connect for Preference Domain.

62
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65.	Switch back to the Jamf Connect Configuration App. Select Connect.

66.	Copy all the contents. 65

66
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67.	Switch back to your Jamf Pro server and paste the contents of the Connect tab in the Property 
List field. Make sure there are no trailing spaces at the end after pasting in the code.

68.	Click Scope.

69.	From the Target Computers menu, select Specific Computers.

70.	Click Add.
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71.	Click Add next to your NON production Mac computer.

72.	Click Done. 
NOTE: Do NOT use a Mac in production for testing.

73.	Click Save.

72
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The following steps are optional
Jamf Connect includes a 30-day trial with full functionality. If you prefer, you can deploy a license 
file separately as its own configuration profile. This approach makes license management easier. 
When it’s time to renew, simply update the Jamf Connect license configuration profile with the 
new license and push it out through Jamf Pro. Your other Jamf Connect configuration profiles will 
remain untouched and only the license file will be updated.

74.	Log into your Jamf Account at: https://account.jamf.com and select Jamf Connect and View 
Details.

75.	Click Copy license content to clipboard.

76.	Switch back to your Jamf Pro server. In the sidebar, click Configuration Profiles.

77.	Click New.

76
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78.	Verify the General Payload is selected.

79.	Enter Jamf Connect License for the Name.

80.	Select a category of your choosing, this guide will use Jamf Connect. 

81.	Leave the rest of the settings at their default values. 
NOTE: If you are using sites, select a site if necessary. You will only see the site section if sites 
are enabled in Jamf Pro.
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82.	Click to expand the Application & Custom Settings payload.

83.	Select Jamf Applications.

84.	Click Add.

85.	Select com.jamf.connect from the Jamf Application Domain menu.

86.	Select 3.6.2 from the Version menu.

87.	Select Jamf Connect.json from Variant menu.

88.	Under com.jamf.connect, click Add/Remove properties.
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89.	Deselect Identity Provider Preferences.

90.	Scroll down and select License File.

91.	Click Apply.
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92.	In the License File field, paste in your Jamf Connect license. 
NOTE: You copied your license to the clipboard in an earlier step.

93.	Click Scope.

94.	Verify Targets is selected.

95.	From the Target Computers menu, select Specific Computers.

96.	Click Add.
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97.	Verify Computers is selected.

98.	In the search field, enter the name of your test Mac computer.

99.	Click Add.

100.	Click Done.

101.	Click Save.

This completes this section. In the next section, we will create a policy in Jamf Pro to install Jamf 
Connect.
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Section 5: Create a policy in Jamf Pro to install Jamf Connect Login

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

• Access to a Jamf Pro server with administrative privileges
• JamfConnectCustomizations.pkg created in section two of this guide.
• JamfConnect-3.3.0.dmg. Downloaded in section three of this guide.
• Self Service+ installed by default from the Jamf Pro server

NOTE: This guide assumes Self Service+ is being installed by default on your Jamf Pro server. We 
will not cover enabling Self Service+ in this guide.

In this section, we will create a policy to install Jamf Connect Login and the 
JamfConnectCustomizations.pkg using Jamf Pro.

1.	Open the JamfConnect-3.3.0.dmg. In this guide, it’s located in the Downloads folder.

2.	If necessary, Log into your Jamf Pro server with administrative privileges. Click Settings (􀣋).

3.	In the search field, enter packages. 

4.	Click Packages.

3

4
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5.	Click New (+).

6.	Select a category of your choosing. This guide will use Jamf Connect.

7.	Click Browse for a file.

8.	Navigate to the JamfConnectLogin disk image.

9.	Select JamfConnectLogin.pkg.

10.	Click Upload.

6
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11.	Click Save.

12.	The upload process is complete.

13.	Click Previous (􀄪).

14.	Click New (+).

15.	Select a category of your choosing. This guide will use Jamf Connect.

16.	Click browse for a file.

15
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17.	Navigate to the JamfConnectLogin disk image.

18.	Expand the Resources folder.

19.	Select JamfConnectLaunchAgent.pkg.

20.	Click Upload. 
NOTE: While Self Service+ includes the Jamf Connect launch agent, it has been reported to 
function inconsistently. To ensure reliability, we are also deploying the launch agent packaged 
with Jamf Connect Login as a fail-safe.

21.	Click Save.

22.	The upload process is complete.
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23.	Click Previous (􀄪).

24.	Click New.

25.	Select a category of your choosing. This guide will use Jamf Connect.

26.	Click browse for a file.

27.	Navigate to the JamfConnectCustomizations.pkg. (Should be on your Desktop).

28.	Click Upload.

25

26

27

28



Section 5 Page 60

29.	Click Save.

30.	The upload process is complete.

31.	Select Computers.

32.	Click Policies.

33.	Click New.
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34.	Click General.

35.	Enter Install Jamf Connect for the Display Name.

36.	Select Jamf Connect for the Category. 
NOTE: If you are using sites, select a site if necessary. You will only see the site section if sites 
are enabled in Jamf Pro.

37.	Do not select anything for the Trigger.

38.	Under Execution Frequency, select Once per computer from the menu. 

39.	Click the Packages payload.

40.	Click Configure.
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41.	Navigate to JamfConnectLaunchAgent.pkg.

42.	Click Add.

43.	Leave the default settings. Click Add (+).

44.	Navigate to JamfConnectLogin.pkg.

45.	Click Add.

46.	Click Add (+).

47.	Navigate to JamfConnectCustomizations.pkg.

48.	Click Add.
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49.	Click Scope.

50.	From the Target Computers menu, select Specific Computers.

51.	Click Add.
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52.	Click Add next to your NON production Mac computer.

53.	Click Done. 
NOTE: Do NOT use a Mac in production for testing.

54.	Click Self Service.
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55.	Select the checkbox for Make the policy available in Self Service.

56.	Scroll down to the Display in section.

57.	Select a category of your choosing. This guide will use Jamf Connect.

58.	Click Save.

59.	Click Policies.

57
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60.	Confirm the policy was created.

This completes this section. In the next section, we will install Jamf Connect.
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Section 6: Install and test Jamf Connect on a Mac Computer

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

• A Non Production Mac computer with FileVault enabled and enrolled in Jamf Pro
• Self Service+ installed by default from Jamf Pro
• On your Jamf Pro Server, Go to Settings>Computer Management>Security and make sure 

the three Jamf connect settings are enabled.

NOTE: FileVault is enabled here to demonstrate Jamf Connect’s Passthrough feature. This feature 
was highly requested because it eliminates the need for users to enter their login credentials twice 
when starting up or restarting a Mac computer.

In this section, we will install Jamf Connect using Self Service+ to validate the results of the 
previous sections in this guide. Before proceeding, ensure that the configuration profiles created 
in section three of this guide have been successfully deployed to your NON production Mac 
computer. These profiles contain the required settings for Jamf Connect and must be in place prior 
to installation.

Let’s verify the Jamf Connect Login and Menu Bar configuration profiles are installed.

1.	On your Non Production Mac computer, Open System Settings.

2.	Click General.

3.	Click Device Management.

2
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4.	Confirm the following Jamf connect profiles are shown. 
• Jamf Connect License(Optional)
• Jamf Connect Login
• Jamf Connect Menu Bar
• Jamf Connect Notifications
• Jamf Connect PPPC.  

5.	If you don’t see Jamf Connect Notifications, and Jamf Connect PPPC, you will need to enable 
those on your Jamf Pro server. Go to Settings > Computer Management > Security and make 
sure the three Jamf connect settings are enabled as shown in the picture B below. Quit System 
Settings when done.

6.	Click Self Service+ on the menu bar.

7.	Select HCS App Store.
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8.	Click Catalog.

9.	Click Jamf Connect. 
NOTE: This guide used Jamf Connect as the category, if you used a different category, select it.

10.	Click Install. Quit Self Service+ when the installation is completed.

11.	Log out of your Mac computer.

You are presented with the Jamf Connect Login screen. What appears after signing in will depend 
on how the existing account names on your Mac computer are spelled.

Scenario A 
On our test Mac there is an existing standard account named “kmitnick.” In Microsoft Entra ID, 
there is an account named “Keith” In this case, Jamf Connect will prompt you to select which local 
account to sync with your Microsoft Entra ID account.

Scenario B 
On our test Mac there is an existing administrator account named “Craig” which matches the 
account name in Microsoft Entra ID. Jamf Connect will automatically sync with the “Craig” account 
and you may be prompted to sync your password if it differs from your local Mac account password.

8
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Scenario A:
12.	Enter your Microsoft Entra ID user name and click Next.

13.	Enter your password and click Sign in.
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14.	Click Connect next to the account you want to sync. In this guide, we will select kmitnick. 
NOTE: This guide used a trial version of Jamf Connect which is why you see a license expiration 
date. If you followed the optional licensing steps in section four, you will not see the expired 
license warning. Notice the custom background image is set to solid blue and includes the 
login window message that we configured in the Jamf Connect Login configuration profile. The 
local user name HCS does not appear as an account that we can connect to because we added 
that user to be hidden from account migration.

15.	Your local Mac account password may be different from your Microsoft Entra ID account 
password. If so, you are prompted to enter your local Mac account password. This will sync 
your Microsoft Entra ID password with your local Mac account password. Future logins will only 
require your Microsoft Entra ID password. Click Connect.

Enter your local 
account password
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16.	If you are using the provided scripts for this guide, we configured a login script to run in the 
Jamf Connect login configuration profile. The script will open the HCS webpage on login.

17.	If you are using the provided images for this guide, we configured a custom image to replace 
the default Self Service+ icon in the menu bar. Let’s have a look at the items in the menu bar 
that we configured to show in the Jamf Connect configuration profile:

A. User Info: keith@hcstraining.net is currently signed in.
B. Connect: This will open the Jamf Connect sign in window.
C. Change Password: This will re direct you to a Microsoft Entra ID sign in window so you 

change your password.
D. Reset Password: This will re-direct you to a Microsoft Entra ID reset password window so 

you can reset your password.
E. HCS App Store: This will open Self Service+.
F. Remote Support: This will bring you to a remote support link on the HCS website.
G. User Privileges: This will show you if you are a standard or administrator user on your Mac 

computer.
H. About: This will show your the version of Jamf Connect that is running and will also allow 

you to collect log files for troubleshooting.

18.	Select Connect from the menu.
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19.	The Jamf Connect sign in screen will pop up and quick go away since you are already signed in. 
Notice the branded HCS logo in the Sign In window. 
NOTE: If Jamf Connect failed to sign in, the script we configured in the Jamf Connect 
configuration profile to run on failure will present the Jamf Connect Alert message shown 
below.

20.	Click the Self Service+ icon in the menu bar. Notice the logo has changed to a branded logo.
NOTE: You will only see this if you installed the branding files we created in section two of this 
guide.

21.	Select HCS App Store.

20
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22.	Self Service+ will open. The Jamf Connect Menu Bar is now part of Self Service+. Let’s have a 
look at some of the features. If necessary, click Home in the sidebar. An account management 
page shows the following:

A. User Account: Displays the current logged in user and their privileges. I.E. Administrator or 
Standard user.

B. Identity Provider: Displays the current logged in user account status.
C. Password Sync: Displays the password sync status.
D. Administrator Privileges available: This allows you to elevate a standard user account to an 

administrator for a set amount of time.
E. Password Management: This will re-direct you to a Microsoft Entra ID sign in window so you 

can change your password.

23.	Select Request now on Administrator privileges.

24.	Enter your Microsoft Entra ID user name.

25.	Click Next.
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26.	Enter your password. 

27.	Click Sign in.

28.	You are presented with a window asking you to select a reason for promoting you to an 
administrator. Select a radio button of your choosing. This guide will select General Use. 

29.	Click Continue.

30.	A notification will appear letting you know you are now a local administrator.

31.	Click on Self Service+ on the menu bar. You will see “End Admin Privileges” with the time 
remaining. We set this to 15 minutes in the Jamf Connect configuration profile. 

32.	Select “End Admin Privileges”.
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33.	A notification will appear letting you know you are no longer a local administrator.

34.	Click on Self Service+ on the menu bar.

35.	Select Remote Support.

36.	Remote Support takes you to the Remote Support page on the HCS website. We configured 
this in the Jamf Connect configuration profile.

34
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Scenario B
NOTE: All of the customizations shown in scenario A will be exactly the same in scenario B. We will 
not cover the customization steps in scenario B. Just the login in differences.

37.	Enter your Microsoft Entra ID user name.

38.	Click Next.

39.	Enter your password.

40.	Click Sign in.
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41.	Jamf Connect found the local Mac account named “Craig” and automatically selected it. Since 
Craig’s local Mac account password is different from his password in Microsoft Entra ID, he will 
be prompted to sync his Microsoft Entra ID password with his local Mac account password. 
Future logins will only require your Microsoft Entra ID password. 
 
Enter your local Mac account password and click Sync.  
NOTE: This guide used a trial version of Jamf Connect which is why you see a license expiration 
date.

42.	Click on Self Service+ on the menu bar. Notice you are connected to your Microsoft Entra ID 
account and you were demoted to a standard account based on your account role in  
Microsoft Entra ID.

42
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43.	Let’s test out the FileVault Passthrough setting we configured in the Jamf Connect configuration 
profile. Click the Apple menu. 

44.	Select Restart.

45.	At the FileVault pre-boot screen, select a user and enter the password. You will not be asked for 
your credentials a second time and will be brought directly to your desktop.

This completes the guide.
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