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How to Configure Jamf Connect with Okta

Preface

The purpose of this guide is to provide a workflow for Mac administrators to deploy Jamf Connect
using Okta as the Identity Provider (IdP). This guide will cover a myriad of topics such as installing,
customizing, and deploying Jamf Connect with Okta. Sections 9 - 11 of this guide are optional and
cover configuring Jamf Connect Notify and Jamf Unlock.

ltems required to follow along with this guide:

e Administrative access to your Okta web portal. If you don’t have Okta and would like to
following along, get an Okta developer account here: https://developer.okta.com/signup/

e Jamf Connect - You can download a trial here: http://jamf.it/JCDownload

e Administrative access to your Jamf Pro server.

e Administrative access to your Apple Business / School Manager portal.

e JC_Okta_Files - These are sample files that we use in the guide. Download them here:
https://hcsonline.com/images/Apps/JC_Okta_Files.zip

This guide was written and tested using the following:
e Jamf Connect 2.14.0
e Jamf Connect Configuration app 2.14.0
e Jamf Unlock 1.4.0 - iOS App
e Jamf Pro Cloud Hosted Server 10.40.1
e Composer 10.40.1
e Okta Verify 7.8.0 - iOS App used for Okta multi factor authentication
e Okta Server - A development server was used to write this guide
e macOS Monterey 12.5.1 running on a MacBook Air with an M1 processor
¢ iOS 15.6.1 running on an iPhone 12

Assumptions:

e Your Jamf Pro server is already tied into Apple Business / School Manger for Automated Device
Enrollment and Volume Purchasing.

e The Jamf Unlock app is already assigned to your Jamf Pro Server via Apps & Books from Apple
Business / School Manager.

e \We will NOT cover configuring the above items so please have them in place before you begin.

e For more Information on Integrating Apple Business Manager/Apple School Manager, please go
to the links below:

https://docs.jamf.com/jamf-pro/documentation/Volume_Purchasing_Integration.html?hl=apple
%2Cbusiness%2Cmanager

https://docs.jamf.com/10.41.0/jamf-pro/documentation/Automated_Device_Enrollment_
Integration.html

This guide would not be possible without the support and guidance from the following people:
- Adam Karneboge
- Craig Cohen
- Daniel Allen
- Erin McDonald
- Richard Goon
- Sean Rabbitt
- William Smith
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Section 1: Authenticate to Okta using the Jamf Connect Configuration App

Requirements for following along with this section:
e A Mac computer running macOS 10.15.4 or later. This guide will use macOS Monterey 12.5.1
e Jamf Connect installer DMG. This guide will use version 2.14.0
e The URL of your Okta server with an account you can use for testing login credentials.
e The Okta Verify app installed on your phone for MFA.
In this lesson we will configure the Jamf Connect Configuration App to use the Okta IDP with a
few basic settings. Jamf Connect authenticates Okta users directly to your domain using Okta's
authentication API, you do not need to perform any additional tasks in the Okta admin console
to enable authentication and password syncing. This section will show you how easy it is to test
connectivity to Okta using only your Okta URL and the Jamf Connect Configuration App.

Okta also supports OpenlID Connect. OpenlD Connect app integrations are only required to do
the following:

e Configuring local role assignment—You can determine if users are created with standard or
administrator local accounts with Jamf Connect by creating different app integrations in Okta
for standard users and administrators. You can then assign users to each app in Okta, and
Jamf Connect uses the user's app assignment to create the correct local account type.

¢ Deploying Jamf Unlock—The Jamf Unlock app only uses the OpenlD Connect authentication
protocol to authenticate users during the pairing process.

NOTE: We will cover configuring Okta app integrations for role based user assignment in the next
section of this guide.

1. Double click the JamfConnect-2.14.0 dmg.

JamfConnect-2.14
.0.dmg

2. Click Agree.
ON ] JamfConnect-2.14.0.dmg
If you agree with the terms of SOFTWARE LICENSE AND SERVICES AGREEMENT

this license, press “Agree” to

install the software. If you do | JAMF SOFTWARE, LLG (‘Jamf” or “we’) PROVIDES ACCESS TO ITS SOFTWARE AND SERVICES

i) L SUBJECT TO THE TERMS OF THIS SOFTWARE LICENSE AND SERVICES AGREEMENT (“SLASA”)

not agree, press “Disagree”. AND ALL SOWS, ORDERS AND ANY SUBSEQUENT AMENDMENTS (COLLECTIVELY, THE
“AGREEMENT”). PLEASE READ THE TERMS OF THIS AGREEMENT CAREFULLY. AS USED IN
THIS AGREEMENT, “CUSTOMER” OR “YOU” REFERS TO THE PERSON OR ENTITY USING THE
SOFTWARE OR RECEIVING THE SERVICES. YOU ACCEPT THE TERMS OF THIS AGREEMENT
EITHER BY (1) CLICKING A BOX INDICATING ACCEPTANCE OR (2) BY INSTALLING OR USING
THE SOFTWARE. IF THE INDIVIDUAL ACCEPTING THIS AGREEMENT IS ACCEPTING ON BEHALF
OF A COMPANY OR OTHER LEGAL ENTITY, THAT INDIVIDUAL REPRESENTS AND WARRANTS
THAT THEY HAVE THE AUTHORITY TO BIND THE ENTITY AND ITS AFFILIATES TO THIS
AGREEMENT. IF YOU DO NOT AGREE TO THIS AGREEMENT, YOU MUST NOT DOWNLOAD,
INSTALL OR USE THE SOFTWARE OR SERVICES.

1. Overview. This Agreement sets forth the terms under which you may license and use Jamf’s
Software and obtain Services (all as defined below) from Jamf. This Agreement applies if you
obtain Software or Services directly from Jamf or through a Jamf-authorized reseller. All
Software and Services will be identified in an applicable Quote or Order. If you use the Software
and Services in a free trial as Test Software, this SLASA governs that use.

2. Definitions.
a) “Affiliate” means any entity (i) that is owned more than 50% by a Party, (i) over which a

Party exercises management control, (jii) that is under common control with a Party or (iv)
that owns more than 50% of a Party’s voting securities or other voting interests of an entity.

Print Save... Disagree Agree
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TECHNOLOGY GROUP

3. Drag the Jamf Connect Configuration App to your Applications folder. Open the app when done.

A

JamfConnect.pkg Resources Jamf Connect Applications
Configuration

2018-2022 Jamf Software LLC

4. Follow these steps:

A. Click the Identity Provider tab
B. Name the configuration Jamf Connect Okta
C. Identity Provider: Okta

D. Auth Server: Enter the URL for your organizations Okta server Y
E. Click Test and select Okta g b
A [ ]
oinc ) 1
@ Jamf Connect Configuration ¢ ] . \ P 1
I - . Reset s?is Test| ) C— |
B aconnactona dentity Provider JLogin Connect = </> E
B 08/31/2022
Required
Identity Provider:  Okta C
Auth Server: de okta.com D

Okta

OIDC Auth Server:
Admin Client ID:
Access Client ID:

Secondary Login Client ID:

Advanced OIDC

OpenlD Connect Scopes:
Token Caching: Ignore cookies

ROPG Client ID:

0OIDC Client ID:

Client Secret:

Tenant:

OIDC Redirect URI:

Discovery URL:

Choose License... | Jamf Connect operates in trial mode without a license
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5. Enter your Okta account credentials
6. Click Sign In.

o Okta Test

= jamf CONNECT

User Name|[ kmitnick ]

(5o ] el

Passwordluuuuo

7. If you have MFA enabled in your Okta environment, you will be greeted with the message below.
Select the option that applies to you. This guide will use push and an alert will be sent to the
Okta verify app on your phone.

[ ] [ ) Choose MFA factor from the list.

push
OKTA token:software:totp

8. You have 30 seconds to accept the push message on your phone.

You have 30 seconds to allow login. Accept
prompt in OKTA Verify App then click OK

Cancel
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9. Tap Yes, It's me on your phone.

5:07 W T .
okta
o
" (N
Ozrr:
o
Did You Just Try to Sign In?

- Bay Shore, New York,
United States
More Info

J MAC_0s_x

UNRECOGNIZED DEVICE

@ Just now

Yes, It's Me ‘ ‘ No, It's Not Me

__J

10. If authentication was successful, you will see the message below. Click OK.

Success

Okta authentication is working.
First name: Keith
Last name: Mitnick

That is all you need to configure Okta with Jamf Connect for basic authentication settings. We will
cover configuring role based user assignment and enabling MFA in Okta in the next section of this
guide.

This completes this section.
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Section 2: Configure App Integrations, User Groups, and MFA in Okta

This section covers App Integration, role based user assignment with groups, and enabling MFA
in Okta. If you are NOT interested in assigning user permissions based on their roles in Okta or
enabling MFA, you can skip this section as it's NOT a requirement to use Okta with Jamf Connect.
If you plan on using the Jamf Unlock app, that will use the OpenlD Connect authentication
protocol to authenticate users during the pairing process so you would need to complete this
section if using Jamf Unlock.

Requirements for following along with this section:
e Administrative access to your Okta domain.
e Okta Verify app installed on your phone for MFA

Okta communicates with its own APl and authenticates users directly to your Okta domain. The
applications we will configure in this section are used to separate administrative users from standard
users in Okta. Once configured, you can create, demote or promote users on macOS using the role
assignment of the users account in Okta. We will also configure MFA for all Okta users. To follow
along with the MFA section of this guide, you will need to download the Okta Verify app to your
phone so you can approve the MFA messages.

NOTE: This guide will not cover setting up Okta verify on your device as it's available for multiple
device types and operating systems. The link below will cover setting up Okta verify based on the
operating system and device type you are using.

https://help.okta.com/eu/en-us/Content/Topics/end-user/ov-overview.htm?cshid=csh-user-ov-overview

What is an App Integration?

App Integration is the process of connecting disparate software applications in order to combine
data, share workflows, and communicate in real-time. In this section, we will create two Okta App
Integrations for use with Jamf Connect.

1. Using a web browser of your choice, sign in to Okta using your administrative credentials.

okta

Signn

Username

Password

j Remember me

Need help signing in?
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2. Expand Applications and click Applications.

okta

Dashboard N

Directory v

Customizations W

Applications ~
Applications

3. Click Create App Integration.

Applications

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.

Create App Integration | Browse App Catalog [ Assign Users to App }

More v

4. Configure the following:
A. In the section, Sign-in method, select OIDC - OpenlD Connect
B. In the section, Application type, select Native Application
C. Click Next

A

Create a new app integration

Sign-in method EDIDC - OpenlID Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

Learn More (2

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Application type Web Application

Server-side applications where authentication and tokens are handled on the
What kind of application are you trying to integrate PP

server (for example, Go, Java, ASP.Net, Node.js, PHP)

with Okta?

Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client receives
experience and provides the best configuration, SDK, tokens (for example, Javascript, Angular, React, Vue)

and sample recommendations. . —_—
ative Application

esktop or mobile applications that run natively on a device and redirect users
to a non-HTTP callback (for example, iOS, Android, React Native)

Cancel m — C
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5. Configure the following:
A. App Integration Name: Jamf Connect Desktop Admins
B. Logo: This is optional
C. Grant type: Enable Authorization Code and Implicit (Hybrid)
D. Sign-in redirect URIs: https://127.0.0.1/jamfconnect (NOTE - This is case sensitive)
E. Sign-out redirect URIs: Use default settings

F. Assignments: Allow everyone in your organization to access
G. Click Save

NOTE: For item D in the list above, you have the option of redirecting to macOS which will
use https://127.0.0.1/jamfconnect or you can choose to use the Jamf Unlock iOS app for
authentication which will redirect to jamfunlock://callback/auth. This guide will use the macOS
redirection.

i New Native App Integration
General Settings

App integration name Jamf Connect Desktop Admins L o el A

Logo (Optional) @
©

Grant type Client acting on behalf of a user
Authorization Code
Refresh Token

Learn More (2

Resource Owner Password
C SAML 2.0 Assertion

Device Authorization

Token Exchange

Implicit (hybrid)

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

https://127.0.0.1/jamfconnect

+ Add URI

Learn More (2

Sign-out redirect URIs (Optional) com.oktz J _E— E

+ Add URI

Learn More [0

Assignments

Controlled access Allow everyone in your organization to access
Limit access to selected groups

Skip group assignment for now

cance'

G
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6. Click Back to Applications.

< Back to Applications

&

Jamf Connect Desktop Admins

View Logs

7. Click Create App Integration.
iz Applications

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.

| Create App Integration | Browse App Catalog [ Assign Users to App }

More v

8. Configure the following:
A. In the section, Sign-in method, select the radio button for OIDC - OpenlD Connect
B. In the section, Application type, select the radio button for Native Application
C. Click Next

A

Create a new app integration

Sign-in method EOIDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

Learn More (2

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Application type Web Application

_ 9 : . Server-side applications where authentication and tokens are handled on the
What kind of application are you trying to integrate

server (for example, Go, Java, ASP.Net, Node.js, PHP)

with Okta?

Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client receives
experience and provides the best configuration, SDK, tokens (for example, Javascript, Angular, React, Vue)

and sample recommendations.
R Native Application

Desktop or mobile applications that run natively on a device and redirect users
to a non-HTTP callback (for example, iOS, Android, React Native)

Cancel m— C
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9. Enter the following:
A. App Integration Name: Jamf Connect Desktop Users
B. Logo: This is optional
C. Grant type allowed: Enable Authorization Code and Implicit (Hybrid)
D. Sign-in redirect URIs: https://127.0.0.1/jamfconnect
E. Sign-out redirect URIs: Use default settings
F. Assignments: Allow everyone in your organization to access
G. Click Save

NOTE: For item D in the list above, you have the option of redirecting to macOS which will
use https://127.0.0.1/jamfconnect or you can choose to use the Jamf Unlock iOS app for
authentication which will redirect to jamfunlock://callback/auth. This guide will use the macOS
redirection.

#. New Native App Integration
General Settings

App integration name Jamf Connect Desktop Users S ——t— A

Logo (Optional) @
©

Grant type Client acting on behalf of a user
Authorization Code
Learn More (3
Refresh Token
Resource Owner Password
C SAML 2.0 Assertion

Device Authorization

Token Exchange

Implicit (hybrid)

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

https://127.0.0.1/jamfconnect

+ Add URI

Learn More (3

Sign-out redirect URIs (Optional)

com.okta, z/ o—g— E

+ Add URI

Learn More (3

Assignments

Controlled access @ Allow everyone in your organization to access
Limit access to selected groups

Skip group assignment for now

Save Cancel

G 12



How to Configure Jamf Connect with Okta

10. Click Back to Applications.

I < Back to Applications I

Jamf Connect Desktop Admins

@

11. Click Jamf Connect Desktop Admins.

View Logs

i Applications 0 Help
Developer Edition provides a limited number of apps.
Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Create App Integration Browse App Catalog Assign Users to App ] [ More v
Search
Jamf Connect Desktop Admins
v
STATUS @ Client ID: Ooz npZPP4x7 i
ACTIVE 2
Jamf Connect Desktop Users
v
INACTIVE 0 @ Client ID: Oca' ‘eJsax7 #

12. Click Assignments
13. Click Groups.

Jamf Connect Desktop Admins

"
12
General Sign On Mobile Okta APl Scopes

Filters Priority  Assignment

People o Everyone ’ %

1
1 3 All users in your organization

Convert assignments v

14. Click Assign and select Assign to Groups.

General Sign On Mobile

Convert assig

Fi Assign to People

pd Assign to Groups
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15. Select your administrators group. This guide will select HCS Administrators. Click Assign.

Assign Jamf Connect Desktop Admins to Groups

Search...

HCS Administrators
o Assign
HCS Administrators
HCS Users
o Assign
HCS Users
16. Click Done.

Assign Jamf Connect Desktop Admins to Group$

Search...

o HCS Administrators
HCS Administrators

HCS Users
o Assign
HCS Users

-l

17. Remove the Everyone group.

Jamf Connect Desktop Admins

VienLogp

General Sign On Mobile Assignments Okta API Scopes

Filters Priority ~ Assignment
People

g o Everyone. o 7
Groups All users in your organization

© Hcs Administrators
HCS Administrators

Convert assignments v
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18. Click OK.

Unassign Group

Are you sure you want to remove Jamf Connect Desktop Admins from Everyone? This may remove
end users' access to or change their permissions in Jamf Connect Desktop Admins.

n Cancel

19. Click Back to Applications.

©

Jamf Connect Desktop Admins

View Logs
General Sign On Mobile Assignments Okta API Scopes
m Convert assignments v Search...
Filters Priority  Assignment
People s
1 o HCS Administrators ’ x
Groups HCS Administrators
20. Click Jamf Connect Desktop Users.
Applications © Help
Developer Edition provides a limited number of apps.
Deactivate unused apps or check out our plans page. Contact us to find a plan that s right for your organization.
Search
Jamf Connect Desktop Admins
STATUS © Client ID: Ooa. Paxt g
ACTIVE 2]
Jamf Connect Desktop Users
INACTIVE o © Client ID: Ooai relsax? L

21. Click Assignments.
22. Click Groups.

Jamf Connect Desktop Admins

: Active v 8, | View Logs 21
General Sign On Mobile Okta API Scopes

Filters Priority ~ Assignment

People o Everyone 7 x

1
22 All users in your organization
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23. Click Assign and select Assign to Groups.

General Sign On Mobile

Convert assig

Fi Assign to People

p¢ | Assign to Groups

24. Assign your administrators and users groups by selecting Assign.
NOTE: For the Jamf connect desktop users group, your administrator user group MUST be
assigned with your user group.

Assign Jamf Connect Desktop Users to Groups *

Search...

HCS Administrators
o Assign
HCS Administrators

HCS Users
o Assign
HCS Users

25. Click Done.

Assign Jamf Connect Desktop Users to Groups *

Search...

o HCS Administrators
HCS Administrators

o HCS Users

HCS Users

26. Remove the Everyone group.

Jamf Connect Desktop Users

ViewLogs

General Sign On Mobile Assignments Okta API Scopes
w Convert assignments v Search...
Filters Priority  Assignment
People
. o Everyone ,
Groups All users in your organization
5 o HCS Administrators 7’ x
HCS Administrators
3 o HCS Users 7 x
HCS Users
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27. Click OK.
Unassign Group

Are you sure you want to remove Jamf Connect Desktop Users from Everyone? This may remove end

users' access to or change their permissions in Jamf Connect Desktop Users.

m cancel

28. Click Back to Applications.

< Back to Applications

Jamf Connect Desktop Users

@

General Sign On Mobile Assignments Okta API Scopes

m Convert assignments v Search...

Filters Priority  Assignment
People .
1 o HCS Adm!n!strators ’ %
Groups HCS Administrators
2 o HCS Users p; «
HCS Users

29. Open a text editor of your choice and save each client ID. Name the file Okta Client IDs. We will
need these ID’s in a later section of this guide.

( JCN 'i Okta Client IDs
Helvetica & B3 v E

Okta Client IDs

12 > » > » > » > » >
0 1 2 3 4

Jamf Connect Deslctop Admins Client ID
Ooa™ N

Jamf Connect Desktop Users Client ID
Ooai

The next steps in this section are to enable MFA for all Okta users. These steps are optional so
feel free to move on if MFA is not needed in your organization.

NOTE: If you want to enable multi-factor authentication (MFA) for users, you must enable

MFA at the organization level rather than the app level. Enabling MFA at the app level is not
recommended and may cause errors in Jamf Connect. Jamf Connect may allow users with the
same username and password to log in to the incorrect local account. To ensure users can only
log in to their account, a multi-factor authentication (MFA) method is recommended. Jamf
does not accept any responsibility or liability for any damages or security exploitations due to
identically provisioned account credentials.

What is MFA?

Multi-factor Authentication (MFA) is an authentication method that requires the user to provide
two or more verification factors to gain access to a resource such as an application, online
account, or a VPN. MFA is a core component of a strong identity and access management
policy. Okta has an app called Okta Verify that can be used for MFA on your mobile device.
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30. On the Okta sidebar menu, expand Security.
31. Click Authentication.

okta

Dashboard bd

Directory v

Customizations v

Applications v

Security
General

HealthInsight

Authentication

32. Click Sign-on.
33. Click Add rule.

Authentication © Help

Password |  SignOn

Add New Okta Sign-on Policy

1 Default Policy

Default Policy

Description The default policy applies in all situations if no other policy
applies.
Assigned to groups O Everyone
| Add rule I 3 3
Priority  Rule Name Access Status Actions
1 Default Rule Allowed Active P
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34. Enter the following:
A. Rule Name: Okta Verify MFA Jamf Connect
B. Exclude Users: Exclude Users
C. Policy Settings: Match what is shown in the picture below.
D. Multi-factor Authentication (MFA): Select the radio button for Required
E. Users will be prompted for MFA: Select the radio button for At every sign in
F. Session expires after: 2 hours
G. Click Create Rule

NOTE: Feel free to set the items below to the needs of your organization. ltems selected below
are for simplicity.

Add Rule

Rule Name Okta Verify MFA Jamf Connect '{_ A
P I

Exclude Users Exclude Users

Policy settings

IF User'sIPis Anywhere

Manage configuration forNetworks

AND Authenticates via Any

Ry Behavioris Select behavior

AND Riskis Any

THEN Accessis l Allowed

Multifactor authentication (MFA) Not required

. D
is
@ Required

Manage what can be used for MFA inMultifactor

Users will be prompted for MFA At every sign in
When signing in with a new device cookie
After MFA lifetime expires for the device
cookie

Learn more about how MFA is prompted
in documentation (3

Session expires after 2 o Hours .

L ¢
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35. Confirm the rule was created and listed as number 1 in the list. If all looks good, you can logout
of the Okta portal.

Authentication @ Help

Password  SignOn

Add New Okta Sign-on Policy

1 Default Policy

Default Policy

Description The default policy applies in all situations if no other policy
applies.
Assigned to groups O Everyone
Add rule
Priority  Rule Name Access Status Actions
i Okta Verify MFA Jamf Allowed ° 7 «
Connect
2 Default Rule Allowed Active )

This guide will not cover setting up Okta verify on your device as it's available for multiple
operating systems. The link below will cover setting up Okta verify based on the OS and device
type you are using. You will need to configure this now for your Okta account to follow along with
the rest of this guide if you're using MFA.

https://help.okta.com/eu/en-us/Content/Topics/end-user/ov-overview.htm?cshid=csh-user-ov-
overview

This completes this section.

20
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Section 3: Creating a code signing certificate using Jamf Pro’s CA
This section will cover creating a code signing certificate using your Jamf Pro server.

Requirements for following along with this section:
e A Mac computer running macOS 10.15.4 or later enrolled in your Jamf Pro server.
e Administrative access to your Jamf Pro server.

Why do we need a code signing certificate?

In order to deploy a package using a PreStage enrollment in Jamf Pro, the package must be
signed. In the next section of this guide, we will create a custom package with images and scripts
that will be used to customize the look of Jamf Connect. This package must be signed in order to
deploy it using a PreStage Enrollment in Jamf Pro. If you have your own signing certificate, feel free
to use that and skip this section of the guide.

When creating a code signing certificate using your Jamf Pro server, make sure to follow the steps
in this section on a Mac computer that is enrolled in Jamf Pro. Failure to do so will result in a code
signing certificate that is not trusted.

1. Open Keychain Access located in /Applications/Utilities.

Keychain Access

2. Select Keychain Access > Certificate Assistant > Request a Certificate From a Certificate Authority.

Keychain Access File Edit View Window Help

About Keychain Access

Preferences...

Open...

Ticket Viewer Create a Certificate...
. Create a Certificate Authority...
Services
Create a Certificate For Someone Else as a Certificate .
Hide Keychain Access Lt ) Request a Certificate From a Certificate Auth

3. Configure the following:
A. User Email Address: Enter your email address
B. Common Name: Enter a name of your choosing. This guide will use HCS-Jam{fSign
C. CA Email Address: Leave this blank.
D. Request is: Select the radio button for Saved to Disk.
E. Click Continue.

[ N Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: kmitnick@hcsonline.com — A
Common Name: |HCS-Jamfsign o—l—_ B
CA Email Address: —_— C

Reguest is: T
© Saved to disk D

Let me specify key pair information

(o 1

21



4. Configure the following:

A. Save as: CSR.txt
B. Where: Desktop
C. Click Save

Save As: [ CSR.tx{ .4_ A

Tags:

Where: [ Desktop

8—8B

Cancel ﬁ_ C

5. Click Done.

[ X NG Certificate Assistant

Conclusion

Show In Finder...

Your certificate request has been created on disk.

How to Configure Jamf Connect with Okta

Done |

6. Open the CSR.txt file on your desktop with a text editor of your choice.

CSR.txt

7. Copy the entire CSR text.

| N * CSR.txt

——BEGIN CERTIFICATE REQUEST-:

CAXgCAQAWSZE IMCMGCSg pY2tAaGNz

EXS

Hep =25

'3
0

wn. =<
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TECHNOLOGY GROUP

8. Log into your Jamf Pro Server.

“A jamf PRO

USERNAME

PASSWORD

All contents

2002-2022 Jamf.
Il rights reserved.

9. Click Settings (&) in the upper-right corner.
10. Click Global Management.
11. Click PKI Certificates.

jamf

Computers

Dev

All Settings

10.401-116!

10

9581750

System Settings
Comy

Mobile Device

Global Management

How to Configure Jamf Connect with Okta

Global Management

> 5 4 =2 o

* L E I

Categories Push GSX MDM Profile PKI
Certificates Connection Settings Certificates
- 2 @
£ Jamf Applications -
Volume User-Initiated Automated Apple Re-enroliment
Purchasing Enroliment Device Education
Computers StirSanie Enroliment Support
Mobile D (
) j
O,{) Server Infrastructure (7) @ uﬁj 1
Event Logs Webhooks AirPlay Conditional Device
Permissions Access Compliance
- N
12. Click Management Certificate Template
13. Click Create Certificate from CSR.

Settings : Global Management

< PKI Certificates
Certificate Authorities Management Certificate Template JSON Web

Built-in CA

CA Subject Name:

Download CA Certificate

CN=Keith Michael Music LL¢

Create Certificate from CSR

Create CA Backup

— 13

12
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14. Configure the following:
A. Paste in the CSR text that you copied in step 7.
B. Certificate Type: Web Server Certificate
C. Click Create.

Create Certificate from CSR

=

3CmfNjP

=

‘NjWARp

JUKPOPR=—

ldJAOC

1GdZ30

_kjyNMzi

JZLx1bH

L R N R NP N ST T

ITGYOt9
xJ6
-----END CERTIFICATE REQUEST-----

Certificate Type Type of certificate to create

B _F‘(eb Server Certificate v

Cancel @_ C

15. Click Allow.
NOTE: After downloading the file your web browser may need to be refreshed to properly
display things in Jamf Pro.

Do you want to allow downloads on
"kmm.jamfcloud.com”?

You can change which websites can download files in
Websites Preferences.

Cancel Allow

16. The certificate will download to your Downloads folder. Drag the certificate to your Desktop
and double-click to open the file.

C=US,CN=HCS-
JamfSig...com.pem
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17. From the Keychain menu, select login.

18. Click Add.

Certffocte

a keychain?

View Certificates

19. In Keychain Access Click your login keychain, you will see the certificate on the right side.

Double click on

[ NN )
Default Keychains
of* login

o' Local Items
System Keychains
£ System

(@ System Roots

Add Certificates

Do you want to add the certificate(s) from the file
“C=US,CN=HCS- i itni ine.com.pem” to

Keychain: login e 17

Cancel 18

your certificate to see more settings.

E/f @ Q Search

Keychain Access

Allltems Passwords Secure Notes My Certificates Keys Certificates

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

Name -~ Kind Date Modified E

| <key> public key - 1
¢ <key> private key - -
/.. Apple Persistent State Encryption  application password  Jun 7, 2021 at 4:27:44 PM -
/.. com.apple.sco...okmarksagent.xpc  application password Jun 2, 2021 at 10:03:47 PM -
| com.jamfsoftw...fService.privatekey private key -- ]
¢ comjamfsoftw...IfService.publickey public key = ]

handats reeT— Mondafi i Jad 2001 240:92:90 DAL
I = Sign certificate - I
' . sk Y
| HCS-JamfSign private key = 1

20. Expand ( ) Trust to view the settings.

Details

Subject Name
Country or Region
Common Name
Email Address

Issuer Name
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

us
HCS-JamfSign
kmitnick@hcsonline.com

Keith Michael Music LLC JSS Built-in Certificate Authority

2609016175

3

SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11 )
None

Tuesday, June 8, 2021 at 7:18:11 PM Eastern Daylight Time
Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
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21. On the first item, When using this certificate section, click the menu and select Always Trust.

o0e HCS-JamfSign
= HCS-JamfSign
Certificate - . (o . .
G | Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
= ‘-i Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
This certificate is valid
Trust

When using this certiﬁcate:l Use System Defaults @ 7 I

Secure Sockets Layer (SSL) no value specified
Secure Mail (S/MIME) no value specified
Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified

Code Signing no value specified

Time Stamping no value specified

X.509 Basic Policy no value specified

22. Close the window.

EI ) @ HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

Crrtifpcate

Trust
When using this certificate: Always Trust ?

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust B
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust
Code Signing Always Trust B
Time Stamping Always Trust
X.509 Basic Policy Always Trust

23. Enter your admin credentials and click Update Settings.

7~ You are making changes to your Certificate
Trust Settings.

Enter your password to allow this.

User Name: keith

Password: || |

Cancel Update Settings
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24. Confirm the certificate shows up as trusted. Quit Keychain Access.

| NON Keychain Access O @  Q search

Default Keychains All ltems  Passwords Secure Notes My Certificates Keys Certificates

of login

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thur! N 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is marked as trusted for this account

o Local ltems Corntifieate

System Keychains

B System

@ System Roots Name ~ Kind Date Modified
§ <key> public key -
G <key> private key -

1" Apple Persistent State Encryption application password Jun 7, 2021 at 4:27:44 PM
[__ com.apple.sco...okmarksagent.xpc application password Jun 2, 2021 at 10:03:47 PM
{ com.jamfsoftw...fService.privatekey private key --

‘© com.jamfsoftw..IfService.publickey public key -

[“ handoff-own-encryption-key Handoff Encryption... Jun 4, 2021 at 8:12:19 PM
Fs HCS-JamfSign certificate -
i HCS-JamfSign public key -
¥ HCS-JamfSign private key -

In the next section, we will build a custom package that includes images and scripts to be used
when deploying Jamf Connect.

This completes this section.
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Section 4: Packaging Images and Scripts for Branding Jamf Connect

Requirements for following along with this section:

® A Mac computer running macOS 10.15.4 or later enrolled in Jamf Pro

¢ A code signing certificate installed on your Mac Computer

e Branding Images and Scripts

e Jamf Composer

e JC_Okta_Flles downloaded from: https://hcsonline.com/images/Apps/JC_Okta_Files.zip
In this section we will create a folder structure for branding images, and scripts. Once the structure
is created, we will add our branding images, Login Window scripts, and Menu bar scripts to the
corresponding folders then use Composer to set permissions and create a package to deploy to all
computers.

To follow along with this section you will need your branding images, Login Window scripts, and
Menu bar scripts readily available. This guide assumes those items are located on your Desktop.

The recommended size for branding icons:

e Menu bar icons: 16x16 pixels
¢ Login logo: 250 x 250 pixels
e Sign in Logo 449 x 131 pixels

NOTE: This guide will use Composer for packaging. You can get Composer from your assets in
your Jamf account located at https://id.jamf.com

1. In the Finder, go to the Go menu and select Go To Folder.

Go Window Help

Go to Folder...

2. Enter the following path: /usr/local
3. Click Go.
Go to Folder

Go to the folder:

(Jusrflocalf ‘—g— 2
Cance |,
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4. Create a New Folder.

File Edit View Go Window

New Folder 0¥ N

5. Enter your Admin credentials then click OK.

q Finder wants to create a new empty folder.
| |

E ]
é Enter an administrator’'s name and password to allow this.

User Name: || |

Password:

Cancel

6. Name the folder jamfconnectbranding.
7. Open the jamfconnectbranding folder.

[ JCN J 3 local
Name ~  Date Modified
> B3 bin Jun 16, 2022 at 4:33 PM
> @ jamfconnectbr: day at PM
88 1D May 3, 2022 at .01 PV

8. Follow steps 3 and 4 to create two folders within the jamfconnectbranding folder:
® images
® scripts

< > jamfconnectbranding

Name ~  Date
> [ images Tod:
> [ scripts Tod:

9. Drag your branding images to the Images folder. If you have scripts, drag them to the scripts folder.
NOTE: You can use the sample files provided with this guide if you don't have your own scripts or

images.
[ XX ] [ jamfconnectbranding
X 8 items, 409.31 GB available
jamfconnectbranding
Name ~  Date Modified
v [ images Today at 11:48 AM
M HCSBackgroundimage.png Jun 14, 2021 at 10:1¢
& HCSLoginWindowLogo.png Jun 11, 2021 at 11:14
\# HCSMenultemLightMode.png Jun 11, 2021 at 1:07 |
~ [ scripts Today at 11:46 AM
. loginWindow.sh Jun 15, 2021 at 12:1€
. menuBar.sh Jun 15, 2021 at 2:56
. notify.sh Sep 3, 2022 at 11:22
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10. Launch Composer located in /Applications/Jamf Pro.
JL
w
Composer

11. Drag the jamfconnectbranding folder to Sources.

A 5 ~ [ XN J 3 local
Composer 10.39.0 L& ﬁ ‘ &
New Build as DMG  Build as PKG Search Name ~  Date Modified
SOURCES , > B3 bin Jun 16, 2022 at 4:33 PM
> [ jamf Jun 16, 2022 at 4:33 PM
RACKACES: > i jamfconnectbranding  Today at 4:18 PM

> lib May 3, 2022 at 1:01 PM

12. Configure the following:
A. Expand the usr folder
B. Expand the local folder
C. Select the jamfconnectbranding folder.
D. Change the Owner to: root
E. Change the Group to: wheel
F. Confirm the permissions are set to 755.
G. Click the Apply Permissions (®).
H. Click Apply Permissions to jamfconnectbranding and All Enclosed items.

*& ﬁ ﬂ Q Search

® © ® Composer

New Build as DMG  Build as PKG Search
SOURCES
> @ jamfconnectbranding
> mm jamfconnectbranding C
PACKAGES

Sroup. heel (0)

Everyone:
jamfconnectbranding

Apply Permissions to jamfconnectbranding and All Enclosed Items

pply Owner and Group to jamfconnectbranding and All Enclosed Items

pply Owner to jamfconnectbranding and All Enclosed Items
pply Group to jamfconnectbranding and All Enclosed Items

ly Mode to jamfconnectbranding and All Enclosed Items

H
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13. Click the Composer menu then select Preferences.

Composer File Edit

About Composer
Preferences... *®,
Services >
Hide Composer ¥ H
Hide Others N ¥#H
Show All

Quit Composer #¥Q

12. Click Packaging.
13. Select the checkbox for Sign with.

14. From the menu, select your signing certificate.
15. Click Save.

NOTE: We need to sign this package if we want to use it in a PreStage enrollment in Jamf Pro.
If you don't have a code signing certificate, refer to section 3 of this guide to create one before

continuing with the next step. 12

® © ® Composer Preferences - @‘

Packaging | Exclusion List Advanced

Build flat PKGs
13Sign with: HCS-JamfSign —e 14
Remove .DS_Store files in common locations

Scan images when building DMGs
Play sounds

Reveal in Finder when done

Executable Types in PKGs: Automatically detect executable types
DMG Target Filesystem: = Prompt

16. Confirm your settings.
17. Click Build as PKG.

® © ® Composer10.39.0 - VY © Q Searc
New Build as DMG | Build as PKG Search
SOURCES v B usr
> & jamfconnectbranding v [ local

> @ jamfconnectbranding

PACKAGES
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18. Save the package to your Desktop.

[ Desktop Q

Cance'

19. Enter your Admin password to sign the package.

20. Click Allow. You will see this message twice.

) productsign wants to sign using key “HCS-
| . JamfSign” in your keychain.

=
g To allow this, enter the “login” keychain password.

Password: | |

? Always Allow Deny Allow

21. Enter your Admin password to sign the package.
22. Click Allow.

7\ productsign wants to sign using key “HCS-
| JamfSign" in your keychain.

=
g To allow this, enter the “login” keychain password.

Password: | |

? Always Allow Deny Allow

23. Confirm the package was created on your Desktop. Leave this package on your Desktop as we
will need to upload it to Jamf Pro later in this guide.

jamfconnectbrandi
ng.pkg

In the next section, we will use the Jamf Configuration App to configure a Login Window and
Menu Bar profile to customize the settings needed to use our branded images, scripts, and other
configurations for Jamf Connect.

This completes this section.
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Section 5: Create a Jamf Connect Login and Menu Bar Configuration Profile

In this section we will create settings for the Jamf Connect Login Window and Menu Bar using
the Jamf Connect Configuration App. There are a lot of optional settings for Jamf Connect and
this guide will not cover all of them. Please refer to the Jamf Connect Admin Guide for more
information.

If you downloaded the sample files for this guide and want to following along, be sure to fill out all
the fields as shown in the pictures in this section. There are many optional configurations discussed
in this section and we will not configure all of them.

https://docs.jamf.com/jamf-connect/documentation/Jamf_Connect_Documentation.htm|

Requirements for following along with this section:
® A Mac Computer running 10.15.4 or later.
e Jamf Connect Configuration App
e Okta Client IDs file. Created in section 2 of this guide

1. Open the Jamf Connect Configuration App.

Jamf Connect
Configuration

2. In Section 1 of this guide, we created a configuration named Jamf Connect Okta. Select that
configuration. Confirm it should have two settings configured in the Identity Provider tab.
Identity Provider is Okta and the Auth Sever has your Okta domain listed. Nothing else should
be configured.

@ Jamf Connect Configuration ©) *L ™
Reset Save Test
Jamf Connect Okta Identity Provider Login Connect = </>
08/31/2022
Required
Identity Provider: | Okta Confirm
Auth Server: | dev- okta.com these
settings

Okta

OIDC Auth Server:
Admin Client ID:
Access Client ID:

Secondary Login Client ID:
Advanced OIDC

OpenlID Connect Scopes:
Token Caching: Ignore cookies

ROPG Client ID:

OIDC Client ID:

Client Secret:

Tenant:

OIDC Redirect URI:

Discovery URL:

Choose License... | Jamf Connect operates in trial mode without a license
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3. Open the Okta Client IDs file that we created in Section 2 of this guide.
eo0e® " Okta Client IDs
Helvetica 2 & v ]
Okta Client IDs
2 S S S S S S S S
o 1 3 4

2
Jamf Connect Desktop Admins Client ID
Ooa. . .. o ——

Jamf Connect Desktop Users Client ID
0oai

4. In the Okta section, enter the following:

A. Admin Client ID: Enter the client ID for the admin group that you created in Okta. This guide
will use the Jamf Connect Desktop Admin group.

B. Access Client ID: Enter the client ID for the standard user group that you created Okta. This
guide will use the Jamf Connect Desktop Users group.

C. Secondary Login Client ID: This guide will enter the client ID of the Jamf Connect Desktop
Admin group.
NOTE: The Secondary Login Client ID field can be configured in multiple ways. This field is
used to restrict who can make a second account on a client device. It could be an additional
user group or and existing user group. This is most commonly configured with the admin
group client ID for added security.

D. In the Advanced OIDC section: OIDC Redirect URI: https://127.0.0.1/jamfconnect

5. Click the Login.

[ ] Jamf Connect Configuration ] fb D]
Reset Save Test
Identity Provider| Connect =
Jamf Connect Okta Lol Y stz
08/31/2022
Required 5
Identity Provider: ~Okta
Auth Server: dev- okta.com
Okta
OIDC Auth Server:
Admin Client ID:  Ooa’ mpzPPax7 A
Access Client ID: Ooca 7eJsax7 B
Secondary Login Client ID:  Oo 7PP4x7 C
Advanced 0IDC
OpenlD Connect Scopes:
Token Caching: Ignore cookies
ROPG Client ID:
0IDC Client ID:
Client Secret:
Tenant:
OIDC Redirect URI:  https://127.0.0.1/jamfconnect D
Discovery URL:
Choose License... = Jamf Connect operates in trial mode without a license
+ =@
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6. The Login tab has many options and we will not cover all of them in this guide however, | will
discuss some of them briefly. Configure these settings to your needs.
User Creation

Initial Password: Create a separate local password - In order to set this key to false, you need to check the
box next to Create a separate local password, then un check it. This will generate the XML key value pair
and set it to false. If set to true, it would generate a different password than the one you used to login with
your Okta credentials which may confuse your users.

User Creation

e Create all new users as local administrators. Check this if you want all users to be created as admins when
they log in with their Okta credentials.

e Convert existing mobile accounts to local users. Check this if you want to migrate your mobile accounts to
local Mac accounts.

e Ignore roles. Check this is you want to ignore the role of the user in Okta. I.E. If a user is an admin in Okta
but you want them to be a standard user on their Mac.

Account Migration

e Check this if your users already have a local account on the Mac and they want to link it to their Okta
login. This will avoid the user having two separate accounts when they log in with their Okta credentials. It
adds an alias to their existing user account on the Mac with the Okta username.

NOTE: If the name of your home folder matches your Okta account, you will not be prompted to migrate
when logging in. It will use your exisiting home folder.

e Hide the “Create New User” option from users during account migration. Check this if you don't want a
user to create a new account during the migration process from a mobile account to a local Mac account.
This can avoid accidentally creating a second account for the user.

e Hide Users. If you have local administrators on the Mac and you don’t want to link them with a network
account when they log in, add their account short name to the field. If there are multiple users, separate
them with a comma.

e FileVault. Since this guide is written using Jamf Pro as the MDM server, | recommend handling FileVault
using your Jamf Pro server and allow the key to be escrowed back to the Jamf pro server.

e Keychain. Check the box to create the Jamf Connect Keychain.

Authentication
e Authentication: Check the box to Always require network authentication. This provides added security.

e In the field below, you can enter the short names of accounts that can bypass requiring a network
connection to authenticate. Useful for local Mac admin accounts.

e | ocal Fallback: Check the box to Allow local authentication if a network is unavailable. This is useful when
you don't have an internet connection but still need to log in to your Mac. Works in conjunction with the
Always require network authentication check box.

e Jamf Connect Configuration © L ®
Reset save Test
Jamf Connact OKta Identity Provider Login Connect = </>
08/31/2022
User Creation
Initial Password: Create a separate local password
User Creation: Create all new users as local administrators

Convert existing mobile accounts to local users
Ignore roles
Admin Roles:
Admin Attribute:
Short Name:
Full Name:
Account Migration: Connect existing local users to a network account
Hide the “Create New User" option from users during account migration
Hide Users: jssadmin, ladmin, admin, jamfmanage
FileVault: Enable FileVault for first user

Save FileVault recovery key

Keychain: @ Create Jamf Connect keychain

Authentication

Authentication: Always require network authentication
jssadmin, ladmin, admin, jamfmanage

Local Fallback: Allow local authentication if a network unavailable.
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7. Continuation from Step 6.
Appearance (optional)

e Internet: Check the box to Allow network selection. This will allow you to select a Wi-Fi network at the
Login Window.

e Login Window Message: This will show a custom message at the login window

e Background: Enter the path of the background image you want to use at the Login Window.

¢ Login Logo: Enter the path of the Login Logo image you want to use at the Login Window.

e | ocal Auth Button: You can change the name of the local auth button to a custom name.

e Hide restart and Hide shutdown. Check the box if you want to hide these buttons at the Login Window.
Help section: (Optional)

e Help URL: URL to a help page of your choosing.

e L ocal Help File: You can create a custom help file that lives in the same location on all Macs.

Script (optional)

e Script Arguments: You can run commands entered in this field. For example, if you wanted to run a
script on a successful Login, enter the path to the script you want to run in the field. See the Script Path
in the picture below.

e Script Path: Location of a script that will run at login on all Macs.
Acceptable Use Policy (optional)
® You have the option of entering in text in all the the following fields: Title, Subtitle, Body Text.

e Audit File Path: You can specify a file location to record all users that have accepted the Acceptable Use
Policy. NOTE: Jamf recommends using /Users/Shared as the path.

e Acceptable Use Policy Path: You can create your own acceptable use policy and place it on a website or
in a local file on all Macs in the same location.

* MFA Message: You can add custom text to be displayed to the user telling them to enter their Okta
verification code sent to their device.

8. After reviewing, click Connect.

&
o

[ ] Jamf Connect Configuration ]

Reset s:
Identity Provider Login
Jamf Connect Okta
08/31/2022
RUFU SuLLESS LuuEs.

Appearance

H

Test

<>

Internet: Allow network selection
Login Window Message: Property of HCS Technology Group. If found, please call (866) 518-9672

I ing/i png

SLoginWir 0go.png

Login Logo: |t
Local Auth Button:
Hide restart

Hide shutdown

Help

Help URL: https://hcsonline.com/support

Local Help File:

Script

Script Arguments:

Script Path:

o
5

Acceptable Use Policy
Title: End User License Agreement
Subtitle: HCS EULA
Body Text: This computer is property of HCS Technology Group. By logging into this computer, you are b

It is improper and prohibited to use the Systems for any reason unrelated or detrimental to Cor
i.  Accessing or transmitting proprietary information, customer information or confidenti

Audit File Path:

Acceptable Use Policy Path:
Okta

MFA Message:
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9. Under Authentication, in the Auth Server field, will show the URL of your Okta server.

Sign In (Optional).

¢ Sign In Logo: Location of the branded logo to use at the Jamf Connect sign in window.

¢ The following field names can be customized to your needs. For example, the Username
Label can be changed to a name of your choosing like Email address.

e Username Label, Password Label, Window Title, One-time-Password Message, MFA
Excluded.

e Automatic Sign-In - Check this box to enable Jamf Connect to automatically sign in using
your stored credentials in your keychain.

Custom Branding (Optional).

e Light Mode Icon: Location of the Menu Bar icon on all Macs using Jamf Connect.

e Dark Mode Icon: Location of the Menu Bar icon on all Macs using Jamf Connect.

e Show Welcome Window - | recommend checking the box then un checking the box to
disable the Welcome Message from showing up on each login. That will generate the xml
key value pair and set it to false.

e Use Unbranded App Icon. This will replace the Jamf Connect Menu Bar icon
with a generic logo (Shown to the right). Use this if you don't want the users to %
see the Jamf icon in the menu bar or if you don't have your own branded icon.

This guide will use a branded icon so there’s no need to check this box.

[ ] Jamf Connect Configuration ¢ ] (D]
Reset Save Test
Jamf Connect Okta Identity Provider Login Connect i= </>
08/31/2022 Authentication
Auth Server: dev- okta.com
Sign In
Sign In Logo: /usr/local, nectbranding/images/HCSLoginWindowLogo.png

Username Label:
Password Label:
Window Title:

One-time Password
Message:

MFAExcluded:

MFA Rename: +
Automatic Sign-in
Automatically Push Last MFA Method
Require Sign-in

Automatically Open Jamf Connect at Login
Custom Branding

Light Mode lcon:  Jusrflocalfjamfconnectbranding/images/HCSMenultemLightMode.png
Dark Mode Icon:
Show Welcome Window

Use Unbranded App Icon
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10. Password (Optional).
¢ Network Check-in Frequency: By default, Jamf Connect will check every 60 minutes to see if
the Okta password matches the local account of the user on the Mac. If they are out of sync,
Jamf Connect will prompt the user to sync them. If you want to change this to happen more
frequently, add a number to this field.
e The other items in the password section will not be discussed in this guide.
¢ Please refer to the Jamf Connect admin guide for more info on these items.

User Help (Optional).

¢ Help Options: Enter a URL to a help page or path to a help file located on all Macs using
Jamf Connect.

¢ Help Type: The type of help option to be used by Jamf Connect. URL or File

e Software Path: Enter the path to an application that you would like to open via the Jamf
Connect Menu Bar.

(O3]

Test

&

[ ] Jamf Connect Configuration ]

Reset
Jamf Connect Okta
08/31/2022 Password

»
&
2
3

Identity Provider Login Connect

</>

Network Check-

2 minutes
in Frequency:

Check On Network Change

Expiration Countdown: days
Expiration Notification: days
Expiration Manual Override: days

Change Password URL:
Reset Password URL:
Sync Password Message:
Password Sync Block List:
Password Policy Message:

Password Policy

Minimum Length:
Minimum Uppercase:
Minimum Lowercase:

Minimum Numbers:
Minimum Symbols:
Minimum Matches:

Exclude Username

User Help

Help Options: https://hcstech.zendesk.com
Help Type: URL

Software Path: /Applications/Self Service.app
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11. Scripting (Optional).

 You can add the path to a script in each field listed. For example, if you wanted to run a script
on a successful Authentication, enter the path to the script you want to run in the field. See

the path in the On Auth Success field in the picture below.
Kerberos (Optional).

e If you require Kerberos, enter the information for your Kerberos Realm in this section. NOTE:
Kerberos will require a connection to an on premise Active Directory server.

Menu Items (Optional).

® You can enable or disable any of the items listed in this section from showing up in the Jamf

Connect Menu bar.

o Jamf Connect Configuration

Jamf Connect Okta
08/31/2022 Scripting

Identity Provider Login Connect

On Auth Failure:
On Auth Success: [usr/localfjamfconnectbranding/scripts/menuBar.sh
On Password Change:

On Network Change:
Kerberos

Kerberos Realm:
Renew tickets
Short Name:
Short Name Attribute:
Ask for Short Name

Ask For Short
Name Message:

Menu Items
Hidden Menu Items

About
Actions

Change Password

Get Help

Get Software
Home Directory
@ Last User
Password Expiration
Preferences
Reset Password
Shares

Connect
Quit

¢ 5] ®

Reset Save Test
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12. Custom Menu ltems (Optional).

e You can change the names of the items listed in the Jamf Connect Menu Bar to fit your needs.
For example, the Get Help menu item can be changed to Open a Help Desk Ticket. This will
use the URL if you entered one in the Help section in step 10.

Web Browser (Optional).

e Select a web browser of your choosing, then check the box to Launch Browser. This will open

the browser of your choosing when accessing the Okta dashboard.
Jamf Unlock (Optional).

e Jamf Unlock is a mobile app that enables users to unlock their Mac without using a password.
With Jamf Unlock, users complete a setup process to generate identity credentials (a
certificate) on their mobile device and pair the device with their Mac.

13. Click Save.

o Jamf Connect Configuration ] ® (D]

Reset Save Test

Jamf Connect Okta Identity Provider Login Connect = </>
08/31/2022 Scripting

On Auth Failure:

On Auth jamfconnectbranding/scripts/menuBar.sh
On Password Change:

On Network Change:
Kerberos

Kerberos Realm:
Renew tickets
Short Name:
Short Name Attribute:
Ask for Short Name

Ask For Short
Name Message:

Menu Items
Hidden Menu Items

About
Actions

Change Password

Get Help

Get Software
Home Directory
Last User
Password Expiration
Preferences
Reset Password
Shares

Connect
Quit

40



How to Configure Jamf Connect with Okta

14. Configure the following:
A. Select the radio button for Jamf Connect Login.
B. Select the radio button for Configuration Profile
C. Organization Name: Enter your organizations name. This guide will use HCS.
D. Payload Name: Jamf Connect Login
E. Payload Description: Jamf Connect Login
F. Leave everything else at their default settings

G. Click Save.
[ BN Save
Application

A_@Iamf Connect Login

Jamf Connect

Jamf Unlock

File Format

B _@:onfiguration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: HCS

Payload Name: Jamf Connect Login

Payload Identifier: ECB2CFA4-F66B-4495-BE12-827D51778CD9

Payload Description: IJamf Connect Login

Signing Identity: Not signed / Signed by server

Upload to Jamf Pro
Jamf Pro Upload
Jamf Pro Server:
Username:

Password:

Check Connection

Cancel G

15. Configure the following:
A. Save As: Jamf Connect Login
B. Where: Desktop

C. Click Save.
Save As: \[VJamf Connect Login | A
Tags:
Where: [ Desktop ——_— B

covs. [EER——C
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16. Click OK at this message.

Success

File has been saved in the
following location:
Users/kmitnick/Desktop/
Jamf%20Connect%20Login.mobileconfi
g

17. Click Save.

[ Jamf Connect Configuration ¢ (D]
Reset Save Test
Jamt ConnectOkta - Identity Provider Login Connect </>
08/31/2022 Shares
Connect
Quit

Custom Menu Items

About:
Actions:
Change Password:
Get Help: Open a Help Desk Ticket
Get Software: Go to the HCS App Store
Home Directory:
Last User:
Password Expiration:
Preferences:
Reset Password:
Shares:
Connect:

Quit

Web Browser

Browser Selection: Safari

Launch Browser

Unlock
Unlock Settings

Enable Unlock
Require PIN

Enable Unlock at Login Window
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18. Configure the following:
A. Select the radio button for Jamf Connect.
B. Select the radio button for Configuration Profile
C. Organization Name: Enter your organizations name. This guide will use HCS.
D. Payload Name: Jamf Connect Menu Bar
E. Payload Description: Jamf Connect Menu Bar
F. Leave everything else at their default settings

G. Click Save.
[ ] [ ] Save
Application

Jamf Connect Login

A_@Jamf Connect

Jamf Unlock

File Format

B _@:onfiguration Profile .mobileconfig

Property List .plist

Payload Configuration Profile Data

Organization: HCS

Payload Name: Jamf Connect Menu Bar

Payload Identifier: 65F36EC3-5A39-4C94-8A50-1BE6DO5DDCCY

Payload Description: IJamf Connect Menu Bar

Signing Identity: Not signed / Signed by server

Upload to Jamf Pro
Jamf Pro Upload
Jamf Pro Server:
Username:

Password:

Check Connection

Cancel G

19. Configure the following:
A. Save As: Jamf Connect Menu Bar
B. Where: Desktop
C. Click Save.

Save As: \[ Jamf Connect Menu Bar o%‘— A

Tags:

Where:  [5] Desktop b © Enom——— B

Cancel @_ C
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20. Click OK at this message.

Success

File has been saved in the
following location:
Users/kmitnick/Desktop/
Jamf%20Connect%20Menu%20Bar.mob
ileconfig

21. Confirm that you have 2 configuration profiles saved on your Desktop.

CONFIG

Jamf Connect
Login.mobileconfig

CONFIG

Jamf Connect
Menu Ba...ileconfig

In the next section we will install the two configuration profiles we just created along with Jamf
Connect. Best practice is to always test your configuration profiles by manually installing the
configuration profiles and Jamf Connect on a Mac manually. Once everything is working as
expected, we can transfer all the items to the Jamf Pro server and test deploying Jamf Connect

from Jamf Pro.

This completes this section.
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Section 6: Manually Installing Jamf Connect on a Mac Computer

In this section we will install the two configuration profiles we created in section 5 along with
Jamf Connect. Best practice is to always test your configuration profiles by manually installing
the configuration profiles and Jamf Connect on a Mac Computer. Once everything is working as
expected, we can transfer all the items to the Jamf Pro server. We will also test a Login Window
and Menu Bar script to make sure all is working as expected.

Requirements for following along with this section:
e A Mac Computer running 10.15.4 or later.
e Jamf Connect Installer version 2.14.0
¢ jamfconnecbranding.pkg - We created this in section 4.
e Okta login credentials for admin and standard user accounts.
e Login Window and Menu Bar Scripts (Optional)

NOTE: Login Window and Menu bar scripts are included with the sample files for this guide. If
needed, get them here: https://hcsonline.com/images/Apps/JC_Okta_Files.zip

Before we install the Jamf Connect application, the configuration profiles need to be installed first.
If you install Jamf Connect before installing the configuration profiles, it will have no configuration
settings and will fail.

1. Double Click the Jamf Connect Login.mobileconfig profile.

CONFIG

Jamf Connect
Login.mobileconfig

CONFIG

Jamf Connect
Menu Ba...ileconfig

2. Confirm a notification appears to ask you to review the profile.

Profile installation
@ Review the profile in System Preferences if

you want to install it.

3. Open System Preferences.

4. Click Profiles.

Update

o o
<A

Displays Printers & Energy Date & Time Sharing Time Startup Profiles
Scanners Saver Machine Disk

[
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5. Click the Jamf Connect Login profile.
6. Click Install.

e® <

Profiles ( Q, [gearch ]

. Jamf Connect Login i o
5 Jamf‘Connect Login HCS Unsigned gnore nsta 6
7. 1setting

Device (Managed)

Description Jamf Connect Login

Jamf Connect Notffic... Received Aug 31, 2022 at 7:24 PM
1 setting

e Jamf Connect PPFC B Vinds
1 setting Settings com.jamf.connect.login

7. Click Install.

Are you sure you want to install
device profile “Jamf Connect
Login"?

The author of this profile is unknown,
and the profile cannot be removed
without entering an administrator’s

password.

Install

Show Details

Cancel

8. Enter your Admin credentials.
9. Click OK.

)
Profiles

Profiles wants to make changes.

Enter your password to allow this.

keith

7( LIXX] ]

8
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10. Follow steps 1 -7 to install the Jamf Connect Menu Bar.mobileconfig profile. Once done, you
will end up with both configuration profiles as shown below.
NOTE: The Jamf Connect Menu Bar profile will show up as Jamf Connect Settings.

Profiles Q

Device

Jamf Connect Settings

Jamf Connect Login Jamf Unsigned

1 setting

m Jamf Connect Settings

Description Jamf Connect Settings

1 settil
st Installed Aug 31, 2022 at 7:29 PM

Device (Managed)

Jamf Connect Notific...
1 setting

Settings com.jamf.connect

Jamf Connect PPPC
1 setting

DETAILS

T com.jamf.connect
Jamf Notifications

s 1 setting Description Jamf Connect Settings
MDM Profile Sighin { :
g 5 satings AptoAuthentlcate =1;
SigninLogo = "[usr/localf
s Privacy Preferences... jamfconnectbranding/images/
1 setting HCSLoginWindowLogo.png";
}
CustomMenultems {
5= gethelp = "Open a Help Desk Ticket";
This Mac is supervised and managed by InstructUs Training Group LLC. 2

11. Open the Jamf Connect-2.14.0.dmg.

JamfConnect-2.14

12. Click Agree.

@ JamfConnect-2.14.0.dmg

If you agree with the terms of SOFTWARE LICENSE AND SERVICES AGREEMENT

this license, press “Agree” to

install the software. If you do | JAMF SOFTWARE, LLG (‘Jamf” or “we’) PROVIDES ACCESS TO ITS SOFTWARE AND SERVICES

i) L SUBJECT TO THE TERMS OF THIS SOFTWARE LICENSE AND SERVICES AGREEMENT (“SLASA”)

not agree, press “Disagree”. AND ALL SOWS, ORDERS AND ANY SUBSEQUENT AMENDMENTS (COLLECTIVELY, THE
“AGREEMENT”). PLEASE READ THE TERMS OF THIS AGREEMENT CAREFULLY. AS USED IN
THIS AGREEMENT, “CUSTOMER” OR “YOU” REFERS TO THE PERSON OR ENTITY USING THE
SOFTWARE OR RECEIVING THE SERVICES. YOU ACCEPT THE TERMS OF THIS AGREEMENT
EITHER BY (1) CLICKING A BOX INDICATING ACCEPTANCE OR (2) BY INSTALLING OR USING
THE SOFTWARE. IF THE INDIVIDUAL ACCEPTING THIS AGREEMENT IS ACCEPTING ON BEHALF
OF A COMPANY OR OTHER LEGAL ENTITY, THAT INDIVIDUAL REPRESENTS AND WARRANTS
THAT THEY HAVE THE AUTHORITY TO BIND THE ENTITY AND ITS AFFILIATES TO THIS
AGREEMENT. IF YOU DO NOT AGREE TO THIS AGREEMENT, YOU MUST NOT DOWNLOAD,
INSTALL OR USE THE SOFTWARE OR SERVICES.

1. Overview. This Agreement sets forth the terms under which you may license and use Jamf’s
Software and obtain Services (all as defined below) from Jamf. This Agreement applies if you
obtain Software or Services directly from Jamf or through a Jamf-authorized reseller. All
Software and Services will be identified in an applicable Quote or Order. If you use the Software
and Services in a free trial as Test Software, this SLASA governs that use.

2. Definitions.
a) “Affiliate” means any entity (i) that is owned more than 50% by a Party, (i) over which a

Party exercises management control, (jii) that is under common control with a Party or (iv)
that owns more than 50% of a Party’s voting securities or other voting interests of an entity.

Print Save... Disagree Agree
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13. Drag the JamfConnect.pkg file to the Desktop. We will need to upload this to the Jamf Pro
server later in this section.

JamfConnect.pkg Resources Jamf Connect

Applications
Configuration

14. Open the Resources folder and drag the JamfConnectLaunnchAgent.pkg to the Desktop. We
will need to upload this to the Jamf Pro server later in this section.

Resources

\ 3
@ L =

Jamf Connect
Administrator's Guide

JamfConnectLaunchAgent.p

kg

JamfConnectUninstaller.pkg

Profiles

release_notes.txt

15. Double click the JamfConnect.pkg file on the Desktop.

JamfConnect.pkg

16. Click Continue.

@ & Install Jamf Connect g
Welcome to the Jamf Connect Installer
@ Introduction You will be guided through the steps necessary to install this

software.

Continue
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17. Click Install.

[ X} ‘e Install Jamf Connect &)
Standard Install on "Macintosh HD”

~ Tireelhicitn This will take 37.1 MB of space on your computer.

@ Destination Select Click Install to perform a standard installation of this software
e Installation Type on the disk “Macintosh HD".

Installation

Summary

Change Install Location...

Customize Go Back Install

18. Enter your admin credentials then click Install Software

Installer

Installer is trying to install new software.

Enter your password to allow this.

keith

[ eeed )
Cancel
19. Click Close.
o0 ‘& Install Jamf Connect fa}

The installation was completed successfully.

@ Introduction

@ Destination Select
@ Installation Type
@ Installation
[}

SEary The installation was successful.

The software was installed.

==
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20. Close the Jamf Connect Sign In window.

[ J &) Sign In

<A jamf CONNECT

Username: I I

Password:

Browser:  Safari Open in browser

21. Double click the JamfConnectLaunchAgent.pkg file on the Desktop.
NOTE: This package will install a launch agent that will start Jamf Connect on startup.

JamfConnectLaun
chAgent.pkg

22. Click Continue.

o0 & Install a8
Welcome to the Installer

@ lintroduction You will be guided through the steps necessary to install this

software.
Destination Select
Installation Type
Installation
Summary

Go Back Continue
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23. Click Install.

@® & Install fa)
Standard Install on “Macintosh HD"

SRntodlction This will take 2 KB of space on your computer.

@ Destination Select Click Install to perform a standard installation of this software

e Installation Type on the disk “Macintosh HD".

Installation

Summary

Change Install Location...

Go Back Install

24. Enter your admin credentials then click Install Software.

Installer

Installer is trying to install new software.

Enter your password to allow this.

keith

G )

Install Softwai

Cancel

25. Click Close.

o0 @ Install [a]

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation

CUTITIEL) The installation was successful.

The software was installed.

o 8 & o

Z
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26. Double Click the jamfconnectbranding.pkg that we created in section 4 of this guide. This

package should be on your Desktop and includes the images and scripts to customize Jamf
Connect.

jamfconnectbrandi
ng.pkg

27. Click Continue.

o0 ‘& Install jamfconnectbranding B8

Welcome to the jamfconnectbranding Installer

® Introduction You will be guided through the steps necessary to install this
software.

Destination

28. Click Install.
® ‘¢ Install jamfconnectbranding a8
Standard Install on “Macintosh HD”
el roduction This will take 1 KB of space on your computer.
© Destination Select Click Install to perform a standard installation of this software

e Installation Type on the disk "Macintosh HD".

allation

Summary
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29. Enter your admin credentials then click Install Software.

Y
l =
Installer
Installer is trying to install new software.

Enter your password to allow this.

keith

= )
| |
Cancel
30. Click Close.
o0 ‘& Install jamfconnectbranding a8

The installation was completed successfully.

Introduction

Destination Select
Installation Type

Installation

o & o o o

Summary The installation was successful.

The software was installed.

31. Logout of your Mac computer. If all went well, you should be greeted with the Jamf Connect
Login Window. Enter your Okta credentials and click Log In.
NOTE: We did not add the Jamf Connect License so the login window will show as a Trial
Version. We will add the Jamf Connect License in a later section. Also notice the branded logo,
solid blue background, and the Wi-Fi icon all appear at the Login Window. Our customizations
are working!

Username

Password

Login

Froperty of R TReReRY iR Bupinea WRSARR P, (FF) ©]-0672
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32. Click your MFA authentication method. This guide will use a Push Notification. Click Next.

Select a multifactor authentication method

Okta Verify app: Push Notification

Okta Verify app: Verification Code

33. You will be prompted with the message below and a notification will be sent to your phone.

Approve the request in the Okta Verify app
on your mobile device

Cancel Resend

34. You will get the message below on your phone, Tap Yes, It's Me.

5:07

okta

Ozrrl

Did You Just Try to Sign In?
4 Bay Shore, New York,

United States

More Info

&2 MAc_os_x

UNRECOGNIZED DEVICE

@ Just now

No, It's Not Me

[ Yes, It's Me ]
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TECHNOLOGY GROUP

35. If you have an existing account on your Mac Computer that you want to link to your Okta
credentials, click it at the window below. You also have the option to create a new account
on the Mac by clicking the Create Account button. This guide will choose the existing keith
account.

NOTE: If you click an existing account at the window below and that account is a mobile
account, It can be converted to a local user account if you clicked “Convert existing mobile
accounts to local users ” in your Jamf Connect Login settings.

Select a local account to connect with your cloud identity

(1
@

keith hes

Connect Connect

36. You will be prompted for the password of the LOCAL Mac account. In this case, the keith
account. Enter your password and click Connect.
NOTE: Do not enter your Okta password at this screen. This is your LOCAL Mac account
password. Once entered, it will be synced to your Okta password and you will use your Okta
password going forward to log in to your Mac Computer.

Enter your local
account password

Cancel Connect

37. We configured the EULA in our Jamf Connect Login profile so we are prompted with the EULA.
click I Agree, then click Done.

End User License Agreement

HCS EULA

This computer is property of HCS Technology Group. By logging into this computer, you are bound to the
policies that you signed off on in our employee handbook.

It is improper and prohibited to use the Systems for any reason unrelated or detrimental to Company
business. Some examples of improper use include, but are not limited to:

i. Accessing or transmitting proprietary information, customer information or confidential
employee information for non-work- related purposes.

ii. Tampering with the Systems in any way, including but not limited to computer viruses, worms,
changes in email rules, or attempting to circumvent or bypass System security measures

iii. Unauthorized password use, logon, or use of another users information.

iv Online contests, games, gaming, or gambling

V. Bulk emailing.

vi Chain emails as well as documents or emails containing discriminatory, harassing, obscene,
indecent, offensive, abusive or otherwise threatening or unlawful.

vii. Downloading software onto the Systems

Cancel 1 Agree
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38. We configured a login script in our Jamf Connect Login settings. This guide uses a script to
open Safari and go to https://hcsonline.com. Our login script is working!

eoe M - 0 & hesonline.com e ©®@ th + 88

Technical professionals. Trusted advisors. Certified expertise.

Q oV f in & Consutants

Metwork

Business Education Consumer
Services Services Services

Mobility  Training Jamf N?:;z & Support

macOS Support Essentials 12

macOS Support Essentials 12, the official book for macOS support, is
a top-notch primer for anyone who needs to support, troubleshoot,
or optimize macOS Monterey, such as IT professionals, technicians,
help desk specialists, and ardent N

The book was co-authored by HCS Technology Group's Adam

Karneboge.

READ THE FULL STORY

39. We configured a Menu Bar script in our Jamf Connect Menu Bar settings. This script will run
when a successful connection is made to Okta. Re-Connect to Okta by clicking the Jamf
Connect Menu Bar icon, which should be customized to your branded logo if you followed
along with this guide, and click Connect.

Click the custom
logo to access
Jamf Connect

I Connect... I

Change Password...

Go to the HCS App Store
Open a Help Desk Ticket

40. At the message below, click OK.

Choose a multi-factor authentication method:
OKTA push

Automatically push last multifactor Cancel
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41. You will get the message below on your phone, Tap Yes, It's Me.
5:07

wl T -

okta

Did You Just Try to Sign In?
~f Bay Shore, New York,

United States

More Info

& MAC_0S_X

UNRECOGNIZED DEVICE

@ Just now

Yes, It's Me ]

No, It's Not Me

42. If the connection was successful, Safari will open and will sign you into your Okta user account.
Our Menu Bar script is working!

eoe M+ < > [ )] @ dev-282152-admin.okta.com (©) © m + 83
— 0O kmitnick@hcsonlin...

= okta 00 HoS-dev-262150

Q search...

Get started with Okta

Follow this guide for the fastest way to connect and distribute your app.

2/5 Steps Completed

Tell Us About Yourself

In the next section we will transfer all the required Jamf Connect files and installers to a Jamf Pro
server so we can deploy Jamf Connect via Jamf Pro.

This completes this section.
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Section 7: Configure Jamf Pro to Deploy Jamf Connect

In this section we will upload all the required installation packages for Jamf Connect, create
configuration profiles with the settings for Jamf Connect, and create a PreStage enrollment to
deploy Jamf Connect via Automated Device Enrollment.

Requirements for following along with this section:
® A Mac Computer running 10.15.4 or later.
e Jamf Connect Configuration App
e Jamf Connect Installer version 2.14.0
e Jamf Connect Launch Agent Installer
e jamfconnecbranding.pkg - We created this in section 4.
e Jamf Connect License - Get this from https://id.jamf.com

If you followed along with this guide from the beginning, you should have three packages on
your Desktop:

e JamfConnect.pkg

e JamfconnectLaunchAgent.pkg

e jamfconnectbranding.pkg

Make sure you have those packages before continuing with this section. You will need to upload
them to your Jamf Pro server.

1. Using a web browser of your choice, Log in to your Jamf Pro server.

“A jamf PRO

USERNAME

PASSWORD

All contents © 2002-2022 Jamf.
All rights reserved.

2. Click Settings (€#) in the upper-right corner.
3. Click Computer Management.
4. Click Packages. 4

ja mf 24 408 2

All Settings Conjiputer Management

i

Computers Devices
e ey PERN
1 | |
MO0 svstem setings w | = O @
TCENHIEEED Packages Scripts Printers Directory Disk
SARERSS Bindings Encryption
@ Global Management Configurations
Computers: 49
—— -
Mobile Dlﬂ Jamf Applications = @
Dock ltems ~ Configurations Patch
Computers: 0 @" Self Service Management
Mobile Devices: 0
r‘{, Server Infrastructure
Computer Management - Management Framework
gﬂ Network Organization
= F n
|:<h,,. I—; @ I
Inventory Inventory CheckeIn Security Extension
3 1 computer Management Collection Display Attributes
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5. Click New.

Settings : Computer Management

< Packages

Comp

10.401-11659!

6. Enter the following:
A. Display Name: Leave this blank. It will auto populate once we click the package.

B. Category: This guide will use Jamf Connect
C. Click Choose File

Settings : Computer Management > Packages

< New Package

General Options Limitations

Display Name Display name for the package

| J

Category Category to add the package to
1

[Jameonnect v

Filename Filename of the package on the distribution point (e.g. "MyPackage.pkg")

C ——f ChOOSE File
Manifest File
Upload Manifest File

® 12

Cancel Save

7. Navigate to your Desktop and choose the JamfConnect.pkg then click Upload.

Choose Files to Upload

m v v [ Desktop Q

#® JamfConnect.pkg

‘& jamfconnectbranding.pkg
& JamfConnectLaunchAgent.pkg

JamfConnect.pkg
Installer package - 13.2 MB

Infarmatian
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8. Click Save to start the upload of the package.

Settings : Computer Management > Packages

< New Package

General Options Limitations

Display Name Display name for the package

JamfConnect.pkg

Category Category to add the package to

Jamf Connect v

Filename Filename of the package on the distribution point (e.g. "MyPackage.pkg")
Choose File  JamfConnect.pkg

Manifest File

Upload Manifest File

® =
Cancel Save
9. The package was successfully uploaded. Follow steps 4 -7 to upload the
JamfconnectLaunchAgent.pkg and jamfconnectbranding.pkg.
Settings : Computer Management > Packages
< JamfConnect.pkg
Availability pending Refresh
General Options Limitations
Display Name
Category
Jamf Connect
O ] 4
History Delete Edit

10. Confirm all three packages are uploaded to your Jamf Pro server.

Settings : Computer Management

< Packages

JamfConnect.pkg Jamf Connect
jamfconnectbranding.pkg Jamf Connect
JamfConnectLaunchAgent.pkg Jamf Connect
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TECHNOLOGY GROUP

11. Click Computers.
12. Click Configuration Profiles.
13. Click New.

jamf

Computers
11—

Configuration Profiles

13

omputers De

1-320f32 + New M Upload

12 &, Configuration Profiles
NAME LOGS COMPLETED PENDING FAILED SCOPE

Restricted Software

14. Click the General Payload, then enter the following:
A. Name: Jamf Connect Login
B. Category: This guide will use Jamf Connect

Computers : Configuration Profiles

— New macOS Configuration Profile

Options Scope

&, General General

Name Display name of the profile

 Passcode Jamf Connect Login A
& Not configured

Deseription  Bricf cxplanation of the content or purpose of the profile

Network
Not configured

VPN
]

Cate. add the e
Not configured Category Category to add the profile to

Jamf Connect - ﬁ B

DNS Settings
@ g

Natieoniured Level Level at which to apply the profile

Computer Level

—  DNS Proxy
& Not configured Distribution Method Method to use for distributing the profile
Install Autamatically v
5 Content Caching
Not configured ® =
=

Cancel Save
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15. Expand the Application & Custom Settings payload.
16. Click Upload.
17. Click Add.

Computers : Configuration Profiles

< New macQOS Configuration Profile

Options Scope

Application & Custoim
1 5 S Setlings ~ Upload :

Nat canfigured Use this sectian to define generic settings for preference domains.

Remove all | Add I 1 7

Jamf Applications

External Applications

1 6 — Upload

— ldentification

18. Enter the following:
A. Preference Domain: com.jamf.connect.login
B. Property List: We will copy this from the Jamf Connect Configuration App in the next step.

Computers : Configuration Profiles

< New macOS Configuration Profile
Options Scope

Application & Custom

& Settings ~ Upload Remove all + Add
1payload configured 1 payload configured
Jamf Applications R .
com.jamf.connect.login X A
External Applications Use this section to define generic settings for preference domains.
Upload

Preference Domain The name of the preference domain (com.company.application)

com.jamf.connectlogin .—]— A
Identification

Required

Not configured

Property List_PLIST containing key value pairs for settings in the specified domain

@ Time Machine | B
Not configured

Finder
9]

Not configured

Accessibilit;
® y

Not configured

Field 1s required.

= Proxies
Not configured M Upload

® &

Cancel Save
App-To-Per-App VPN

19. Open the Jamf Connect Configuration App.

Jamf Connect Configuration
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20. Follow the steps:

A. Click Jamf Connect Okta.

B. Click the Login tab.

C. Click the XML tag icon. </ >

D. Select all the XML and copy it.
NOTE: Best practice is to copy the XML data and create new configuration profiles in Jamf
Pro for the Login and Connect settings. There have been issues in the past with uploading
configuration profiles created in the Jamf Connect Configuration App to Jamf Pro. During the
upload process, key value pairs can be stripped out of the configuration profile. To avoid those
issues, we always start with fresh profiles using the XML data. It's also best practice to create
individual configuration profiles for Login and Connect. Makes life easier when changes are
needed on one and not both. B

° Jamf Connect Configuration [ o (D]

Reset save Test

Jamf Connect Okta I Login I:onnect = “— C
A e <?xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "~//Apple//DTD PLIST 1.0//EN" "http://www.apple.con/DTDs/
PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>AllowNetworkSelection</key>

<true/>

<key>AuthServers/key>

<string>dev- okta.com</string>

<key>BackgroundImage</key>

<string>/usr/local/jamfconnectbranding/images/HCSBackgroundImage.png</string>

<key>CreatelamfConnectPassword</key>

<true/>

<key>DenyLocal</key>

<true/>

<key>DenyLocalExc luded</key>

<array>
<string>jssadmin</string>
<string>ladmin</string>
<string>admin</string>
<string>jamfmanage</string>

</array>

<key>EULASubTitle</key>

<string>HCS EULA</string>

<key>EULAText</key>

<string>This computer is property of HCS Technology Group. By logging into this computer, you
are bound to the policies that you signed off on in our employee handbook.

21. Switch back to the Jamf Pro server and paste the XML in the Property List section. Inspect the
beginning and end of the pasted XML and remove any spaces from the beginning and the end
if necessary.

22. Click Scope.

Computers : Configuration Profiles

< New macOS Configuration Profile

22

Application & Custom

& settings ~ Upload Remove all + Add

1 payload configured 1 payload configured

Jamf Applications

com.jamf.connect.login X N
External Applications Use this section to define generic settings for preference domains.
Upload Preference Domain The name of the preference domain (com.company.application)
com.jamf.connect.login
Identification e
Not configured

Property List_PLIST containing key value pairs for settings in the specified domain.

<plist version="10">

Time Machine 4
) <dict>
Not configured

<key>AllowNetworkSelection</key>

<true/> —_— 21
[ Finder <key>AuthServer</key>
Not configured <string>dev- okta.com</string>

<key>Backgroundimage</key>

Accessibility 5
® Not configured <key>CreateJamfConnectPassword</key>

<true/>
<key>DenyLocal</key>
EA Proxies <true/>

Not configured A -

®
cancel save
App-To-Per-App VPN
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23. Scope to your needs. This guide will scope to a test Mac Computer.
24. Click Save.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v

Selected Deployment Targets + Add
TARGET TYPE
keith's MacBook Air Computer Remove

®

Cancel

25. Create another Configuration Profile. Click New.

+ New M Upload = B8

26. Click the General Payload, then enter the following:
A. Name: Jamf Connect Menu Bar
B. Category: This guide will use Jamf Connect

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

&, General General

Name Display name of the profile

» Passcode Jamf Connect Menu Bar ‘_}_ A
Not configured

Description Brief explanation of the content or purpose of the profile

= Network
® Not configured
VPN
& Category Category to add the profile to

Not configured

Jamf Connect v % B
DNS Settings
@ o

Noteorroted Level Level at which to apply the profile

Computer Level v

m DNS Proxy
Not configured Distribution Method Method to use for distributing the profile
Install Automatically v
=) Content Caching
Not configured Redistribute Profile After Amount of time after which to redistribute the profle
Never 24

— Certificate
& Not configured
® &

Cancel Save
~ Certificate Transparency
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27. Expand the Application & Custom Settings payload.
28. Click Upload.
29. Click Add.

Computers : Configuration Profiles

<~ New macOS Configuration Profile

Options Scope

Application & Custom
27 —l 0 Settings ~ Upload

Not eonfigured Usze this section to define generie sattings for preference damains.

Remove all | Add rem— 29

Jamf Applications

External Applications
28— yiioad

Identification

Not configured

) Time Machine
Not configured

Finder
Not configured

® Accessibility
Net configured @ EIJ
Cancel Save

—  Dravias

30. Enter the following:
A. Preference Domain: com.jamf.connect
B. Property List: We will copy this from the Jamf Connect Configuration App in the next step.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

Not contigured

Upload
Privacy Preferences Policy p Remove all + Add
1payload configured
©  control
Not configured
com.jamf.connect . ~
AD Certificate Use this section to define generic settings for preference domains.

Not configured

Preference Domain The name of the preference domain (com.company.application)

s Energy Saver {cgm Jjamf.connect O A
“¥* " Not configured

Required

Property List PLIST containing key value pairs for settings in the specified domain,

Application & Custom

{8 Settings ~ B

1 payload configured
Jamf Applications
External Applications

Upload

Identification Field is required.

Not configured

M Upload

: ; ® =]
Time Machine

1) Cancel Seve
Not configured
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31. Follow the steps:
A. Click Jamf Connect Okta.
B. Click Connect.
C. Click the XML tag icon. </ >
D. Select all the XML and copy it.

o Jamf Connect Configuration ¢ &3] ®
Resat Save Tost
Jamf Connect Okta Login | Connectl </> C
A 09/01/2022 <?xml version="1.0" encoding="UTF-8"7>

<IDOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.@//EN" “http://www.apple.com/DTDs/
PropertyList-1.0.dtd">

=plist version="1.0">
<dict>
<key>Appearance</key>
<dict>
<key>MenubarIcon</key>
<string>/usr/local/jamfconnectbranding/images/HCSMenuItemLightMode.png</string>
</dict>
<key>CustomMenuItems</key>
<dict>
<key>gethelp</key>
<string>Open a Help Desk Ticket</string>
<key>getsoftware</key>

<string>Go to the HCS App Store</string>

</dict>

<key>HiddenMenuItems</key>

<array>
<string>about</string>
<string>actions</string>
<string>home</string>
<string>lastusername</string>
<string>passwordexpiration</string>
<string>preferences</string>
<string>resetpassword</string>
<string>shares</string>

32. Switch back to the Jamf Pro server and paste the XML in the Property List section. Inspect the
beginning and end of the pasted XML and remove any spaces from the beginning and the end
if necessary.

33. Click Scope.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options

33

Application & Custom U Ioad
&} Settings ~ p Remove all + Add

1 payload configured
1payload configured

Jamf Applications com.jamf.connect D4
Use this section to define generic settings for preference domains.
External Applications

Upload Preference Domain The name of the preference domain (com.company.application)

[ com.jamf.connect

Required

Identification

Not configured
Property List PLIST containing key value pairs for settings in the specified domain

‘ <?xml version=".0" encoding="UTF-8'?>
(o) L":‘e Mf"“““'ze <IDOCTYPE plist PUBLIC "-//Apple/DTD PLIST 1.0/EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
SRR <plist version="1.0">
<dict>
Finder <key>Appearance</key>
‘E N
ot configured <dict> PUNEESEE | S— 32
<key>Menubarlcon</key>
<string>/ust/local/jamfconnectbranding/images/HCSMenultemLightMode.png</string>
® Accessibility <Jdict>
Not configured <
<key>CustomMenultems</key>
<dict>
= Proxies <key>gethelp</key>
Not configured ®
Cancel Save
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34. Scope to your needs. This guide will scope to a test Mac Computer.
35. Click Save.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v

Selected Deployment Targets + Add
TARGET TYPE
keith's MacBook Air Computer Remove

® &

Cancel Save

36. Create another Configuration Profile. Click New.

+ New M Upload =

oo
oo

37. Click the General Payload, then enter the following:
A. Name: Jamf Connect License
B. Category: This guide will use Jamf Connect

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

&, General General

Name Display name of the profile

Passcode Jamf Connect License + A
Not configured

Description  Brief explanation of the content or purpose of the profile

A°)

~ Network
®  Not configured
VPN
] Category Category to add the profile to

Not configured

Jamf Connect B
DNS Settings
@ g

Not configured Level Level at which to apply the profile

Computer Level

EA DNS Proxy
Not configured Distribution Method Method to use for distributing the profile
Install Automatically v
E Content Caching
Not configured Redistribute Profile After Amount of time after which to redistribute the profile
Never v

— Certificate
&l Not configured
® &

Cancel Save
—~  Certificate Transnarencv
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38. Click the Application & Custom Settings to expand the payload.
39. Click Jamf Applications.
40. Click Add.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

Application & Custom H H
38 ——t ot . Jamf Applications AL /vt 40
9 Use this section to define settings for Jamf applications.
Not configured

39 ‘ Jamf Applications

External Applications

Upload

Identification
Not configured

@ Time Machine
Not configured

41. Configure the following:
A. Jamf Application Domain: com.jamf.connect
B. Version: 2.14.0 (or the latest version available)
C. Variant: Jamf Connect json
D. Click the first Add/Remove properties button

Computers : Configuration Profiles

< New macOS Configuration Profile

Options ~ Scope

Application & Custom
{8 Settings

1payload configured

Jamf Applications

Remove all ~+ Add
1 payload configured

| Jamf Applications com.jamf.connect
Use this section to define sdftings Tor Jamr applications.

External Applications

0w >

Upload Jamf Application Dot Version Variant

Domain to configure Version of the preferfince domain Variant of the selecteqp
Identification com.jamf.connect v ] 214.0 v ! ’ Jamf COnneCLJSO‘n o I
Not configured

D Time Machine Preference Domain Properties (FINECIEM Plist preview
Not configured

Properties to configure for the preference domain

Finder & TestssO
B configured
com.jamf.connect
Preference Domain: com.jamf.connect, Application: Jamf Connect
® Accessibility
Not configured Add/Remove properties D
= Proxies ., Identity Provider Preferences
Not configured Settings to control how Jamf Connect authenticates to an IdP.

Add/Remove properties
App-To-Per-App VPN ® -
@ Mapping

Cancel Save
Not configured
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42. Deselect the checkbox for Property
twice to clear it's contents.

Add/Remove properties

Add/Remove Properties

PROPERTY

Identity Provider Preferences

Sign In Window Preferences

Kerberos Preferences

Password Policy Preferences

Keychain ltem Preferences

Certificate Preferences

Jo0odoe

Custom Property

Property ne

Add

Cancel Apply

How to Configure Jamf Connect with Okta

43. Scroll down to the bottom and Select
the checkbox for License File. Confirm
nothing else is selected. Click Apply.

Add/Remove properties

Add/Remove Properties

= PROPERTY

D Help Menu Preferences
D Scripting Preferences
D Appearance Preferences
D Unlock Preferences

D Web Browser Preferences

License File

Custom Property

Property name.. Add

Cancel

44. Confirm a field for License File appears. We need to get our Jamf Connect License in the next

step.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options ~ Scope

Application & Custom
B seftings n 1payload configured
Tpayload configured

com.jamf.connect
Jamf Applications

External Applications

Upload

Jamf Applications Removeall - Add
X 7S
Use this section to define settings for Jamf applications.
Jamf Application Domain Version Variant
Domain to configure Version of the preference domain Variant of the selected version
com.jamf.connect v ‘ [ 2140 v ‘ Jamf Connect json v ‘

Identification

Not configured

Preference Domain Properties

Plist previewj
Properties to configure for the preference domain

[ Time Machine
Not configured

& TestsSO
Finder
E otcont
lot configured com.jamf.connect
Preference Domain: com.jamf.connect, Application: Jamf Connect
® Accessibility Add/Remove properties
Not configured
License File
3 Proxies i -

d in Base64 data format

Not configured

App-To-Per-App VPN

& Mapping
Not configured

®

Cancel Save

69



How to Configure Jamf Connect with Okta

45. Open another web bowser window and go to https://id.jamf.com and login with your Jamf ID
that has access to all of your assets.

Log in with your Jamf ID

Email

Password

Forgot Password?

46. Click Jamf Connect from the Product list and click Info.

Your Products Add-Ons

% jamf PRO Info >
A jamf CONNECT Info >
A jamf PROTECT Info >

47. Click License File.
48. Click Copy license content to Clipboard.

Download Documentation

Download License

The license download file can be uploaded to the Jamf Connect Configuration application included in the Jamf

Connect download.

Download License File

Copying your license file content to the Clipboard allows you to paste the Base64 string into a Jamf Pro

configuration profile.

I m Copy license content to Clipboard I

48
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49. Switch back to the Jamf Pro server and paste the license in the License File field. Make sure
there are no leading or trailing spaces after you paste it in. Click Scope.

Computers : Configuration Profiles

< New macOS Configuration Profile
Options Scope

Jamf Applications

Application & Custom Remove all ~+ Add
% Settings N 1 payload configured

1payload configured
1 com.jamf.connect X A
| e Use this section to define settings for Jamf applications,

External Applications

Jamf Application Domain Version Variant
Upload Domain to configure Version of the preference domain Variant of the selected version
com jamf.connect v ] [ 2140 v ] [ Jamf Connectjson v ]

Identification

Not configured

Preference Domain Properties W
Plist preview |
[ Time Machine Properties to configure for the preference domain L

Not configured

& TestSSO
Finder
3}
Not configured com.jamf.connect
Preference Domain: com.jamf.connect, Application: Jamf Connect
® Accessibility Add/Remove properties
Not configured
License File
g Prodes dieconicl flesacacod in Base64 data format
Not configured
App-To-Per-App VPN
& Mapping
Not configured ®

Cancel Save

50. Scope to your needs. This guide will scope to a test Mac Computer. Click Save.
NOTE: We create the license file this way so when it's time to renew your Jamf Connect license,
all you need to do is edit the configuration profile with the new license information. This makes
it much easier than embedding the license file with the Login and Connect profiles.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
keith’'s MacBook Air Computer Remove
® &l
=
Cancel Save
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51. Create another Configuration Profile. Click New.

+ New M Upload =

oo
oo

52. Click the General Payload, then enter the following:
A. Name: Jamf Connect AuthChanger
B. Category: This guide will use Jamf Connect
NOTE: This configuration profile will ensure Jamf Connect is always enabled as the default
login window. There are times when a macOS update can change the login window back to
the default macOS login window. This profile will prevent that from happening.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options  Scope

@, General General
Name Display name of the profile
P Passcode Jamf Connect AuthChanger ‘
Not configured

Description  Brief explanation of the content or purpose of the profile

Network
Not configured

P)

VPN

Not configured Category Category to add the profile to

Jamf Connect v

DNS Settings
@ g

[ — Level Level at which to apply the profile B
Computer Level
2 DNS Proxy
Not configured Distribution Method Method to use for distributing the profile
Install Automatically v
[ Content Caching
Not configured Redistribute Profile After Amount of time after which to redistribute the profile
Never v
— Certificate
B2 ot configurea ®
Cancel Save
53. Expand the Application & Custom Settings payload.
54. Click Upload.
55. Click Add.
Computers : Configuration Profiles
< New macOS Configuration Profile
Options  Scope
Application & Custom
53 ——| @& setiings ~ Upload Remove all + Add 55
Not configured Use this section to define generic settings for preference domains.

Jamf Applications

External Applications

s4— =]

Identification

Not configured

@ Time Machine
Not configured
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56. Enter the following:
A. Preference Domain: com.jamf.connect.authchanger

How to Configure Jamf Connect with Okta

B. Property List: Copy the XML below and paste in the Property List field

C. Click Scope

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>
<key>Arguments</key>
<array>
<string>-reset</string>
<string>-JamfConnect</string>
</array>
</dict>
</plist>

Computers : Configuration Profiles

< Jamf Connect AuthChanger

C ﬁ
Options

Application & Custom
& Settings ~
1 payload configured

Upload

1payload configured

com.jamf.connect.authchanger

Jamf Applications
Use this section to define generic settings for preference domains,

External Applications

Preference Domain The name of the preference domain (com.

Remove all

~+ Add

Upload
com jamf.connect.authchanger

o—]—A

Required

Identification

Not configured Property List_PLIST containing key value pairs for settings in the specified domain.

<?xml version="1.0" encoding="UTF-8"?>

oD Time Machine

Not configured <plist version="1.0">

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0/EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<dict>
<key>Arguments</key>
Finder
= <array>
Not configured
<string>-reset</string>
<string>-JamfConnect</string>
@ Accessibilty <farray>
Not configured </dict>
</plist>
g Proves Required
Not configured
M Upload

App-To-Per-Abp VPN

57. Scope to your needs. This guide will scope to a test Mac Computer. Click Save.

Computers : Configuration Profiles
< New macOS Configuration Profile

Options Scope

Targets Limitations

Target Computers Target Users

Computers to assign the profile to Users to distribute the profile to

Specific Computers v Specific Users

Selected Deployment Targets

TARGET TYPE

keith’s MacBook Air Computer

Exclusions

+ Add

Remove

® (2]

Cancel Save
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TECHNOLOGY GROUP

58. Confirm you have the four configuration profiles shown below.

Computers

Configuration Profiles

- [O\ § J 1-240f 24

NAME LOGS
v Jamf Connect
Jamf Connect AuthChanger View
Jamf Connect License View
Jamf Connect Login View
Jamf Connect Menu Bar View

59. Click Computers
60. Click PreStage Enrollments.
61. Click New

59 Computers 61
Computers  Devices PreStage Enrollments | .

+ New

Search Inventory

NAME ~ LAST SYNC
ch Volum

Smart Computer Groups

omputer Gr

Enrollment Inv

60 PreStage Enrollments
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62. Click the General Payload, then enter the following:
A. Display Name: Mac Deployment
B. Automated Device Enrollment Instance: Click your instance. This guide will use KDEP-
InstructUS ABM
C. Configure the rest of the General section to your needs.
D. Click the Account Settings payload.

Computers : PreStage Enroliments

< Mac Deployment

Options  Scope
© ceneral > General
Display Name Display name for the PreStage enroliment
D Account Settings
—A
{é} Configuration Profiles Automated Device Enroliment Instance
% 4 Profiles Automated Device Enroliment instance to associate with the PreStage enroliment. Devices associated with the selected Automated Device Enroliment

instance can be assigned the PreStage enroliment

User and Location

KDEP-InstructUS ABM ~ ~ B

Automatically assign new devices
Automatically assign all new devices to this PreStage enroliment
Q Purchasing

D Use existing location information, if applicable

) Attachments
0 Attachments Support Phone Number Support phone number for the organization
Certificates
Support Email Address Support email address for the organization
Enroliment Packages ]
3 Packages

Department Department to associate with the PreStage enroliment

) Require Authentication

®

Cancel Save

63. Configure the following:
A. Create a local administrator account before the setup Assistant. Enable this if needed. This
guide will enable it.
B. Select the checkbox for Hide managed administrator account in Users & Groups
C. Local User Account Type: Select the radio button for Skip Account Creation
D. Click the Configuration Profiles payload

Computers : PreStage Enroliments

« Mac Deployment

Options  Scope

General :
@ cener Account Settings x

) Create a local administrator account before the Setup Assistant A
L Account Settings > Local administrator account to create before the Setup Assistant for computers enrolled with this PreStage enrollment

Username
D s 551 Configuration Profiles "
Jacmin

Password
User and Location [

Verify Password

[

@ Purchasing

Attachments
YU oaachments Hide managed administrator account in Users & Groups B
I Il -
—— D Make the local administrator account MDM-enabled
Local User Account Type  Type of user account to create during enrollment
Enroliment Packages O Administrator Account
3Packages

Make the user an administrator for the computer

O Standard Account

Make the user a standard user on the computer

@) SKip Account Creation
The user will not create a local user account

D Pre-fill primary account information

®

Cancel Save
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64. Select the checkboxes for the four Jamf Connect configuration profiles
65. Click the Enrollment Packages payload.

Computers : PreStage Enroliments

<« Mac Deployment

Options  Scope

@ ceneral Configuration Profiles © contguation rofies
& Accountsettings

@ CONFIGURATION PROFILE SCOPE
To ensure the selected configuration profiles remain installed on computers after enroliment, ensure the scope of the configuration profile includes the

%, Configuration Profiles S computers in the scope of the PreStage enroliment.
% sroncs
[ User and Location Name scope
v Jamf Connect
@ Purchasing
Jamf Connect AuthChanger 1computer
Attachments
U ommements Jomf Connect License Teomputer
Jamf Connect Login 1computer
Certificates
Jamf Connect Menu Bar 1 computer
— i Erroiment Packages > Kerberos SSO Etension
> Mac Deployment
> Networking
> Nocategory assigned

®

Cancel Save

66. Add the three packages shown below and Select the radio button for the Cloud Distribution
Point (Jamf Cloud) radio button.

67. Click Scope.

Computers : PreStage Fnroliments

«— Mac Deployment

Options
o General Enroliment Packages

Distribution Point istribution point to download the package(s) from

Account Settings
2 ) nore

& Configuraion Profies loud Distribution Point (Jamf Cloud)
®  aprofies

66

User and Location

JamfConnect.pkg ™
@®_ Purchasing
JamfConnectLaunchAgent.pkg 2 &
/) Attachments
Y omachmens
Certificates jamfconnectbranding.pkg e
@ Errolment Packages N
3Packages
® &
Cancel Save
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68. Scope to your needs then click Save.

Computers : PreStage Enroliments

< Mac Deployment

Options Scope

Select All Deselect All
DEVICE SERIAL NUMBER MODEL DESCRIP... ASSET TAG DEVICE ASSIGNMENT STATUS DEVICE ASSIGNED
MBP13.3
o2 MacBook SPACE Not Assigned 05/07/2022 at
Pro 00 PM
GRAY
MBA 13.3
keith’s MacBook MacBook GLD/8C Yesterday at 1114
Air €03 Air CPU/BC Azsign=d AM
GPU
1 v »  Show: 100 « ®

69. Click Save.

Confirm PreStage Account Settings Creation

PreStage account settings creation may take extended time to save. Do not

refresh.

In the next section we will deploy a Mac Computer using the PreStage enrollment created in this
section and confirm Jamf Connect is working as expected.

This completes this section.
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Section 8: Installing Jamf Connect on a Mac Computer with Jamf Pro

In this section we will deploy a Mac computer using the PreStage enrollment created in section 7
and confirm Jamf Connect is installed with all of our customized settings.

Requirements for following along with this section:

e A Mac computer that's brand new in the box or an old Mac computer that was erased and has a
new macOS installed (10.15.4 or later). The Mac computer must be enrolled in Apple Business
or School Manager and assigned to your PreStage in Jamf Pro. This is required for Automated
Device Enrollment using a Jamf Pro PreStage.

e Okta login credentials. We recommend using a NON admin account when logging in at the Jamf
Connect Login window to see how role based account creation works. This will create the user
on the Mac computer as a standard user which is their role in Okta.

NOTE: This section will NOT walk through all the setup assistant screens as this would be different
in every environment based on the settings you used for your PreStage. We will start at the Remote
management screen so please follow the on screen instructions that come before the Remote
Management screen.

1. At the Remote Management screen, click Continue.

{3

Remote Management

Back Continue

“InstructUs Training Group LLC" can automatically configure
your computer.

Learn more about remote management

2. After setup assistant is completed, Confirm a customized Jamf Connect Login window. The
background is blue, the Wi-Fi logo is visible, Corporate Logo appears, the Login Window
message is shown, and the Jamf Connect License has been applied which removed the trial
verbiage from the login window. All of our customizations are working. We recommend using a
non-admin account when logging in at the Jamf Connect Login window to see how role based
account creation works. This will create the user on the Mac Computer as a standard user which
is their role in Okta.

Enter your Okta Username and Password then click Log In.

Username

Password

LogIn

Property of HCS Technology Group. If found, please call (866) 518-9672

© ©)

Shut Down' Restart
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3. Select your MFA authentication method. This guide will use a Push Notification. Click Next.

Select a multifactor authentication method

Okta Verify app: Push Notification

Okta Verify app: Verification Code

Cancel

4. You will be prompted with the message below and a notification will be sent to your phone.

Approve the request in the Okta Verify app
on your mobile device

5. Confirm you received a notification on your phone, Tap Yes, It's Me.

5:07

)

okta

Ozrr

Did You Just Try to Sign In?
<f Bay Shore, New York,
United States
More Info
L3 MAc_os_x

UNRECOGNIZED DEVICE

@ Just now

{ Yes, It's Me }

No, It's Not Me }
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6. Select the checkbox for | Agree.
7. Click Done.

End User License Agreement

HCS EULA

This computer is property of HCS Technology Group. By logging into this computer, you are bound to the
policies that you signed off on in our employee handbook.

It is improper and prohibited to use the Systems for any reason unrelated or detrimental to Company
business. Some examples of improper use include, but are not limited to:

i Accessing or transmitting proprietary information, customer information or confidential
employee information for non-work- related purposes.

iil. Tampering with the Systems in any way, including but not limited to computer viruses, worms,
changes in email rules, or attempting to circumvent or bypass System security measures.

jii. Unauthorized password use, logon, or use of another users information.

iv. Online contests, games, gaming, or gambling.

V. Bulk emailing.

vi. Chain emails as well as documents or emails containing discriminatory, harassing, obscene,
indecent, offensive, abusive or otherwise threatening or unlawful.

vii. Downloading software onto the Systems.

Cancel . | Agree W 7

8. Confirm the login script is working. Once logged in, Safari will open and go to:
https://hcsonline.com This is using the login script we configured in section 5.

(4
+
fale]
oo

0 & hcsonline.com ¢

Teachnical professionals. Trusted advisors. Certified expertise.

Q ov¥ fin & Consuitants

Network

Business Education Consumer
Services Services Services

News &

Mobility Training RET Info

Support

macOS Support Essentials 12

macOS Support Essentials 12, the official book for macOS support, is a top-
notch primer for anyone who needs to support, troubleshaoot, or o

macOS Monterey, such as IT fessionals, technicians, help desk
specialists, and ardent Mac users

>

The book was co-authored by HCS Technology Group’s Adam Karneboge.

READ THE FULL STORY
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9. Confirm the custom Menu Bar icon is there and the connection script we created is working.
Reconnect to Okta by selecting the Jamf Connect Menu Bar icon, which should be customized
to your branded logo if you followed along with this guide. Click Connect.

W =T <

Connect...

10. Click OK.

Choose a multi-factor authentication method:
OKTA push

~
v

Automatically push last multifactor Cancel

11. Confirm you received a notification on your phone, Tap Yes, It's Me.

5:07 o -
okta
o
-]
" ()
O=r I
o
Did You Just Try to Sign In?

</ Bay Shore, New York,
United States
More Info

2 MAC_os_x

UNRECOGNIZED DEVICE

@ Just now

Yes, It's Me l No, It's Not Me
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12. If the connection was successful, Safari will open and will sign you into your Okta user account.
Our Menu Bar script is working!

eeoe M+ < > © & dev-282152-admin.okta.com ® M + 8

= okta BB “hostevanss”
Q search...
Get started with Okta
Follow this guide for the fastest way to connect and distribute your
app.
2/5 Steps
Completed

13. Confirm the customized menu items are working. Click the Jamf Connect Menu Bar icon and
select Go to the HCS App Store.

Click the custom
logo to access
Jamf Connect

I Go to the HCS App Store .

14. The Self Service application will open.

[ NON ]
Browse
Self Service y
FileVault Tools A.Z
Q, Search
@} Home
& Browse > ”',a ",‘x a
£\ Notifications bl & Enabl
Disable & Enable
3 Disable FileVault User Enable FileVault User
@ History FileVault User
Run Run Run

© @

FileVault Authenticated

Restart

Rotate FileVault Key

Run
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15. Confirm the customized menu items are working. Click the Jamf Connect Menu Bar icon and
select Open a Help Desk Ticket.

I Open a Help Desk Ticket I

16. Safari will open and go to: https://hcstech.zendesk.com/hc/en-us

e®oe® M+ < > 0 & hestech.zendesk.com [ M + 88

Submit a request

HCS Technology Group

General

FAQ Community browse

+ Help, | have a question and | need an answer RECENT ACTI @ SUBROIE

NOTE: If you want to check the role of the user that you just logged in as, Open System
Preferences and select Users & Groups. Select your user account and it will be listed as either
an Admin or Standard user based on the role assigned to your account in Okta.

The next section is optional. We will discuss configuring Jamf Connect Notify which is a screen that
can display a progress bar, customized text, and images during Automated Device Enrollment.

This completes this section.
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Section 9: Configure Jamf Connect Notify

This section is optional and assumes you followed the guide from the beginning. ltems discussed
in this section build upon other sections in this guide. In this section we will discuss configuring
Jamf Connect Notify which is a screen that can display a progress bar, customized text, and images
during Automated Device Enrollment. This allows an organization to install required applications
when the user logs in for the first time. The entire screen is taken over by Notify allowing the
installation process to complete before the Mac computer can be used by the user.

Requirements for following along with this section:

e A Mac computer that's brand new in the box or an old Mac computer that was erased and
has a new macOS installed (10.15.4 or later). The Mac computer must be enrolled in Apple
Business or School Manager and assigned to your PreStage in Jamf Pro. This is required for
Automated Device Enrollment using a Jamf Pro PreStage.

* The notify.sh script is provided in the download files for this guide. This script assumes you
have two polices created to install Firefox and Google chrome using a custom trigger for
each policy. Firefox is using the custom trigger named: InstallFirefox and Google Chrome is
using the custom trigger named: InstallGoogleChrome. Please edit this script to install items
to your needs before continuing with this section.

e Administrative access to your Jamf Pro server.

¢ Okta login credentials. We recommend using a non-admin account when logging in at the
Jamf Connect Login window to see how role based account creation works. This will create
the user on the Mac computer as a standard user which is their role in Okta.

1. Using a web browser of your choice, Log in to your Jamf Pro server.

= jamf PRO

USERNAME

PASSWORD

All contents © 2002-2022 Jamf.
All rights reserved.

2. Click Computers.
3. Click Configuration Profiles.

jamf

Q Computers

| S Configuration Profiles

v 1-320f32 + New 1) Upload = B8
Policies {Q—X o o0

&, Configuration Profiles

NAME LoGs COMPLETED PENDING FAILED SCOPE
Restricted Software
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4. Select the Jamf Connect Login configuration profile.

v

Jamf Connect

Jamf Connect AuthChanger

Jamf Connect License

Jamf Connect Login

Jamf Connect Menu Bar

5. Click Clone.

NOTE: We are cloning this to create a second configuration profile named Jamf Connect First
Login that will include the Notify string and the EULA. This is required to use Notify during an
Automated Device Enrollment. This profile will be removed after Notify has ran once and will be

replaced by another profile named Jamf Connect Login which will stop Notify and the EULA from
running at every login.

Computers : Configuration Profiles

< Jamf Connect Login

Options Scope D Show in Jamf Pro Dashboard

@, General General

Name

Application & Custom
{§} Settings A2

1 payload configured Description

Category

Jamf Connect

Level

Computer Level

O [ 5 o g “

History Logs Download Clone Delete Edit
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6. Click the General payload.
7. Change the name to Jamf Connect First Login.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

6 —I @, General I General

Name Display name of the profile

ﬁ Passcode [ Jamf Connect Notify e 7
Not configured

Description Brief explanation of the content or purpose of the profile

= Network
® Not configured
i) VEN c Cat dd the profile t
Piot -enfioiiea ategory Category to a e profile to
Jamf Connect v
DNS Settings
@ Not configured Level Level at which to apply the profile

Computer Level v

ﬁ DNS Proxy
Not configured Distribution Method Method to use for distributing the profile

Install Automatically

= Content Caching

Not configured Cancel Save

8. Scroll down in the Property List section until you find the key named EULASubTitle as shown
below.

Computers : Configuration Profiles

<« Jamf Connect First Login

Options  Scope

com.jamf.connect.login
Application & Custom

& Settings ~
Payloads configured: 2

Required

Property List_PLIST containing key value pairs for settings in the specified domain.
Y ¥

Jamf Applications <string>/usr/local/jamfconr g/imag 1 our png</string>
<key>CreateJamfConnectPassword</key>

External Applications <true/>
<key>DenyLocal</key>

Upload <true/>
<key>DenyLocalExcluded</key>

o <array>
epcaton <string>jssadmin</string>

Not configured i
<string>ladmin</string>

<string>admin</string>

o) Time Machine <string>jamfmanage</string>
Not configured
L <key>EULASubTitle</key> I
Finder
[E9) <key>EULAText</key>

Not configured
<string>This computer is property of HCS Technology Group. By logging into this computer, you are
bound to the policies that you signed off on in our employee handbook.
Accessibilit
® ty

Not configured

Itis improper and prohibited to use the Systems for any reason unrelated or detrimental to Company
Required

= Proxies A@

Nint canfiairad
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9. Add the XML listed below above the EULASubTitle key.
<key>EULAPath</key>
<string>/Users/Shared</string>

NOTE: We are doing this to record the user accepting the EULA. The acceptance is saved in a file
located at /Users/Shared. This file is created automatically by Jamf Connect.

Computers : Configuration Profiles

< Jamf Connect First Login

Options  Scope

Application & Custom
& Ssettings ~ Upload Remove all + Add

Payloads configured: 2 Payloads configured: 2

Jamf Applications . g
com.jamf.connect.login X ~

External Applications Use this section to define generic settings for preference domains

Upload Preference Domain The name of the preference domain (com.company.application)

[ com.jamf.connect.login

Identification Required
Not configured

Property List_PLIST containing key value pairs for settings in the specified domain
ey

@) Time Machine <array>

Not configured <string>jssadmin</string>
<string>ladmin</string>
<string>admin</string>

@) AT <string>jamfmanage</string>

Not configured

<key>EULAPath</key>
Accessibility Users/Shareds/:
® Not configured <key>EULASubTitle</key>
<string>HCS EULA</string>
<key>EULAText</key>

5 Proxies

Not configured <string>This computer is property of HCS Technology Group. By logging into this computer, you are bound to the

policies that you signed off on in our employee handbook.

App-To-Per-App VPN Fiinsroparand proRibiedis e iha Sistametorany reason tinraiatad or datimenta e ConiBary business S

& Mapping ®

10. Scroll down to the bottom of the Property List section and select the key shown below.

Computers : Configuration Profiles

< Jamf Connect First Login

Options Scope

T T T OIS I Ry VAT PSSO g S VT R SPICRTSG SO TG

Application & Custom </array>
% Settings N <key>OIDCAccessClientiD</key>
<string>0oa eJsdx7</string>

1 payload configured
<key>OIDCAdminClientlD</key>

<string>00e ™7 T T TTR4x7</string>

Jamf Applications
<key>OIDClgnoreAdmin</key>

External Applications <false/>
<key>OIDCNewPassword</key>
Upload <false/>

<key>OIDCProvider</key>
<string>Okta</string>

dentificetion <key>OIDCRedirectURI</key>
Not configured : A
tring>https://127.0.01 tring
<key>OIDCSecondaryLoginClientiD</key>
@ Time Machine <string> Oox 1Jsdx7 </string>
Not configured " i
I ing i i h.</string> I
Finder
B configured </plist>
Required
Accessibility
® Not configured ) Upload
Proxies
A e -
gured Caneal
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11. Remove loginWindow.sh from the string and replace it with notify.sh. This will allow us to run
Notify on first login

Computers : Configuration Profiles

< Jamf Connect First Login
Options Scope

Application & Custom

& settings A Preference Domain The name of the preference domain (com.company.application)
Payloads configured: 2 [ com.jamf.connect.login
Required

Jamf Applications
Property List_PLIST containing key value pairs for settings in the specified domain.

External Applications Y= ISSaurTmis7Sug:
<string>ladmin</string>
Upload <string>admin</string>
<string>jamfmanage</string>
</array>
Identification <key>OIDCAccessClientiD</key>
Not configured <string>0oa eJsax7</string>

<key>OIDCAdminClientID</key>
<string>00a Ix7</string>

0] Time Machine

Not configured <key>OIDClgnoreAdmin</key>
<false/>
<key>OIDCNewPassword</key>

9] dCl <false/>

Not configured <key>OIDCProvider</key>

<string>Okta</string>

® Accessibility <key>OIDCRedirectURI</key>

Not configured <string>https://127.0.0.//jamfconnect</string>

<key>OIDCSecondaryLoginClientID</key>

- <string> 0oa7 3 Js4x7 </string>

roxies 4
&5 Sho——— <ke'y>Scr|ptPath</Akey> ‘ . .

g>/ust/| 1ec E ]/slrlng>
</dict>

App-To-Per-App VPN </plist>

A Mapina ®

12. Scroll up and click Add to create an additional payload.

Computers : Configuration Profiles

< Jamf Connect First Login

Options Scope

Application & Custom
& Ssettings ~ Upload Remove all + Add
1 payload configured 1 payload configured

Jamf Applications » o
com.jamf.connect.login X I

External Applications Use this section to define generic settings for preference domains.

Upload Preference Domain The name of the preference domain (com.company.application)

[ com.jamf.connect.login

Identification Required

Not configured

Property List PLIST containing key value pairs for settings in the specified domain

SR <2xmi version="1.0" encoding="UTF-8"?>
Not configured <IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" *http://www.apple.com/DTDs/PropertyList-1.0.citd">
<plist version="1.0">
<dict>
E <key>AllowNetworkSelection</key>
Not configured
<true/>
<key>AuthServer</key>
Accessibility <string>dev okta.com</string>
® Not configured <key>Backgroundimage</key>

<string>/ust/local/jamfconnectbranding/images/HCSBackgroundimage.png</string>

evsCrastelamfConhectPasswordeike
Proxies

&

Not confiaured
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13. Scroll down to the newly created payload and enter the following:

A. Preference Domain: com.jamf.connect.authchanger
B. Property List: Paste in the XML below.
C. Click Save.

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Arguments</key>
<array>
<string>-reset</string>
<string>-JamfConnect</string>
<string>-Notify</string>
</array>
</dict>

</plist>

NOTE: This payload will allow us to run Notify on first login and will ensure Jamf Connect is the
default login window during first login.

Computers : Configuration Profiles

« Jamf Connect First Login

Options Scope

Application & Custom

& settings a com.jamf.connect.authchanger X A~

Payloads configured: 2 Use this section to define generic settings for preference domains,

Jamf Applications
Preference Domain The name of the preference domain (com.company.application)

External Applications com.jamfconnect.authchanger -—}— A
H et Required
Property List_PLIST containing key value pairs for settings in the specified domain.
Identification <?xml version="1.0" encoding="UTF-8"?>
Not configured <IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
Time Machi <dict>
ime Machine e ——
D N . <key>Arguments</key> B
ot configured
<array>
<string>-reset</string>
@ Finder <string>-JamfConnect</string>
Not configured <string>-Notify</string>
<farray>
® Accessibility qd‘_C&
Not configured </plist>
Required
= Proxies ®
Not configured Cancel
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14. Click Computers
15. Click Smart Computer Groups.
16. Click New.

How to Configure Jamf Connect with Okta

NOTE: We are creating a smart group to find a file named com.jamf.connect.InitialRunDone.
pkg which gets created at the end of the notify.sh script. This will let us know that Notify has ran
and will allow us to use this criteria in a smart group. Notify and the EULA only need to run once

and we need a way to remove the Jamf Connect Login configuration profile so it does not run at

every login.

jamf

Q Computers

Smart Computer Groups

14

Computers Devices

Search Inventory
Search Volume Content NAME

Licensed Software

Patch Management

eBooks

1 5 I:;\ Smart Computer Groups

17. Enter the following:
A. Display Name: Jamf Connect Notify Completed

B. Click Criteria

Computers @ Smart Computer Groups

< New Smart Computer Group

+ New

~ COUNT

Computer Group | Criteria I

Display Name Display name for the smart computer group

Jamf Connect Notify Completed

-—}—A

[J Send email notification on membership change

When group membership changes, send an email notification to Jamf Pro users with email notifications enabled

An SMTP server must be set up in Jamf Pro for this to work

® (2]

Cancel Save

20



18. Click Add.

Computers : Smart Computer Groups
< New Smart Computer Group
Criteria

Computer Group

AND/OR CRITERIA OPERATOR VALUE

19. For Application Title, click Choose.

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria

NEW CRITERIA
Application Title

Application Version

20. Click Choices (®).

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group  Criteria

AND/OR CRITERIA OPERATOR VALUE

Application Title is

How to Configure Jamf Connect with Okta

+ Add

Show Advanced Criteria

Choose

Choose

Delete

+ Add

®

Cancel

Save
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21. Scroll down until you find Jamf Connect.app, then click Choose.

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria
Jamf Connect.app Choose
Jamf Imaging.app Choose
22. Click Add.

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria

AND/OR CRITERIA OPERATOR VALUE

- Application Title is v Jamf Connect.app ooe v Delete

23. Click the Show Advanced Criteria button.

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria
NEW CRITERIA Show Advanced Criteria
Application Title Choose
Application Version Choose

24. Scroll down to find Packages Installed By Casper then click Choose.

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria
Packages Installed By Casper
Packages Installed By Installerapp/SWU Choose
Partition Name Choose
Password History Choose
Password Type Choose
Patch Reporting Software Title Choose
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25. Configure the following:
A. AND/OR: Make sure “and” is selected
B. OPERATOR: has
C. VALUE: com.jamf.connect.InitialRunDone.pkg

D. Confirm your settings look like what is shown in the picture below
E. Click Save

NOTE: com.jamf.connect.InitialRunDone.pkg is case sensitive.

Computers : Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria
AND/OR CRITERIA OPERATOR VALUE
v Application Title is v Jamf Connect.app 1 v Delete
. . Packages Installed . ! .
A —y N By Casper I has I Icom.Jamv.connectlnma I Delete

I + Add

B C

o [a]l _E

Cancel Save

26. Click Computers.
27. Click Configuration Profiles.

jamf

g Computers

bomputers | Devices _— Configuration Profiles

v 1-320f32 + New 1 Upload i= B8
Policies Q ! @ &2 oe

{?",‘?ﬂ Configuration Profiles

NAME LoGs COMPLETED PENDING FAILED SCOPE
Restricted Software

28. Click the Jamf Connect AuthChanger configuration profile.

] Jamf Connect

Jamf Connect AuthChanger

93
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29. Click Scope
30. Click Edit.

Computers : Configuration Profiles

< Jamf Connect AuthChanger

Options m [:] Show in Jamf Pro Dashboard

29

Targets Limitations Exclusions
Target Computers Target Users
Specific Computers Specific Users
TARGET TYRE
MacBook Air Computer
D [ t & U] EA 30
History Logs Download Clone Delete Edit

31. Remove any previously scoped devices by clicking Remove.

32. Click Add.

Computers : Configuration Profiles

< Jamf Connect AuthChanger

Options Scope

Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v
Selected Deployment Targets + Add 32
TARGET TYPE
MacBook Air Computer 31
® =
Cancel Save
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33. Follow these steps:
A. Click Computer Groups

B. Click Add for the Jamf Connect Notify Completed group.
C. Click Done

Computers : Configuration Profiles

< Jamf Connect AuthChanger

Options Scope
Targets Limitations Exclusions
A Add Deployment Targets C
Computers Computer Groupd Users User Groups Buildings Departments

1-Mof 1

GROUP NAME

All Managed Clients

Add
Jamf Connect Notify - Run Add
Jamf Connect Notify Completed Add B

34. Confirm the Jamf Connect Notify Completed group is listed.
35. Click Save.

NOTE: This will ensure that only Mac Computers that completed installing Jamf Connect and

ran Notify will get this profile. This profile does NOT include the Notify string and will ensure
Jamf Connect is the default Login Window on the Mac Computer.

Computers : Configuration Profiles

< Jamf Connect AuthChanger

Options Scope
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v

Selected Deployment Targets + Add

TARGET TYPE

34—. Jamf Connect Notify Completed Smart Computer Group Remove

Cancel Save
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36. Confirm a message appears on how to redistribute the profile, pick what works best for you.

This guide will choose distribute to all. Click Save.

Redistribution Options

| | There is 1 computer with this profile installed

Distribute to All
Choose "Distribute to All" to distribute to all computers in scope, including
computers that already have this profile installed

Distribute to Newly Assigned Devices Only
O Choose "Distribute to Newly Assigned Devices Only" to distribute only to
computers in scope that do not currently have the profile installed

=

37. Click the Jamf Connect First Login configuration profile.
v Jamf Connect

Jamf Connect
AuthChanger

Jamf Connect First Login

Jamf Connect License
Jamf Connect Login

Jamf Connect Menu Bar

38. Click Scope.
39. Click Edit.

Computers : Configuration Profiles

< Jamf Connect First Login

Options Scope

38—7 |

Targets

Target Computers

Specific Computers

TARGET

MacBook Air

D Show in Jamf Pro Dashboard

Limitations Exclusions

Target Users

Specific Users

TYPE

Computer

O] (& t 8] uf “
History Logs Download Clone Delete Edit

39
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40. Click Exclusions.
41. Click Add.

Computers : Configuration Profiles

< Jamf Connect First Login

Options Scope

Targets Limitations

Selected Exclusions

EXCLUSION TYPE

No Exclusions

42. Follow these steps:
A. Click the Computer Groups tab

B. Add the Jamf Connect Notify Completed group.
C. Click Done

Computers : Configuration Profiles

< Jamf Connect First Login

Options Scope

Targets Limitations

Add Exclusions

Computer

GROUP NAME

User

Groups Buildings

Departments

All Managed Clients

Jamf Connect Notify Completed

Show 100 ~

How to Configure Jamf Connect with Okta

Exclusions

—40

[=1—a

® =
Cancel Save
Exclusions
_ C
Network LDAP/Local LDAP User <
Segments Users Groups iBeacons
Add
Add — B
® E
Cancel Save
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TECHNOLOGY GROUP

43. Confirm the Jamf Connect Notify Completed group is listed.

44. Click Save.
NOTE: This will ensure that the Jamf Connect First Login profile gets removed from a Mac
Computer once Jamf Connect has been installed and Notify has run. This will stop Notify and
the EULA from running at every login to your Mac computer.

Computers : Configuration Profiles

« Jamf Connect First Login

Options Scope
Targets Limitations Excluslons
Selected Exclusions + Add
EXCLUSION TYPE
43 —g)amf Connect Notify Completed Smart Computer Group Remove

® e 44

Caneel Save

45. Confirm a message appears on how to redistribute the profile, pick what works best for you.
This guide will choose distribute to all. Click Save.

Redistribution Options

There is 1 computer with this profile installed.

. Distribute to All
@) Choose "Distribute to All" to distribute to all computers in scope, including
computers that already have this profile installed

Distribute to Newly Assigned Devices Only
Choose "Distribute to Newly Assigned Devices Only" to distribute only to
/" computers in scope that do not currently have the profile installed.

N

Cancel

Let's edit the Jamf Connect Login configuration profile to remove the EULA. The EULA was
originally part of this profile when created in section 5 of this guide.

46. Click Computers.
47. Click Configuration Profiles.

jamf

= Computers

SR | meves Configuration Profiles

0| 1-320f32 + New 1 Upload ;= @
Policies Q ] 0 ue o0

&, Configuration Profiles

NAME LoGS COMPLETED PENDING FAILED SCOPE
Restricted Software
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48. Click the Jamf Connect Login configuration profile.

v Jamf Connect

Jamf Connect AuthChanger

Jamf Connect First Login

Jamf Connect License

I Jamf Connect Login I

Jamf Connect Menu Bar

49. Expand the Application & Custom Settings payload.
50. Click Upload,
51. Click Edit.

Computers : Configuration Profiles

< Jamf Connect Login

Options Scope D Show in Jamf Pro Dashboard

&, General Upload

1payload configured

Application & Custom

49 {8  Settings ~ com.jamf.connect.login ~
1payload configured Use this section to define generic settings for preference domains.

Preference Domain com. jamf.connect.login
The name of the preference domain (com.company.application)

Upload File
PLIST file containing key value pairs for settings in the specified domain

<7xml version="1.0" encoding="UTF-8"?>

<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 10//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">

<dict>

<key>AllowNetworkSelection</key>

<true/>
<key>AuthServer</key>
<string>dev- .okta.com</string>

<key>Backgroundimage</key>
<string>/usr/local/jamfconnectbranding/images/HCSBackgroundimage png</string>
<key>CreateJamfConnectPassword</key>

<true/>

<key>DenyLocal</key>

<true/>

<key>DenyLocalExcluded</key>

N

©] [ t m g

History Logs Download Clone Delete Ed

— 51
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52. In the Property List section, Select everything between the EULASubTitle key and the End User
License Agreement key and delete it. This will remove the EULA from this configuration profile
as we no longer need it.

Computers : Configuration Profiles

« Jamf Connect Login
Options  Scope

Application & Custom

Upload

8% Settings Remove all —+ Add
1payload configured 1payioad configured
Jamt Applications com jamf.connect.login « R

. Use this section to define generic settings for preference domains.
External Applications

Upload Preference Domain_The name of the preference domain (com company application)
com jamf.connectlogin
Identification Required

Not configured

roperty List _PLIST containing key value pairs for settings in the specified domain.

<key>EULASUBT tle</key>
el <string>HCS EULA</string>
Not configured

<key>EULAText</key>

<string>This computer is property of HCS Technology Group. By logging into this computer, you are bound to the policies that you signed off on in our
femployee handbook.

[ Finder

Not configured
it is improper and prohibited to use the Systems for any reason unrelated or detrimental to Company business. Some examples of improper use include, but are
hot limited to:

i Accessing or transmitting proprietary information, customer information or confidential employee information for non-work- related purposes.

ii.  Tampering with the Systems in any way, including but not limited to computer viruses, worms, changes in email rules, or attempting to circumvent or
bypass System security measures.

‘?& Proxies il

Not configured

@ Accessbily
Not configured

Unauthorized password use, logon, or use of another users information.
Online contests, games, gaming, or gambling.
V. Bulk emailing.

AT g R Vi Chain emails as well as documents or emails containing discriminatory, harassing, obscene, indecent, offensive, abusive or otherwise threatening or
& noing bunlawful.
Not configured vil. Downloading software onto the Systems.
Istring>
<key>EULATitle</key>
o Xsan User License
8o configured
1) Upload
Smart Card (]
Not configured
& System Migration

Not configured

53. Confirm the EULA keys are gone, then click Scope.

Computers : Configuration Profiles
<« Jamf Connect Login
o
Application & Custom
&% Settings ~ Upload Remove zll + Add
" payload configured 1payload configured
Jamf Applications . "
com.jamf.connect.login x N
External Applications Use this section to define generic settings for preference domains.
Upload Prefarence Domaln_The name of the preference domain fcom.company.application)
com.jamf.connectlogin
Identification Required
Notconfiured
Property List PLIST containing key value pairs for settings in the specified domain.
<key>DenyLocalExcluded</key>
Time Machine <array>
Not configured <string>jssadmin</string>
<string>ladmin</string>
et
Finder string>admin</string>
= ] <string>jamfmanage</string>
<farray>
<key>HelpURL</key>
@ Accessivity i
Not configured <key>LocalFallback</key>
<true/>
5 Prodes <key>LoginLogo</key>
N L ogo.png</sting>
<key>LoginWindowMessage</key>
<string>Property of HCS Technology Group. If found, please call (866) 518-9672</5tring>
App-To-Per-App VPN <key>Migrate</key>
@ Mapping <true/>
Not configured <key>MigrateUsersHide</key>
<array>
ST <string>jssadmin</string>
8 ot contigured <string>ladmin</string>
<string>admin</string>
<string>jamfmanage</string>
Smart Card <farray>
(it i) <key>OIDCAccessClientD</key>
<string>0oa Jsdx7</string>
System Migration <key>OIDCAdmInClientiD</key>
B Notcontoured
Cancel Save
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54. Remove any previously scoped devices.
55. Click Add.

Computers : Configuration Profiles

< Jamf Connect Login

Options Scope

Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v
Selected Deployment Targets + Add 55
TARGET TYPE
MacBook Air Computer Remove 54
® E
Cancel Save

56. Follow these steps:
A. Click Computer Groups
B. Add the Jamf Connect Notify Completed group.
C. Click Done

Computers : Configuration Profiles

<« Jamf Connect Login

Options Scope
Targets Limitations Exclusions
Add Deployment Targets Done C
Computers IComputer Groups Users User Groups Buildings Departments
Q Filter R 1-10 of 10

GROUP NAME
All Managed Clients Add
Jamf Connect Notify Completed Add e B
Macs not running macOS Monterey 12.3 Add
Macs Enrolled With Universal Mac Deployment PreStage Add

< 1 w » Show: 100 ~ ® =

Cancel Save
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TECHNOLOGY GROUP

57. Confirm the Jamf Connect Notify Completed group was added
58. Click Save.

Computers : Configuration Profiles

< Jamf Connect Login

Options Scope

Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v

Selected Deployment Targets + Add
TARGET TYPE
57 —@ Jamf Connect Notify Completed Smart Computer Group Remove

® @ fp—58

Cancel Save
59. Click Computers
60. Click PreStage Enrollments.
61. Click on your PreStage. This guide will use the Mac Deployment PreStage.
jamf
Q Computers
59 Computers  Devices PreStage Enrollments
+ New
Search Inventory
LAST SYNC
Search Volume Content
Mac Deployment 61

Enrollment Invitz

60 PreStage Enroliments
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62. Select the Configuration Profiles payload
63. Click Edit.

Computers : PreStage Enroliments

< Mac Deployment

Options Scope

‘ Settings
Configuration Profiles Configuration Profiles
Configuration
62— 5, Profiles
4Profiles NAME SCOPE
u: d
b b v Jamf Connect
O Purchasing Jamf Connect AuthChanger Jamf Connect Notify Completed
E—
. 1 computer, Jamf Connect Notify
Jamf Connect First Login Completed excluded
/) Attachments
g 0 Attachments Jamf Connect License 1 computer
Jamf Connect Login 1 computer
Certificates Jamf Connect Menu Bar 1 computer
Enroliment .
& Packages v Kerberos SSO Extension
3 Packages

R g |z 63

History Clone Delete Edit

64. Deselect the checkbox for Jamf Connect AuthChanger profile.
65. Select the checkbox for Jamf Connect First Login profile.
66. Click Save.

Computers : PreStage Enrollments

< Mac Deployment

Options Scope

x 'S’““"”"’ enronmernt, ensure e scope o1 e conngurauon prome mciuaes e cormputers i
ettings
9 the scope of the PreStage enroliment.

%?:? Configuration

‘% Profiles
4 Profiles NAME SCOPE
User and
Location ~ Jamf Connect
- amf Connect AuthChanger amf Connect Notify Complete:
—_— Jamf C AuthChang Jamf C Notify Completed
: 3 1 computer, Jamf Connect Notify
65 Jamf Connect First Login Completed excluded
J/ Attachments
~ OAtachments Jamf Connect License 1 computer
Jamf Connect Login 1 computer
Certificates
Jamf Connect Menu Bar 1 computer
Enroliment
& Packages v Kerberos SSO Extension
3 Packages

® |8 |—s6

Cancel Save
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67. Click Save.

Confirm PreStage Account Settings
Creation

PreStage account settings creation may take extended time to save. Do not

refresh.
=
Cancel Save I

In the next section, we will deploy a Mac Computer via Automated Device Enrollment to see the
Notify and EULA screens in action.

This completes this section.
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Section 10: Deploying a Mac Computer with Jamf Connect Notify

This section is optional and assumes you followed the guide from the beginning. ltems discussed

in this section build upon other sections in this guide. In this section we will deploy a Mac computer
using the PreStage enrollment that we edited in section 9 and confirm Jamf Connect Notify runs
after the first login. We will also confirm the Jamf Connect First Login Profile is no longer on the
Mac computer after Notify runs and the AuthChanger profile is installed after Notify has completed.

Requirements for following along with this section:

® A Mac computer that's brand new in the box or an old Mac computer that was erased and has a
new macOS installed (10.15.4 or later). The Mac computer must be enrolled in Apple Business
or School Manager and assigned to your PreStage in Jamf Pro. This is required for Automated
Device Enrollment using a Jamf Pro PreStage.

¢ Okta login credentials. We recommend using a NON admin account when logging in at the Jamf
Connect Login window to see how role based account creation works. This will create the user on
the Mac computer as a standard user which is their role in Okta.

NOTE: This section will NOT walk through all the setup assistant screens as this would be different
in every environment based on the settings you used for your PreStage. We will start at the Remote
management screen so please follow the on screen instructions that come before the Remote
Management screen.

1. At the Remote Management screen, click Continue.

{3

Remote Management

Back Continue

“InstructUs Training Group LLC" can automatically configure
your computer.

Learn more about remote management

2. Enter your Okta Username and Password then click Log In.

Username

Password

LogIn

Property of HCS Technology Group. If found, please call (866) 518-9672

©) ©)

Shut Down' Restart
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3. Select your MFA authentication method. This guide will use a Push Notification. Click Next.

Select a multifactor authentication method

Okta Verify app: Push Notification

Okta Verify app: Verification Code

Cancel

4. You will be prompted with the message below and a notification will be sent to your phone.

Approve the request in the Okta Verify app
on your mobile device

5. Confirm you received a notification on your phone, Tap Yes, It's Me.

5:07

)

okta

Ozrr

Did You Just Try to Sign In?
<f Bay Shore, New York,
United States
More Info
L3 MAc_os_x

UNRECOGNIZED DEVICE

@ Just now

{ Yes, It's Me }

No, It's Not Me }
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6. Select the checkbox for | Agree.
7. Click Done.

End User License Agreement

HCS EULA

This computer is property of HCS Technology Group. By logging into this computer, you are bound to the
policies that you signed off on in our employee handbook.

It is improper and prohibited to use the Systems for any reason unrelated or detrimental to Company
business. Some examples of improper use include, but are not limited to:

i Accessing or transmitting proprietary information, customer information or confidential
employee information for non-work- related purposes.

ii. Tampering with the Systems in any way, including but not limited to computer viruses, worms,
changes in email rules, or attempting to circumvent or bypass System security measures.

fii. Unauthorized password use, logon, or use of another users information.

iv.  Online contests, games, gaming, or gambling.

V. Bulk emailing.

vi.  Chain emails as well as documents or emails containing discriminatory, harassing, obscene,
indecent, offensive, abusive or otherwise threatening or unlawful.

vii. Downloading software onto the Systems.

Cancel . | Agree W 7

8. The Notify welcome screen will be displayed.

Welcome,

Your Mac is now enrolled and will be automatically configured for you.

Preparing your new Mac... I
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9. Notify will display different screens based on its progression.

=

Tired of remembering multiple passwords?

We use single sign-on services to help you sign in to each of our
corporate services.

I Setting the password for your Mac to sync with your network password... I

10. Notify will let you know when applications are being installed.
£y
.l

Self Service makes Mac life easier

Self Service includes helpful bookmarks and installers for other applications that
may interest you.

Installing Self Service...

11. Another application being installed. You can add custom icons if needed.
NOTE: Customizing Notify is not covered in this guide.

Installing everything you need for your first day

All the apps you will need today are already being installed. When setup is
complete, you'll find Microsoft Office, Slack, and Zoom are all ready to go. Launch
apps from the Dock and have fun!

Installing Firefox...
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Installing everything you need for your first day

All the apps you will need today are already being installed. When setup is
complete, you'll find Microsoft Office, Slack, and Zoom are all ready to go. Launch
apps from the Dock and have fun!

I Finishing up... We're almost ready for you, I

13. When Notify is done, Your account will be created on the Mac computer.

Creating Your Account On This Mac...

14. Open System Preferences.

15. Click Profiles.

@ @ B « @ —

Software Network Bluetooth Sound Touch ID Keyboard Trackpad Mouse
Update
L v @ B @ B (v
= &17 s
Displays Printers & Energy Date & Time Sharing Time Startup Profiles
Scanners Saver Machine Disk
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16. Confirm the Jamf Connect First Login profile is no longer installed and the Jamf Connect
AuthChanger profile is installed. Quit system preferences when done.

( J < i Profiles

Jamf Connect Auth
1 setting

Jamf Connect License
1 setting

Jamf Connect Login
1 setting

Jamf Connect Menu...
1 setting

Jamf Connect Notific...
1 setting

Jamf Connect PPPC

Jamf Connect AuthChanger
Keith Michael Music, LLC Verified

Signed JSS Built-In Signing Certificate
Installed Sep 7, 2022 at 3:26 PM

Settings Custom Settings

DETAILS
Custom Settings

Description Custom Settings

1 setting com.jamf.connect.auth {
Jamf Notifications chanest Forced = (

@ , .

"mcx_preference_settings" =
MDM Profile {
3 settings Arguments = (
A NP S "-reset",
a7 "-JamfConnect"
This Mac is supervised and managed by InstructUs Training Group LLC. ?

18. Navigate to /Users/Shared. You will see a file similar to the file shown below. This is an audit file
that got created when the EULA was accepted by the user that logged into the Mac computer.
NOTE: You can create an extension attribute to search for a file that contains the word
Accepted in the name. Once done, you can create a smart group to find all Mac computers
that contain that file which means the EULA has been accepted by the user. This is great for
reporting purposes.

< Shared

Name

Accepted-2022-09-07-152406

If you want to be sure that Notify and the EULA will NOT run again, logout as the user then log
back in to confirm all is working as expected.

In the next section we will cover configuring Jamf Unlock.

This completes this section.
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Section 11: Configure Jamf Connect Unlock

This section is optional and assumes you followed the guide from the beginning. ltems discussed
in this section build upon other sections in this guide. In this section we will configure Jamf Unlock.
Jamf Unlock is a mobile app that enables users to unlock their Mac computer without using a
password. With Jamf Unlock, users complete a setup process to generate identity credentials (a
certificate) on their mobile device and pair the device with their Mac computer. Once complete,
users can use the app to authenticate in the following scenarios:
¢ Logging into a Mac computer - NOTE this only works at the default Mac computer's Login
Screen and not the Jamf Connect Login screen. If using Jamf Connect at the login window,
Jamf Unlock will only allow you to unlock your Mac computer from the lock screen.
¢ Changing settings in System Preferences
* Installing software updates
e Executing commands with root privileges using the sudo command

Requirements for following along with this section:
® A Mac computer managed in Jamf Pro running macOS 11 or later.
® AniOS 15 or iPadOS 15 device with a passcode and Face ID or Touch ID enabled.
e The Jamf Unlock app,Version 1.4.0 or later, and installed on your iOS device via Managed
App Distribution from Jamf Pro.
e Jamf Connect version 2.14.0 or later.
e Admin access to your Mac Computer.
e Admin access to your Okta web portal.
e Admin access to your Jamf Pro server.

NOTE: This section assumes the Jamf Unlock app is already assigned to your Jamf Pro server from
Apple Business / School Manager. This guide does not cover assigning apps from Apple Business /
School Manager to Jamf Pro.

1. Using a web browser of your choosing, sign in to Okta using your admin credentials.

okta

Sign In

Username

Password

j Remember me

Need help signing in?
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2. If prompted for MFA, select Send Push. 3. Expand Applications and click Applications.

okta okta

g Dashboard v

Directory v
Okta Verify (Keith's iPhone)

Customizations v
Send Push

Or enter code Applications ~

[ send push automatically
Back to sign in Applications

4. Follow these steps:
A. Select ACTIVE
B. Copy the Client ID for the Jamf Connect Desktop Users. Paste this into a text document and
save it on your Desktop. We will need it later on in this section.
C. Click on Jamf Connect Desktop Users. We need to modify this App Integration to include the
Jamf Unlock URI.
NOTE: If you did not follow this guide from the beginning, you will not have the Jamf Connect
Desktop Users App Integration. Please refer to section 2 of this guide for more info on
configuring an App Integration before you continue with this section.

Applications @ Help

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.

Create App Integration Browse App Catalog { Assign Users to App } More v ]
Search
Jamf Connect Desktop Admins o
A
pohie-t @ Client ID: Qoa77 24x7
A ——encTIVE 2

Jamf C t Desktop U

NAGTIVE o @ amf Connect Desktop Users o ¥ B’ C
Client ID: Qoa7" Js4x7
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5. In General Settings, select Edit.

General Settings

APPLICATION
App integration name Jamf Connect Desktop Users
Application type Native
Grant type Client acting on behalf of a user
| Authorization Code
Refresh Token
Resource Owner Password
SAML 2.0 Assertion
Device Authorization
Token Exchange
] Implicit (hybrid)
£2 Allow ID Token with implicit grant type
£4 Allow Access Token with implicit grant type
6. Go to LOGIN.

7. For Sign-in redirect URI, click Add URI.

LOGIN

Sign-in redirect URIs @ Allow wildcard * in login URI redirect.

https://127.0.0.1/jamfconnect

+ Add URI

Sign-out redirect URIs @ som.okta.dev-} 2/

+ Add URI

Initiate login URI @

m Canesl

8. Enter the following URI: jamfunlock://callback/auth
NOTE: The URI is case sensitive.

9. Click Save.
LOGIN

Sign-in redirect URIs @ Allow wildcard * in login URI redirect.

https://127.0.0.1/jamfconnect
iamfun\ock:llcal\back/authl O—E— 8

+ Add URI

Sign-out redirect URIs @ com.okta.dev-2 2/
+ Add URI

Initiate login URI @

I Save I Cancel
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TECHNOLOGY GROUP

10. Log into your Jamf Pro server with admin credentials.

“A jamf PRO

USERNAME

PASSWORD

All contents © 2002-2022 Jamf.
All rights reserved.

11. Click Computers.
12. Click Configuration Profiles.
13. Click New.

jamf

Computers
11 a

Configuration Profiles

13

Computers  Devices

v 1-32 0f 32 + New 1) Upload i= B8
Policies Q & oo

1 2 {5:?5 Configuration Profiles

NAME LoGs COMPLETED PENDING FAILED SCOPE

14. Select the General Payload and enter the following:
A. Name: Jamf Connect Unlock
B. Category: Jamf Connect ( or a category that fits your needs )

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

&, General General

Name Display name of the profile

P2 Passcode Jamf Connect Unlock A
Not configured

Description  Brief explanation of the content or purpose of the profile

Network
Not configured

a)))

VPN
]

Neteonfigired Category Category to add the profile to

Jamf Connect v B

@ DNS Settings
'S Not configured Level Level at which to apply the profile
Computer Level v

DNS Prox
E Yy

Not configured Distribution Method Method to use for distributing the profile
Install Automatically v
@ Content Caching
Not configured Redistribute Profile After Amount of time after which to redistribute the profile
Never v
rtifi o
= Certificate ® =

Not configured Cancel Save

114



How to Configure Jamf Connect with Okta

15. Click the Application & custom Settings Payload.
16. Click Upload.
17. Click Add.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

Application & Custom

1 5 —l i Settings ~

Not canfigured

Upload

Use this section to define generie settings for preference domains

| Add

— 17

Remove all

lamf Applications

External Applications

16 ——

Upload

== |dentification

18. Enter the following:
A. Preference Domain: com.jamf.connect
B. Property List: Paste in the XML below
C. Select Scope
The XML below will enable Unlock in the Jamf connect menu bar, Enable log in for Mac

Computers, and enable Require a PIN.
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Unlock</key>
<dict>
<key>EnableUnlock</key>
<true />
<key>EnableUnlockForLogin</key>
<true />
<key>RequirePIN</key>
<true />
</dict>
</dict>
</plist>

Computers : Configuration Profiles

C < New macOS Configuration Profile
Options

Privacy Preferences Policy
©  control

Not configured

Upload

1payload configured

Remove all

-+ Add

com.jamf.connect X

@) DS Use this section to define generic settings for preference domains

Not configured

Preference Domain_The name of the preference domain (com.company.application)

. Energy Saver
ot oy

Not configured com jamf.connect

Required

Application & Custom
& Settings A
1payload configured

Property List_PLIST containing key value pairs for settings in the specified domain.

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">

Jamf Applications
External Applications

Upload

Identification

Not configured

<dict>

<key>Unlock</key>

<dict>
<key>EnableUnlock</key>
<true />
<key>EnableUnlockForLogin</key>
<true />
<key>RequirePIN</key>

<true />
@) Time Machine <dict>
Not configured </dict>
</plist>
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19. Scope to your needs. This guide will scope to a test Mac computer.

20. Click Save.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

Targets Limitations

Target Computers Target Users

Computers to assign the profile to Users to distribute the profile to

Specific Computers v Specific Users

Selected Deployment Targets

TARGET TYPE

Jamf Connect Notify Completed Smart Computer Group

21. Click Devices.
22. Click Mobile Device Apps.
23. Select Jamf Unlock

jamf

21 @ Mobile Devices

Computers  Devices Mobile Device Apps

> Q ) 1-90f9

Search Inventory NAME VERSION

ch Volume Content
> Applications

Configuration Profiles

v Jamf Connect
oning Profiles
P e Profiles
22 @ Jamf Unlock [ — 23
m Mobile Device Apps

Exclusions

+ Add
Remove

® =)
Cancel Save
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24. Click Edit.

Mobile Devices : Mobile Device Apps

< Jamf Unlock

General Scope Managed Distribution App Configuration

Display Name

Enabled

Category

Jamf Connect

Short Version

Bundle Identifier

Free

0 g

History Delete

25. Configure the following:
A. Select a category of your choosing. This guide will use Jamf Connect
B. Set the distribution method to: Install Automatically/Prompt Users to Install
C. Leave all other settings at their default values
Mobile Devices : Mobile Device Apps
« Jamf Unlock

General Scope Managed Distribution App Configuration

Display Name Display name for the app

4

Edit

A _{ Jamf Unlock

Enabled

Category Category to add the app to

Jamf Connect v

Short Version Short Version of the app

[ 14.0

Bundle Identifier Bundle identifier for the app

[ com.jamf.connect.unlock

Free
App is free

Distribution Method Method to use for distributing the app

B @ |nstall Automatically/Prompt Users to Install v

Display app in Self Service after it is installed

Require tethered network connection for app installation (iOS 10.3 or later)
Require the device to have a tethered network connection to download the app

Schedule Jamf Pro to automatically check the App Store for app updates
Automatically update app description, icon, and version in Jamf Pro

App Store Country Or Region Country or region to use when syncing app with the App Store

® &

Cancel Save
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26. Scope to your needs. This guide will scope to a test Mac computer.

Mobile Devices : Mobile Device Apps
« Jamf Unlock

General Scope Managed Distribution App Configuration
Targets Limitations Exclusions

Target Mobile Devices Target Users

Mobile devices to distribute the app to. Does not Users to distribute the app to

apply to personally owned devices

Specific Mobile Devices v Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
Keith's iPhone Mobile Device Remove

Cancel Save

27. Select Managed Distribution. Confirm Assign Content Purchased in Volume is enabled.

Mobile Devices : Mobile Device Apps
< Jamf Unlock

General Scope Managed Di bution App Configuration

Device Assignments VPP Codes

Volume Content

Assign Content Purchased in Volume
Assign content purchased in volume to mobile devices with iOS 9 or later

Location Volume purchasing location to use to assign content

KDEP-Apps&Books v

TOTAL CONTENT IN USE

20 1

Cancel Save
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28. Select App Configuration. Using the XML below, replace the two strings that are in blue with
the following:

The first string is your Okta tenant-name. This should be entered with only the first part of your
Okta URL. For example, If you Okta URL is https://mycompany.okta.com, all you need to enter
is: mycompany - no other part of the URL is required.

The second string is your App Integration client ID for the Jamf Connect Users App we created
in step 4. You should have this saved to a text document on your desktop.

<dict>
<key>com.jamf.config.idp.oidc.provider</key>
<string>Okta</string>
<key>com.jamf.config.idp.oidc.tenant</key>
<string>YourTenantNameGoesHere</string>
<key>com. jamf.config.idp.oidc.client-id</key>
<string>YourAppIntergrationIDGoesHere</string>
<key>com. jamf.config.idp.oidc.redirect-uri</key>
<string>jamfunlock://callback/auth</string>

</dict>

29. Click Save.

Mobile Devices : Mobile Device Apps
< Jamf Unlock

General Scope Managed Distribution App Configuration

Preferences Configuration dictionary to be applied to the app on mobile devices with i0S 7 or later

<dict>
<key>com.jamf.config.idp.oidc.provider</key>
<string>Okta</string>
<key>com.jamf.config.idp.oidc tenant</key>

<string>dev-2 2</string>
<key>com.jamf.config.idp.oidc.client-id</key>
<string>00a B7eJ:

<key>com.jamf.config.idp.oidc redirect-uri</key>
<string>jamfunlock://callback/auth</string>
</dict>

@ For help generating the PLIST file for preferences, use the AppConfig Generator

€ |8 l—29

Cancel Save
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Let's switch to an iOS device. This guide will use an iPhone and we are assuming you already
scoped the Jamf Unlock app to your iOS device.

30. On your iPhone, open the Jamf Unlock

31. Enter your Okta credentials, tap Sign In.
app. Tap Log in to Get Started.

Cancel @ 2v-282152.0kta.com aA

okta

Sign In

Username

Password

Unlock your Mac

Use your iPhone to log in to your Mac [ Remember me
without entering a password.

| Login to Get Started |

Need help signing in?
As required by Apple policy, Unlock does not collect or
share any data with any third parties for any reason.

Powered by Okta Privacy Policy

]

32. Click Send Push.* 33. Tap Yes, Its Me.

_ = T

Cancel @ ev-282152.0kta.com A C, okta

oKta , ’

@ N O=rr 1

Did You Just Try to Sign In?

Okta Verify (Keith's iPhone)

< Centereach, New York,

United States
More Info

2 MAC_OS_X_IPHONE

Or enter code UNRECOGNIZED DEVICE
[) send push automatically

@ Just now

Powered by Okta

Privacy Policy
Yes, It's Me

No, It's Not Me

< )

*Depending on how your MFA is configured, you may be challenged a second time with a screen
that asks you to match numbers on another device. If you get prompted with that message, that
means “Number Challenge for Okta Verify push” is enabled in Okta’s Security section under the
Multifactor tab. Reach out to your Okta admin or security team for more options. You may not be

able to go forward with this section without having an additional device enrolled in Okta to handle
the number matching message.
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34. Tap OK at the Bluetooth message.

“Unlock” Would Like to
Use Bluetooth

This app uses Bluetooth technology
to unlock your computer.

Don't Allow

36. Tap Continue

1:22 ol T (-

< Back

Pair with your Mac

To pair with your Mac, Unlock needs your
permission:

Face ID
Use Face ID to secure this app.

Wi-Fi
Use Wi-Fi to connect to other devices
on your local network.

Location
Use your location to find nearby Mac
computers to pair with and unlock.

Notifications
Automatically open Unlock to
authenticate more quickly.

How to Configure Jamf Connect with Okta

35. Tap Get Started..

122

i .
Keith
& kmitnick@hcsonline.com
@ Last sign in: a minute ago

[ Unlock your Mac

entering your password.

Use your iPhone to unlock your Mac without

ol T -

37. Tap OK.

or aPIN to

Do you want to allow
“Unlock” to use Face ID?

Use Face ID to access this app and
unlock your Mac. If you don't allow
this, you must use your device

Don’t Allow

OK
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38. Tap Continue

Use Face ID to secure this app.

. Wi-Fi
Use Wi-Fi to connect to other devices
on your local network.

.~ Location
Use your location to find nearby Mac
computers to pair with and unlock.

_ Notifications
Automatically open Unlock to
authenticate more quickly.

40. Tap Continue

Use Face ID to secure this app.

Wi-Fi
Use Wi-Fi to connect to other devices
on your local network.

.~ Location
Use your location to find nearby Mac
computers to pair with and unlock.

 Notifications
Automatically open Unlock to
authenticate more quickly.

How to Configure Jamf Connect with Okta

39. Tap OK.

“Unlock” would like to find
and connect to devices on
your local network.

Use Wi-Fi to connect to other devices
on your local network.

Don’t Allow OK

41. Make a selection that works for you. This
guide will use Allow While Using App.

Allow “Unlock” to use

your location?
Use your location to find nearby Mac
computers to pair with and unlock.

VARA ot o,
4 Precise: On /%

1amo

s
2

c

Allow Once

Allow While Using App
1 Don't Allow '-
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42. Tap Continue 43. Tap OK.
T

Use Face ID to secure this app.

|

Wi-Fi
Use Wi-rl tolconmec:< to other devices “Unlock” Would Like to
on your local network. g oo
Send You Notifications
Notifications may include alerts,
Location sounds, and icon badges. These can
Use your location to find nearby Mac be configured in Settings.
computers to pair with and unlock.

Don't Allow ‘ Allow

_ Notifications
Automatically open Unlock to
authenticate more quickly.

44. Tap Continue 45. Tap OK.

Face ID
Use Face ID to secure this app.

Wi-Fi
Use Wi-Fi to connect to other devices
oon your local network.
Location
Use your location to find nearby Mac
‘computers to pair with and unlock.
Notifications
Automatically open Unlock to
authenticate more quickly.
—
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46. Switch to your Mac computer. Select Jamf Connect from the Menu then select Paired Devices.

Click the custom
logo to access
Jamf Connect

Paired Devices...

47. Click Pair New Device.

( X ] Jamf Unlock - Paired Devices

Paired Device

This device can unlock your Mac.

Enable Unlock

Pair New Device

48. Confirm a QR code appears.

X

Pair New Device

Open the Jamf Unlock app on
the device you want to pair with
this Mac.

Follow the app setup steps and
scan this code with your
device’s camera to complete
pairing.
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49. On your iPhone, line up the camera with 50. On your Mac computer, Click OK at the
your Mac computer to scan the QR code. Bluetooth message.
:::’ xﬁ:‘:;f:::f;ac By “Jamf Connect” would like to
scanning a QR code. use Bluetooth.
y This app uses BT to connect to
your device.
Don't Allow OK
571. On your iPhone, you will get a 52. You can quit the Jamf Unlock app on your

Pairing complete message. iPhone.
Tap Start Using Unlock.

[ Unlock your Mac

Use your iPhone to unlock your Mac without
entering your password.

Allow Unlocking ()

Start Using Unlock
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53. On your Mac, confirm the iPhone is paired.

[ Jamf Unlock - Paired Devices

Paired Device

This device can unlock your Mac.

Enable Unlock Keith's iPhone Remove

Pair New Device

54. Select Jamf Connect from the Menu Bar, confirm Enable Unlock is now active.

Click the custom
logo to access
Jamf Connect

55. Let's test out Jamf Unlock on your Mac computer. Open System Preferences.

56. Click Security & Privacy.

-

—~ w | B 0 Q |

General Desktop & Dock & Mission Siri Spotlight Language Notifications
Screen Saver  Menu Bar Control & Region
@
2 b
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
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57. On the bottom-left, click the Lock to unlock the pane.

o0 < > Hi Security & Privacy

General  FileVault ~ Firewall  Privacy

Location Services v Enable Location Services
Allow the apps and services below to determine your location.
. Contacts

Shiondors . System Services Details... -

Reminders

‘ Photos
l Camera

w Microphone 4 Indicates an app that has used your location within the
last 24 hours.

m Speech Recognition

Accessibility

About Location Services & Privacy...

(>

lick the lock to make changes. Advance: ?

58. Confirm the password field say PIN.
59. Select the PIN field then press Enter on your keyboard.

System Preferences

System Preferences is trying to unlock
Security & Privacy preferences.

Enter your PIN to allow this.

Keith Mitnick

U )
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60. You will get a Jamf Unlock alert on your phone and will be authenticated using Face ID. Confirm
the pane has been unlocked. Quit System Preferences.

[ X < Security & Privacy Q
General  Filevault =~ Firewall  Privacy
Location Services Enable Location Services

Allow the apps and services below to determine your location.

. Contacts

s System Services Details... 4
17 Calendars

Reminders

‘ Photos
u Camera

ﬂ Microphone 4 Indicates an app that has used your location within the
last 24 hours.

.I I Speech Recognition

Accessibility
About Location Services & Privacy...

A
E lick the lock to prevent further changes. Advanced...

61. Open Terminal from /Applications/Utilities.

Terminal

62. Enter the command:
sudo jamf recon

When prompted to Enter PIN for JamfUnlock, press the Enter key on your keyboard.

[ NON ) " kmitnick — sudo — 80x24

Last login: Thu Sep 8 14:10:34 on ttys@eeo
kmitnick@MacBook-Air ~ % sudo jamf recon
Enter PIN for 'JamfUnlock': [J
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63. You will get a Jamf Unlock alert on your phone and will be authenticated using Face ID. Once
done, the command starts to run.

-
| NON ) kmitnick — jamf « sudo — 80x24

Last login: Thu Sep 8 14:10:34 on ttyseee
kmitnick®MacBook—-Air ~ % sudo jamf recon

Enter PIN for 'JamfUnlock':

Retrieving inventory preferences from https://jamfcloud.com/...
Finding extension attributes...

Locating hard drive information...

Locating accounts...

Locating package receipts...

Locating applications...

Searching path: /System/Applications

Gathering application usage information from the JamfDaemon...
Searching path: /Applications

64. Click on the Apple Logo and select Lock Screen.

® Finder File Edit View ¢

About This Mac

System Preferences...
App Store...

Recent Items >

Force Quit Finder XoHRDO

Sleep
Restart...
Shut Down...

Lock Screen ~¥Q
Log Out Keith Mitnick... 5% Q

65. Confirm the password field say PIN.
66. Select the PIN field then press Enter on your keyboard.

Keith Mitnick

PIN
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67. If all went well, your Mac computer is now unlocked. If not, you may be presented with the
screen below. This is currently a known issue. This message can happen one time, many times,
or not at all. Just be aware you did not do anything wrong if you see this message.

This completes the guide.
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