A Guide to Integrate

Azure Active Directory with Jamf Pro




This guide was created using the following:
e An Office 365 Business License
e Jamf Pro 10.10.1 or later
e An Azure Active Directory Managed Domain Services Subscription & Enterprise Mobility + Security E5
level or the Azure AD Premium P2 level (to support certain group types).

Requirements
e Any Office 365 Business License
e A Jamf Pro Server
e Google Chrome or Firefox
e The following ports must be open for on an on premise Jamf Pro server: LDAPS - 636
e |t may take several hours to complete the tasks in this guide, due to the length and creation of DNS
entries

Acronyms and Definitions

e AAD Azure Active Directory

e SSO Single Sign-On

e TLS Transport Layer Security, commonly referred to as SSL (Secure Sockets Layer)

e LDAP Lightweight Directory Access Protocol

e LDAPS Lightweight Directory Access Protocol (over SSL), Secure version of LDAP that works on port
636

e AADDS Azure Active Directory Domain Services

e Office 365 A cloud productivity offering from Microsoft

e Azure Active Directory SSO and Directory solution from Microsoft, included in most Office 365 plans

e Azure Active Directory Domain Services Securely-managed AD domain hosted by Microsoft that
allows traditional AD features such as LDAP/LDAPS and binding machines (specifically Virtual Machines
in the Azure Cloud) to the domain.

e DNS Domain Name System - A system that provides translation from a domain host name like www.
google.com to an IP address

e FQDN Fully Qualified Domain Name, A real domain name, for example, www.google.com
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Section 1 Create an Office 365 account
If you already have an Office 365 account, skip to the next section, “Create an Azure Account.”

1. Open Firefox or Google Chrome; Safari is not compatible.

2. Open https://products.office.com/en-us/business/office-365-business and select “Free Trial” as shown
below.

$8.30 user/month

with annual commitment

& Microsoft Office 365 Business

Microsoft Corporation

s  Desktop versions of Office applications: Outlook, Word, Excel, PowerPoint, OneNote (plus Access and Publisher for PC only)
oﬁ:lce 3 65 - File storage and sharing with 1 TB of OneDrive storage

+Oneli fully-installed, always-up-to-date Office apps on 5 phones, 5 tablets, and 5 PCs or Macs per user
Business « Automatically updated with new features and capabilities . Buy now
+24/7 phone and web support

Compatible with Windows 10, Windows 8.1, Windows 7 Service Pack 1, and the two most recent versions of macGS. All languages
B3 Open gallery included.

Talk to an expert

“Free Trial” is located below
the “Buy Now” button

3. If you see the screen, “It looks like you already have an account,” then click “No, I'll sign up for a new
account.”

4. Enter your organization’s information.
5. Complete all fields, then click Next.

Oﬁ:ice 365 BUSineSS —]—r]al Want to add this to an existing subscription? m

Welcome, let's get to know you

[Umled States #]

This can't be changed after sign-up. Why not?

Nicholas McDonald

nmcdonald@hcsonline.com

(866) 518-9672

HCS Technology Group

[25*49 people

Next ®

«
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6. Create your first account as shown below.
7. Click “Create my account” when done.

Oﬁ:ice 365 Business Trial Want to add this to an existing subscription?

Create your user ID

You need a user ID and password to sign in to your account.

@

nmcdonald @‘ hcsonlinedemo onmicrosoft.com

v nmcdonald@hcsonlinedemo.onmicrosoft.com

ek ek R SR e Rl aaGEaR 1O OUr terms and conditions.
Create my account ®

8. Select Call Me or Text Me.
9. Enter your telephone number, then click Call Me or Text me.
10. Wait for Microsoft to text or call the provided number with a 6 digit code.

Ofﬁce 365 BUSiﬂeSS Tl'ial Want to add this to an existing subscription?

Prove. You're. Not. A. Robot.

Text me © Callme
) ¢] ‘}Phone number v

i one number or use it for any other purpose.
Callme ®
|

11. Enter the verification code Microsoft has given you, then click Next.

Ofﬂce 365 BUSiﬂeSS Tfial Want to add this to an existing subscription?

Prove. You're. Not. A. Robot.

| 492053 ‘

Didn't get it or need a new code? Try again



12. Wait a moment until you see the account creation confirmation page.
13. Write down your user ID.
14. Click “You're ready to go.”

Office 365 Business Trial

Save this info. You'll need it later.

Sign-in page

https://portal.office.com/

Your user ID

nmcdonald@hcsonlinedemo.onmicrosoft.com

You're ready to go... ®

Do not refresh this page

15. If you are prompted to sign in to Office 365 again, select your user account and sign in.

B® Microsoft

Pick an account

+ Use another account

16. If you see a hints window, read or close the hints.
17. Click Admin.

Office 365

Good morning

Apps
a @ 0O |®
OneDrive Word Excel PowerPoint OneNote Admin

Explore all your apps —>
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18. If necessary, in the sidebar, click the three lines to reveal a menu.

Microsoft 365 admin center

E HCS Technology Group
| &
Essentials
R

19. Click “Show all.”

Microsoft 365 admin center

| @ Home

K Users A

Active users
Contacts
Guest users

Deleted users

L Groups v

B Billing 4

¢ Customize Navigation

-+ Show all

20. In the Setup section, click Domains.

& Billing N

£ Support v

32 Settings v

&2 Setup A
Products

Domains

Data migration



21. Click “Add domain”.

Home > Domains HCS Technolo
view [ All domains 4 ‘Search domains
Domain name Status
hcsonlineaaddemo.onmicrosoft.com (Default) Setup complete

22. In the new “Add a domain” window, enter a domain or subdomain that you control and want to use
with Office 365 (this guide uses hcs.jamfy.tech as an example. Your user accounts will have this domain
appended, for example, nmcdonald@hcs.jamfy.tech), then click Next.

New Domain

Add a domain Verify domain Set up your online servic-  Update DNS settings
® [ J [ J [ ]

- Add a domain

Enter a domain you own.

hcs.jamfy.tech

Your users' email addresses will look like this: username@hcs jamfy.tech




A Guide to Integrate Azure Active Directory with Jamf Pro

22. In the “Verify domain” window, add the requested DNS entries to your domain’s DNS provider. This
process can vary between providers; contact your domain registrar or DNS provider for more information if
necessary. After your DNS provider makes the required entries available on the Internet, click Verify.

This step is required for Microsoft to verify you own the domain you are trying to use.
Note: DNS Records may take up to 72 hours to propagate.

hcs.jamfy.tech

Add a domain Verify domain Set up your online servic--  Update DNS settings
o ([ ] [ ] [ ]

Verify domain

To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
own the domain, but it won't affect your existing email or other services. After the domain is verified as being
owned by you and the domain setup is complete, you can safely remove the record from your DNS hosting
provider.

Follow these step-by-step instructions to add the TXT records with the values below at Namecheap. ¢ (Not your DNS host?)

Verify by: ~ TXT record ~ MX Record

TXT name: M hes
TXT value: [ MS=ms80675581
TTL: [ 3600 or your provider default.

Get someone to help you. Let us help you set up your TXT records.

Save and close

24. In the domain setup completion window, click Finish.

hcs.jamfy.tech

Add a domain Verify domain Set up your online servic--  Update DNS settings
o o o ©

' Congratulations! Your domain setup is completed




25. In the sidebar, click Users, then click Active Users.

{2 Home

| L Users A

| Active users

Contacts
Guest users

Deleted users

Groups i\
&2 Resources v
B Billing Y4
Support %
€33 Settings v

26. Click the three dots next to your user account.

HCS Technology Group

Active users

R, Add auser R Add multiple users () Refresh

Display name T

| Export Users

Username

Nicholas McDonald Q

nmcdonald@hcsonlineaaddemo.onmicrosoft.com

User

Q : nmcq

The three dots are located between the
key icon and your username

Licenses

Office 365 Business Essentials, Az
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27. In the options menu, choose “Edit username.”

HCS Technology Group

Active users

+ =
(D Refresh Q) Reset password A% Assignto group [2 Manage product licenses S5 Manage roles (@ Manage email ali

° Display name T Username Licenses

® Nicholas McDonald : nmcdonald@hcsonlineaaddemo.onmicrosoft.com Office 365 Business Essentiz

[*1 Manage product licenses

e} Assign to group

& Edit username

li] Delete user

= Manage email aliases

28. Click the domain menu, choose your new domain, then click Save. If you are not automatically signed out,
sign out then sign in with your new username.

X

Manage username

() You are about to change this user's sign-in information. Let them know about this change.

nmcdonald @] hcsjamfy.tech 4

hcs.jamfy.tech

hcsonlineaaddemo.o...

Save changes Cancel

11



Section 2: Create an Azure Account
If your organization has already created your Azure account, skip to the next section, to “Configure Azure Active
Directory Domain Services.”

1. With Firefox or Google Chrome, sign into office.com as an Office 365 admin; this allows Microsoft to match
the Office 365 Tenant correctly for signup.

2. Open https://azure.microsoft.com/en-us/free/.

icrosoft Azure Q Myaccount Portal  Signin

Products v Documentation  Pricing  Training ketplace v Partners  Support - Blo

Create your Azure free account today

Get started with 12 months of free services

288. 175

nmcdonald@hcsonlineaaddemo.onmicrosoftcom  Sign out

Azure free account sign up
Start with a $200 credit for 30 days, and keep going for free

1 About you ~

Country/Region @

{ United States #]

First name

[ |

Last name

l McDonald ‘

Email address @

l nmcdonald@hcsonline.com ‘

Phone

‘ (337) 476-2776 ‘

By you the privacy statement and subscription agreement

Next
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4. Complete the phone verification process with either Call Me or Text Me, enter the provided 6-digit code, then
click Next.

2 Identity verification by phone A

Country code

«

[ United States (+1)

Phone number

| (337) 476-277§ ‘

5. Enter a credit card for identity verification then Select Next. If your organization does not have access to
a credit card or P-card, have your organization reach out to Microsoft sales to complete the verification
process.

3 Identity verification by card ~

Why is credit card information necessary for a free account?
* To keep out spam and bots
« To verify your identity

You won't be charged unless you upgrade.

vss [ =

Card number

Expiration date Ccw o

ENE] |

Name on card

Address line 1

Address line 2

[omiors |

City

State ZIP code

[ J [ |

6. Confirm you have the legal authority to accept this agreement on behalf of your organization. Accept the
agreement and click “Sign up.”

4 Agreement ~

I | agree to the subscription agreement, offer details, and privacy statement I

| will receive information, tips, and offers from Microsoft or selected partners about Azure, including Azure
Newsletter, Pricing updates, and other Microsoft products and services.

13



Section 3: Configure Azure Active Directory Domain Services
If AADDS is already active on your Azure account skip to step 7. Note: AADDS is a paid service within Azure,
see https://azure.microsoft.com/en-us/pricing/details/active-directory-ds/ for pricing information.

Important Note: In order for users to authenticate against the secure LDAPS service included in AADDS, each
user needs to change their password after you create and configure the AD Domain service, so Microsoft can
store the hash of the password in a way that AADDS can use. If you are already using Azure AD Connect, then
your users’ passwords are already hashed with Microsoft.

1. Navigate to the Azure Portal (https://portal.azure.com/) and sign in if requested. You may see “You’re ready
to start with Azure” if this is your first time logging in. Click “Go to the portal.”

= Microsoft Azure

[ w~ Solutions Products Documentation Pricing  Training

You're ready to start with Azure

Go to the portal >

2. If you see the “Welcome to Microsoft Azure” dialog, click “Maybe later.”

3. If your organization already has a virtual network configured skip to step 9. A virtual network is required for
AADDS to function.

4. From the sidebar, click “Virtual Networks.”

Microsoft Azure P Search resources, services, and docs
@ choose your default view  (8) Home () Dashboard Save
Create a resource
Home Azure services Seeall (+100) >
¥ Dashboard o —
B =2 @ s ® I T
All services
Virtual Storage App Services  SQL databases  Azure Database  Azure Cosmos  Kubernetes  Function Apps Azure Cognitive
% FAVORITES machines accounts for PostgreSQL DB services Databricks Services

i3 All resources

Make the most out of Azure

# Resource groups
& App Services

2 3 : ® -

%> Function Apps g ‘) J

R sqL databases Connect to Azure via an

Explore Azure with free online Monitor your apps and Secure your apps and Optimize performance
; ] authenticated browser-based
& Aure Cosmos DB courses by Microsoft infrastructure infrastructure reliability, security, and costs <hell
B virtual machines Microsoft Learn [2 Azure Monitor > Security Center > Azure Advisor > Cloud Shell >
@ Load balancers
B Storage accounts Recent resources See all your recent resources >  See all your resources > Useful links

Get started or go deep with technical docs [2
Our articles include everything from quickstarts, samples, and

& Azure Active Directory tutorials to help you get started, to SDKs and architecture guides for
designing applications.

@ Monitor
Discover Azure products (4

@ Advisor Explore Azure offers that help turn ideas into solutions, and get info

on support, training, and pricing.

‘ Virtual networks

W Security Center

Keep current with Azure updates [

i No recent resources to displa

© Cost Management + Billing ey, Learn more and what's on the roadmap and subscribe to

A As you visit resources, they'll be listed in Recently used resources for notifications to stay informed. Azure.Source wraps up all the news
a4 Help + support quick and easy access. from last week in Azure.

reate a resour
Craste s fesource) News from the Azure team [

Hear right from the team developing features that help you solve
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5. Click “Create virtual network.”

Microsoft Azure

Create a resource
Home
Dashboard

All services
FAVORITES

All resources

¥4 Resource groups

& App Services

#> Function Apps
W sQL databases
& Azure Cosmos DB
B virtual machines
& Load balancers
Storage accounts
> Virtual networks
@ Azure Active Directory

@ Monitor

6. If your organization has not used Azure services before you may be prompted with a “Free Trial” offer. If you
see this screen please reference the above section “Create an Azure account,” and contact Microsoft directly

P Search resources, services, and docs

Home > Virtual networks

Virtual networks

CS Technology Group

=+ Add dit columns Q) Refresh | @
No subscriptions in HCS Technology Group directory.
[ Fitter by name. | [ Al resource groups
0items
NAME

for pricing information.

Microsoft Azure

Create a resource
f Home
Dashboard
All services
FAVORITES
I resources

¥ Resource groups

& App services

%> Function Apps
R QL databases
& Azure Cosmos DB
Virtual machines
@ Load balancers
B Storage accounts

Virtual networks

£ Search resources, services, and docs

Create a virtual network to secu

i

v | | Alllocations

RESOURCE GROUP.

No virtual networks to display

ect your Azure resources to each other. Conn:
k using ag Azure VPN Cateway or Exorec

Create virtual network

Home > Virtual networks >

Create a free account

Explore Azure with a $200 credt for 30 days, 12 months of free products, and more than 25 products that are always free.

Start free

v | | Alitags

LOCATION

| network to your on-pres

mises

nmed

lin.

cdonald@hcsonl
HCS TECHNOLOGY GROUP.

15



7. Enter your virtual network details, then click Create. If you are unsure how to configure this section, ask your
network administrator, or see the example in the figure below.

Create virtual network O X

* Name

| HCSnet v|

* Address space @

| 10.100/16 v|
10.1.0.0 - 10.1.255.255 (65536 addresses)

* Subscription

| Free Trial v |

* Resource group

| (New) HCSnet v |

Create new

* Location

| West US v |

Subnet

* Name

| HCSnetSubnet1 \/|

* Address range @

| 10.1.0.0/24 v|
10.1.0.0 - 10.1.0.255 (256 addresses)

DDoS protection @

@ Basic O Standard

A. If you don’t have an existing resource group to put
your virtual network into, then below the Resource
group field, click “Create new,” enter a name, then
click OK.

* Resource group

‘ Select existing... v

Create new

A resource group is a container that holds related
resources for an Azure solution.

* Name
| HCSnetI

==
L.) asic U tandard

B. Leave “DDoS protection” set to Basic, and leave
“Service endpoints” and Firewall as Disabled
(you do not need to enable the firewall because
AADDS has its own network security group for
firewall rules).

DDoS protection @

@ Basic O Standard

Service endpoints @

DIY])llel Enabled
Firewall @

DIE])[lel Enabled

C. Important: Note your Location because you need to create the AADDS resource in the same

location later.



A Guide to Integrate Azure Active Directory with Jamf Pro

8. You should be brought back to the “Virtual networks” page. If your new virtual network is not yet listed, wait

a moment, then click Refresh.

9. In the sidebar, click “Create a resource” to configure AADDS..

Microsoft Azure
Home > Virtual networks

Virtual networks
HCS Technology Group

Create a resource

¥ Home
= Add  E2 Edit columns Q) Refresh

B Dashboard

Subscriptions: Free Trial

All services
Filter by name.
% FAVORITES
1 items
All resources
NAME
) Resource groups
<> HCSnet

& App Services

% Function Apps

| ®

P Search resources, services, and docs

—8

All resource groups v | | Alllocations

RESOURCE GROUP

HCSnet

v | | Alltags v
LocaTiON SUBSCRIP'
West US Free Triz

10. In the New pane, in the search field, enter “Azure Active Directory Domain Services” and press Enter.

Microsoft Azure

Home > New

L Search resources, services, and

Create a resource New O X
Home
Dashboard | O Azure Active Directory Domain Serw'cesl X
All services Azure Marketplace seeall  Popular
FAVORITES
Get started Windows Server 2016 VM
All resources Quickstart tutorial
Recently created
W) Resource groups
Compute Ubuntu Server 18.04 VM
- App Services @ Le
i earn more
¥ Function Apps Networking Hide text labels
Storage B \Weh Ann
11. Select “Azure AD Domain Services” from the search results.
| O Azure Active Directory Domain Services| X
Pricing Operating System Publisher
All v All v All v
Results
NAME PUBLISHER CATEGORY
Azure AD Domain Services Microsoft Identity <
. Azure AD Connect Server 2016 Cloud Infrastructure Services ~ Compute

17



12. In the new panel click Create.

Azure AD Domain Services

Microsoft

x O X

Azure Active Directory Domain Services lets you join Azure virtual machines to a domain without the
need to deploy or manage domain controllers. Users sign in to these virtual machines using their
corporate Active Directory credentials and can access reources seamlessly. Azure Active Directory
Domain Services features domain join, LDAP, NTLM and Kerberos authentication are widely used in

enterprises. Migrate legacy directory-aware applications running on premises to Azure without

having to worry about identity requirements.

PUBLISHER Microsoft

Service overview
USEFUL LINKS Documentation
Pricing

13. In the resulting setup screen, configure the
Basics with the following settings:

A. Confirm that “Directory name” is automatically

populated based on information from your
Azure Active Directory data.

B. For “DNS domain name” enter a FQDN that

you control, ideally something like “aad.
contoso.com”. This is especially important
if you use a 3rd party signed secure LDAP
certificate. You must be able to edit DNS
records for this domain. Currently AADDS

does not support FQDNs over 15 characters.

This guide uses hcs.jamfy.tech as an
example.

. For “Subscription” select whatever

subscription your Azure admin has
configured for you (this guide uses “Free
Trial”).

. For “Resource group” select the resource

group that your Virtual Network is in. This is
not required but simplifies organization.

E. For “Location” select the location that your

Virtual Network is in.

14. Confirm your settings then Click OK.

Directory name

| HCS Technology Group

* DNS domain name @

| hcs jamfy.tech

* Subscription

| Free Trial

* Resource group

| Hesnet

Create new

* Location

[ west Us
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15. In the Network section, configure the following settings:

A. For “Virtual network” select the network you created earlier,
or whatever Virtual Network you want your AADDS services
to be located in.

B. For “Subnet” select a pre-existing subnet you wish to use,
or create a new one. This subnet should be dedicated
exclusively for AADDS services.

Note: A network security group will be created to protect
AADDS; this network security group will be used to create
firewall rules for your LDAP service.

16. Confirm your settings then click OK.

16 ——

Network O

Create a dedicated subnet for this managed
domain. After the managed domain is created,
you will not be able to move it to a different
subnet.

Network

;" Virtual network @

| HCSnet

Subnet

Create a dedicated subnet with at least 3

available IP addresses.

O Create new @ Use existing

* Subnet
HCSnetSubnet1

A network security group will be
automatically created and
associated to the subnet to protect
A AAD Domain Services. The network
security group will be configured

according to guidelines for
configuring NSGs.

17. In the “Administrator group” section, confirm that Azure automatically created a new group for you called
AAD DC Administrators. This group is created to administer the domain. You will need to add at least 1

administrator to this group. Click “Manage group membership.”

Administrator group O X

A group named "AAD DC Administrators" has
been created to administer this managed domain.
Click below to manage membership for this
group, or click OK to continue.

AAD DC Administrators @
Manage group membership

19



18. In the Members page, click “Add members.”
o N
Home > New > Marketplace > Everything > Azure AD Domain Services > Enable Azure AD Domain Services > Administrator group > Members

Members

+ Add members O Refresh

NAME TYPE

No members have been found

19. In the “Select member or invite an external user field” enter at least one user’s name, (ideally this would be
your own account), click the user in the search results, then click Select.

Add members X

Select member or invite an external user @

| nicholas mcdonald v

Nicholas McDonald
nmcdonald@hcsonlineaaddemo.onmicrosoft.com

Selected members:

Nicholas McDonald Remove
nmcdonald@hcsonlineaaddemo.onmicrosoft....

20. Confirm you are back at the Members screen. Click Refresh and confirm you see at least one user. Click the
Close button (x) in the upper-right corner.

Home > New > Marketplace > Everything > Azure AD Domain Services > Enable Azure AD Domain Services > Administrator group > Members

Members
/AAD DC Administratoy

= Add membef

NAME TYPE

@ Nicholas McDonald User



21. Click OK at the bottom of the “Administrator group” pane.

Administrator group

A group named "AAD DC Administrators” has
been created to administer this managed domain.
Click below to manage membership for this

group, or click OK to continue.

o X

| AAD DC Administrators @

Manage group membership
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22. In the Synchronization pane, click All then click OK.

Synchronization

O X

Synchronize all users and groups from Azure AD
or synchronize scoped groups and their
members. If you have a very large number of
users and groups, you might want to consider
starting with "scoped" synchronization which will
improve the time to complete the
synchronization.

Scoped synchronization can be
modified with different group

selections or converted to

synchronize all users and groups.
To change synchronization from
“all" to "scoped", domain service

instance needs to be deleted
re-created. More information

23. In the Summary screen, confirm your details, then click OK.

Summary

Basics

Name

Subscription
Resource group

Location

Network

Virtual network

Subnet

Network security group (new)

Administrator group

Administrator group
Membership Type

Synchronization

Synchronization scope

(i)

By enabling Azure AD Domain Services for this directory, you consent to storing
credential hashes required for NTLM and Kerberos authentication in Azure AD.

and

hesjamfy.tech
Free Trial
HCSnet

West US

HCSnet
HCSnetSubnet1
AADDS-hcsjamfy.tech-NSG

AAD DC Administrators
Assigned

All

O X

21
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24. Confirm that your browser displays your Azure home page. In the sidebar, click “All resources.”

Microsoft Azure P Search resources, services, and docs

@ Choose your defaultview () Home () Dashboard [N

Create a resource

Home Azure services Seeall (+100) >
Dashboard R _
) ASH
v B = © & <5 @
Al services
Virtual Storage App Services  SQL databases  Azure Database  Azure Cosmos Kubernetes Function Apps Azure Cognitive
FAVORITES machines accounts for PostgresQl 8 services Databricks Services

Al resources
Make the most out of Azure

) Resource groups

& App services

4 ) ? =

%> Function Apps .
) CERCEEREES Explore Azure with free online Monitor your apps and Secure your apps and Optimize Connect to Azure viaan
& Azure Cosmos DB courses by Microsoft infrastructure infrastructure reliability, security, and costs shell
B Virtual machines Microsoft Learn (4 Azure Monitor > Security Center > Azure Advisor > Cloud Shell >
€ Load balancers
B Storage accounts Recent resources  See all your recent resources > See all your resources > Useful links

o . NAME TYPE LAST VIEWED. Get started or go deep with technical docs [

Our articles include everything from quickstarts, samples, and

@ Azure Active Directory hes jamfy.tech Azure AD Domain Services Wed 11:57 PM tutorials to help you get started, to SDKs and architecture guides for
designing applications.

@ Monitor

25. Click the hostname for your AADDS resource.

All resources X

HCS Technology Group

= Add =2 Edit columns O Refresh ® Assigntags [ Delete % Try preview

Subscriptions: Free Trial

Al resource groups <] [Aiees <] [Aliocatons <] [Aigs <] [Wogroung 5

8items Show hidden types @
| NAME TYPE RESOURCE GROUP LOCATION 'SUBSCRIPTION
[P aadds-348386b017140b8b187faB7dc571445-nic Network interface HCSnet West US Free Trial
) aadds-4c04ablice834637a15e76d4b2b62d47-Ib Load balancer HCSnet West US Free Trial
[ aadds-4c0dablice834637a15¢76d4b2b62d47-pip Public IP address HCSnet West US Free Trial e
@ AADDS-hcs jamfy.tech-NSG Network security group HCSnet West US Free Trial o
azureFirewalls-ip Public IP address HCSnet West US Free Trial
hes jamfy.tech Azure AD Domain Services HCSnet West US Free Trial I
&> HCSnet Virtual network HCSnet West US Free Trial
£ HCsnetSHIELD Firewall HCSnet West US Free Trial

26. In the following page, if you see “The managed domain is being created. This operation will take a while,”
this may take up to 1 hour to provision. Wait and refresh the page later.

hcs.jamfy.tech

Azure AD Domain Services

« i
| £ |search (Ctrl+/) | O Delete
® o . A The managed domain is being created. This operation will take a while.
verview
=] Activity log

M Access control (IAM) l\ hcs.jamfy.tech @ Deploying

Manage View health

I' Properties

22
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27. In the “Required configuration steps” section, under “Update DNS server settings for your virtual network,”
click Configure.

Home > hesjamfy.tech

hcsjamfy.tech X

Azure AD Domain Services

«
O Search (Ctrl+)) @ Delete

O Overview

H Activity log hcsjamfy.tech @ Running
2 Access control (IAM)
Manage

!I' Properties

Required configuration steps
B Secure LDAP

® Synchronization Update DNS server settings for your virtual

%2 Health network
Q Notification settings Update the DNS server settings for your virtual network to point to the IP

addresses (10.1.0.5 and 10.1.04) where Azure AD Domain Services is available.

Troubleshooting + Support A

K Troubleshoot
& New support request
Enable Azure AD Domain Services
password hash synchronization
Users cannot bind using secure LDAP or sign in to the managed domain, unti
You enable password hash synchronization to Azure AD Domain Services. Follow
the instructions below, depending on the type of users in your Azure AD

directory. Complete both sets of instructions if you have a mix of cloud-only and
synced user accounts in your Azure AD directory.

« Instructions for cloud-only user accounts
« Instructions for synced user accounts

28. In the sidebar for the AADDS you just configured, click Secure LDAP and leave this window open. You will
configure LDAPS to use a self-signed certificate.

Home > hcsjamfy.tech - Secure LDAP

‘ hcs.jamfy.tech - Secure LDAP X

‘Azure AD Domain Services

D Search (Ctri+y) «! Hsae Xoiscard M Change Certificate

© Overview Secure LDAP Allow secure LDAP access over the internet
Disabled Disabled

Activity log Thumbprint Certificate expires
Not available Not available

a2 Access control (IAM)

Manage

! Properties

Secure LDAP

® synchronization

“® Health

0 Notification settings
Troubleshooting + Support
X Troubleshoot

£ New support request
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29. On your Mac, use Spotlight to open Keychain Access (or you can use Finder to open
Applications>Ultilities>Keychain Access). If you don’t have a Mac, use the following steps:

A. If you don’t have a Mac, create a certificate by using “Option B” in the following document:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-directory-ds-admin-
guide-configure-secure-ldap

B. If you don’t have a Mac, export the certificate using the following document:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-directory-ds-admin-
guide-configure-secure-ldap-export-pfx

C. If you don’t have a Mac, skip to step 60.

30. In Keychain Access, go to the menu bar, click Keychain Access, choose Certificate Assistant, then choose
Create a Certificate.

™3 Keychain Access File Edit View Window Help

About Keychain Access
X | A\ Secure LDAP - Microsoft Azure X =. Configure Secure LDAP (LDAF

Preferences...
| TTIRTIR ive-di
Certificate Assistant Open...
Ticket Viewer 3K | Create a Certificate...
Create a Certificate Authority...
Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access $8H Request a Certificate From a Certificate Authority...
Hide Others X $H Set the default Certificate Authority...
Show All Evaluate “AAA Certificate Services"..

Services >

Quit Keychain Access  $8Q | Option B - Create a self-signed certificate

31. In the Certificate Assistant window, enter your details as follows.

A. Name - enter the DNS Name you selected in step 13-B.
B. Identity Type - choose Self Signed Root.
C. Certificate Type - choose SSL Server.
D. Select the option “Let me override defaults.”
32. Confirm your settings then click Continue.

o Certificate Assistant
Create Your Certificate

Please specify some certificate information below:

Name: | hcs.jamfy.tech A
Identity Type: | Self Signed Root B
Certificate Type: = SSL Server C
v Let me override defaults D
(i.e. extensions, destination keychain, etc.)
Learn More...
Continue 32
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33. At the dialog that “You are about to create a self-signed certificate,” click Continue.

34. In the following screen, enter a Serial Number (you can leave the default of “1”) and a Validity period (you
can leave the default of 365 days but you must renew before it expires), then click Continue.

Certificate Assistant
Certificate Information

Please specify some certificate information below:

Serial Number: 1

Validity Period (days): 365

Valid From: Today, 3:33 PM
Valid To: 12/20/19, 3:33 PM

Learn More...

Go Back Continue

35. In the following screen, enter your organizational details. In the Name (Common Name) field enter the
FQDN you selected in step 13-B.

36. Confirm your settings then click Continue.

Certificate Assistant
Certificate Information

Please specify some personal information below to be used in
the certificate:

Email Address: nmcdonald@hcsonline.com
Name (Common Name): hcs.jamfy.tech 35
Organization: HCS Technology Group
Organizational Unit: Consulting

City (Locality): Bohemia

State/Province: | NY]|

Country: US v

Go Back Continue 36
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TECHNOLOGY GROUP

37. Leave the Key Pair Information at the default options then click
Certificate Assistant

Key Pair Information

Specify the key size and algorithm used to create your key pair.

The key pair is made up of your private and public keys. The
private key is the secret part of the key pair and should be kept
secret. The public key is made publicly available as part of the
digital certificate.

Key Size: = 2048 bits

Algorithm: = RSA

Learn More...

Continue

38. Leave the Key Usage Extension at the default options, then click Continue.

Certificate Assistant
Key Usage Extension

The Key Usage Extension of a certificate identifies its security
capabilities. Select Include Key Usage Extension to see the
available capabilities, and select which ones this certificate will
provide.

¥ Include Key Usage Extension

+ This extension is critical

Capabilities:

v Signature Certificate Signing

Non Repudiation CRL Signing
v Key Encipherment Encipher Only
Data Encipherment Decipher Only

Key Agreement

Learn More...

Go Back Continue
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39. Leave the Extended Key Usage Extension at the default options then click Continue.

Certificate Assistant

Extended Key Usage Extension

Select Include Extended Key Usage Extension to see the
available options and specify which ones this certificate will
use.
v Include Extended Key Usage Extension
v This extension is critical
Capabilities:
Any Email Protection
SSL Client Authentication
+ SSL Server Authentication

Code Signing

PKINIT Client Auth

PKINIT Server Authentication

Learn More...

Go Back Continue

40. Leave the checkbox deselected for the Include Basic Constraints Extension option then click Continue.

Certificate Assistant
Basic Constraints Extension

Select Include Basic Constraints Extension to see the available
options and specify which ones this certificate will use.

Include Basic Constraints Extension

Learn More...

Continue
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41. Configure the Subject Alternative Name Extension options as follows.
“dNSName:” - Enter an asterisk followed by your FQDN from step 13-B, then enter a Space character,
then enter the FQDN from step 13-B (you must have a space between the two entries. For example, if your
FQDN was aad.contoso.com, then enter *.aad.contoso.com aad.contoso.com.
“iPAddress:” - Clear all data from this field.

42. Confirm your settings then click Continue.

Certificate Assistant

Subject Alternate Name Extension

Select Include Subject Alternate Name Extension to see the
available options and specify which ones this certificate will
use.

v Include Subject Alternate Name Extension

This extension is critical
Extension Values: (use a space between entries)
rfc822Name:
URI:
dNSName: | *hcs.jamfy.tech hcs.jamfy.tech
iPAddress:

Learn More...

Go Back Continue

43. In the “Specify a Location For The Certificate” screen, leave the default as “login” and click Create.

Certificate Assistant
Specify a Location For The Certificate

Please specify a keychain where the certificate will be stored.

Keychain: | login

Learn More...

Go Back Create
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44. In the Conclusion screen click Done. The certificate and private key have been created in your “login”
keychain.

Certificate Assistant

Conclusion

Your certificate has been successfully created.

hcs.jamfy.tech
Self-signed root certificate

Expires: Friday, December 20, 2019 at 7:42:25 AM
Central Standard Time
AT tifi ha

Details
Subject Name
Common Name hcs.jamfy.tech
Country US
Email Address nmcdonald@hcsonline.com

Issuer Name

45. In the Keychain Access sidebar, select login.
46. In the Category section of the Keychain Access sidebar, select Certificates.

® + @
Keychains

login 45
Flievaultviaster

iCloud

System

System Roots

Category
LURIGING
Passwords
Secure Notes

i My Certificates

Keve

Certificates 46
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47. In the Certificates category, look for the certificate labeled with your FQDN from step 13-B.

> cs.jamfy.tech certificate Dec 20, 2019 at 7:42:25...

login

48. Right click your certificate then choose Export “your FQDN”.

New Identity Preference...

Copy "hcs.jamfy.tech”
Delete “hcs.iamfv.tech”

Export “hcs.jamfy.tech”.. I

Getliino
Evaluate "hcs.jamfy.tech”..

49. In the Save As field, enter something memorable, such as your FQDN.
50. Leave the File Format as Personal Information Exchange (.p12).
51. Click Save.

As: hcs.jamfy.tech 49
Tags:

=1 Downloads
File Formit: | Personal Information Exchange (.p12) 50

Cancel 51

52. In the new window, enter a password to protect the exported certificate and private key, then click OK. The

figure in this guide includes the cleartext of the password for illustration.

Enter a password which will be used to protect the
exported items:

Password: demo!

Verify: demo!

v Show password
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53. In the new window, enter your login keychain password (this should be the same as your Mac password) to
allow the export then click Allow.

Keychain Access wants to export key
"“hcs.jamfy.tech” from your keychain.

To allow this, enter the “login” keychain password.

Password: o.olnn-ccnolocconl

Always Allow Deny

54. You will export the certificate again, this time with a different format. Right-click your certificate then choose
Export “your FQDN".

55. In the Save As field, enter the same name you used in step 49, such as your FQDN.
56. Click File Format and choose “Certificate (.cer)”.
57. Click Save.

JamfPro-hcs.jamfy.tecH 55

=1 Downloads
File Format: | Certificate (.cer) 56

Cancel 57

58. In the Finder, select the certificate you exported as a p12 file, then press Return to edit its name.
59. In the file name field, replace the extension .p12 with .pfx, the press Return to save the name change.

hcs.jamfy.tech. pfx

60. Open your browser window that still displays the Secure LDAP configuration screen you left open in step 28.

Home > hcsjamfy.tech - Secure LDAP

‘ hcs jamfy.tech - Secure LDAP

Azure AD Domain Services

« i s ¢ .
Search (Ctrl+/) Hsave  Xopiscard M Cer
© Overview Secure LDAP Allow secure LDAP access over the internet
Disabled Disabled
Activity lo
= ivity log Thumbprint Certificate expires
i Access control (IAM) Not available Not available
Manage
Secure LDAP @
1! Properties Disable

B Secure LDAP

2 Synchronization

% Health

Q Notification settings
Troubleshooting + Support
X Troubleshoot

& New support request
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Home > hcsjamfy.tech - Secure LDAP

E hes.jamfy.tech - Secure LDAP

Azure AD Domain Services

[0 search ctri+))

‘ « A save X Discard

© Overview

H Activity log

4 Access control (IAM)
Manage

‘' Properties

B Secure LDAP

@  Svnchronization

Secure LDAP
Disabled

Thumbprint
Not available

Home > hcsjamfy.tech - Secure LDAP
l hcs.jamfy.tech - Secure LDAP

Azure AD Domain Services

‘ D Search (Ctrl+/)

© Overview
H Activity log

.'.|'l Access control (IAM)

Manage

' Properties
‘ Secure LDAP
@ Synchronization

%P Health

[ Notification settings

Troubleshooting + Support
XK Troubleshoot

e New support request

Secure LDAP
Disabled

Thumbprint
Not available

Secure LDAP

Allow sect

| Enable

‘ « H Save X Discard

61. Near the Secure LDAP field, click Enable.

BB Change Certificate

Allow secure LDAP access over the internet
Disabled

Certificate expires
Not available

62. Near “Allow secure LDAP access over the internet,” click Enable.

B Change Certificate

puer the internet @

Upload a .PFX file containing the certificate to be used for secure LDAP access to this managed domain

* PFX file with secure LDAP certificate @

»

Allow secure LDAP access over the internet
Disabled

Certificate expires
Not available

[ setecta file

* Password to decrypt PFX file @

A Your subnet is protected by network security group AADDS-hcs jamfy.tech-NSG. To give user access to secure LDAP endpoint, please ensure "Allow" ru
on the network security group.

Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD Domain Services
@ type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD

* Instructions for cloud-only user accounts
« Instructions for synced user accounts
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63. Next to the “.PFX file with secure LDAP certificate” field, click the Upload button (looks like a folder).

Azure AD Domain Services

Search (Ctr+/)

O Overview

H Activity log

s Access control (IAM)
Manage

1! Properties

B Secure LDAP

@ Synchronization
% Health

Q' Notification settings

Troubleshooting + Support
X Troubleshoot

% New support request

‘ hes.jamfy.tech - Secure LDAP

“  Hsave Xpiscard M Chang
Secure LDAP

Disabled

Thumbprint
Not available

Secure LDAP @
Allow secure LDAP access over the internet @

Upload a PFX file containing the certificate to be used for secure LDAP access to this managed domain

Allow secure LDAP access over the internet
Disable

Certificate expires
Not available

I "hes jamfy.tech pix”

B—

* Password to decrypt PFX file @

B

V]

A Your subnet is protected by network security group AADDS-hcsjamfy.tech-NSG. To give user acces:
on the network security group.

s to secure LDAP endpoint, please ensure *Allow” rule on port 636 is configured with proper IP ranges

Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD Domain Services. Follow the instructions below, depending on the
@ type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.

« Instructions for cloud-only user accounts
« Instructions for synced user accounts

64. Select the file with the .pfx filename extension you renamed in step 59 then click Open.

65. In the “Password to decrypt .PFX file” field, enter the password you used in step 52.

66. Click Save.

P Search (Ctrl+/)

@ Overview

E Activity log

s Access control (IAM)
Manage

‘1t properties

B secure LDAP

® Synchronization
P Health

L Notification settings
Troubleshooting + Support
K Troubleshoot

& New support request

l hcs.jamfy.tech - Secure LDAP

Azure AD Domain Services

Upload
button

| « IF! Save Ix Discard M Change Certificate

Secure LDAP
Disabled

Thumbprint
Not available

Secure LDAP @
Allow secure LDAP access over the internet @

Upload a .PFX file containing the certificate to be used for secure LDAP access to this managed domain

* PR file with secure LDAP certificate @
| hesjamiytech ph-

Allow secure LDAP access over the internet
Disabled

Certificate expires

Not available

66

65

on the network security group.

Your subnet is protected by network security group AADDS-hcs jamfy.tech-NSG. To give user access to secure LDAP endpoint, please ensure "Allow” rule on port 636 is configured with proper IP ranges

Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD Domain Services. Follow the instructions below, depending on the
type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.

@ « Instructions for cloud-only user accounts

« Instructions for synced user accounts
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67. You will see the following screen notifying you that the secure LDAP service is being configured. Leave the
window open until the configuration is complete.

Home > hcsjamfy.tech - Secure LDAP
l hcs jamfy.tech - Secure LDAP X

Azure AD Domain Services

O search (Ctri+) € Flsave | X Discard M Change Certificate
@ Ovenvie I @ configuring secure LDAP for the directory. This operation may take a while.

verview
W Activity log Essentials v
s Access control (IAM) Secure

(o
Manage
ver the internet @

!I' Properties

B Secure LDAP
Upload a .PFX file containing the certificate to be used for secure LDAP access to this managed domain

@ Synchronization
* .PFX file with secure LDAP certificate @

[[“hesjamy tech px K=

% Health

Q Notification settings
* Password to decrypt PFX file @

Troubleshooting + Support |

K Troubleshoot

S New supoort request A Your subnet is protected by network security group AADDS-hcs jamfy.tech-NSG. To give user access to secure LDAP endpoint, please ensure "Allow” rule on port 636 is configured with proper IP ranges
pport req on the network security group.

Users cannot bind using secure LDAP or sign i to the managed domain, until you enable password hash synchronization to Azure AD Domain Services. Follow the instructions below, depending on the
@ type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.

= Instructions for cloud-only user accounts
« Instructions for synced user accounts

68. After about 10 minutes the window should refresh and you should see “Enabled” under Secure LDAP.

Home > hesjamfy.tech - Secure LDAP

l hcs jamfy.tech - Secure LDAP X

Aaure AD Domain Services

[ searchctien | Hsae Xoiscard B change Certficate
© Overview Allow secure LDAP access over the internet
Enabled
B Activity log Thumbprint Certificate expires
8 RecsssrcontediAki 7696F 18F26B4F08ICCAEBTF25TCFAST3ATS11138 Fri, 20 Dec 2019 22:18:51 GMT
A
Manage
Secure LDAP @

HE Properties enable
B secure LDAP Allow secure LDAP access over the internet @
@ synchronization Enable
% Health

: Your subnet i protected by network security group AADDS-hcsjamiy.tech-NSG. To give user access to secure LDAP endpoint, please ensure *Allow" rule on port 636 is configured with proper IP ranges
Q Notification settings T et e
Troubleshooting + Support

Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD Domain Services. Follow the instructions below, depending on the

X Troubleshoot type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.
& New support request @ « Instructions for cloud-only user accounts

« Instructions for synced user accounts

69. Next to the notification icon (looks like an exclamation mark inside a yellow triangle) click the link to your
network security group.

Home > hesjamfy.tech - Secure LDAP

l hcs jamfy.tech - Secure LDAP

Aaure AD Domain Services

[ searchctien | Hsae Xoiscard B change Certficate

© Overview Secure LDAP Allow secure LDAP access over the internet
Enabled Enabled

B Activity log Thumbprint Certificate expires
7696F 18F26B4F08ICCAEBTF25TCFAST3ATS11138 Fri, 20 Dec 2019 22:18:51 GMT

s Access control (IAM)

Manage

Secure LDAP @
B secure LDAP Allow secure LDAP access over the internet @

@ synchronization Enable

% Health

give user access to secure LDAP endpoint, please ensure "Allow” rule on port 636 is configured with proper IP ranges

A Your subnet is protected by network security gro|

Q Notification settings T et e

Troubleshooting + Support

T ) e P 50 TS 0 T e 2 S0 8 Iy G D Ui below, depending on the
X Troubleshoot @ type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.

5

& New support request « Instructions for cloud-only user accounts

« Instructions for synced user accounts
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70. In the network security group screen, in the Settings column, click “Inbound security rules.”

71. Click Add to create a new firewall rule.

Home > hesjamfy.tech - Secure LDAP > AADDS-hcsjamfy.tech-NSG - Inbound security rules

¥ AADDS-hcs.jamfy.tech-NSG - Inbound security rules X
' Network security group.
«
) Search (Ctrl+/) Default rules
@ Overview PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION AcTION
B Activtylog oo AllowSyncWithAzureAD 443 TP Any Any @ Allow
2% Access control (IAM)
201 AllowRD 3389 TCP 207.68.190.32/27,13.10... Any @ Allow
@ Tags
301 AllowPSRemotingSliceP 5986 TCP 52.180.179.108,52.180.1... Any @ Allow
¥ Diagnose and solve problems
302 AllowPSRemotingSliceT 5986 TCcP 52.180.183.67,52.180.18... Any @ Allow
Settings
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
. Inbound security rules
65001 AllowAzureLoadBalancerinBound Any Any AzurelLoadBalancer Any @ Allow
B Network interfaces 65500 DenyAllinBound Any Any Any Any © Deny
<> Subnets

72. In the new “Add Inbound security rule” panel, enter these details as follows.

e Source Choose IP Addresses

e Source IP addresses/CIDR ranges Enter every IP address listed for your Jamf Cloud region,
separated by a comma. If you use an on-prem Jamf Pro Server, then enter its public IP address.
A list of Jamf Cloud public IP addresses for your region is at https://www.jamf.com/jamf-nation/
articles/409/permitting-inbound-outbound-traffic-with-jamf-cloud. For illustration, this guide uses the
IP addresses for the US Region; at the time of publication, the field contains “54.208.14.206,54.208.
84.215,52.1.62.94,562.1.215.211,562.2038.216.218,34.233.253.88,34.234.26.211,52.72.152.43”

e Source port ranges Leave the default setting of “*”

¢ Destination Leave the default setting of Any

¢ Destination Port Ranges Enter 636

e Protocol Leave the default setting of Any

e Action Leave the default setting of Allow

e Priority Leave the default setting

e Name Enter a memorable name; this guide uses “LDAPS-Jamf-Cloud-US-Region”

e Description Leave blank or enter a description, like the URL you used for the “Source IP addresses/
CIDR ranges” field

® Review your settings then click Add.

O Add inbound security rule X

AADDS-hes jamy tech-NSG

£ Basic

* Source @

o

IP Addresses v

* Source IP addresses/CIDR ranges @

54.208.14.206,54.208.84.215,52.1.62.94,52.1.215.211,52.203.216.218,34.233.253.88,34.234.26.2 ~/|

* Source port ranges @

* Destination @

Any v

* Destination port ranges @

636 v

* Protocol

Any TCp upP

* Action

* Priority @

312

* Name

LDAPS-Jamf-Cloud-US-Region v

Description
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73. You should now see your new Inbound security rule in the rules list.

¥ AADDS-hcs.jamfy.tech-NSG - Inbound security rules X
=" Networksecurity group
Search (Ctr € e Add | ® Default rules
@ Overview PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION AcTioN
B Activity log 101 AllowSyncWithAzureAD 443 Tcp Any Any @ Allow .
Access control (IAM)
201 AllowRD 3389 TCP 207.68.190.32/27,13.10... Any @ Allow —
& Tags
301 AllowPSRemotingSliceP 5986 TCP 52.180.179.108,52.180.1... Any @ Allow W
K Diagnose and solve problems
302 AllowPSRemotingSliceT 5986 TCcP 52.180.183.67,52.180.18... Any @ Allow .
Settings
I 312 LDAPS-Jamf-Cloud-US-Region 636 Any 54.208.14.206,54.208.8... Any @ Allow i I
£ Inbound security rules
Fl 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow 714
* Outbound security rules
B Nevionciiiteitaces 65001 AllowAzureLoadBalancerlnBound Any Any AzureloadBalancer Any @ Allow .
&> Subnets 65500 DenyAllinBound Any Any Any Any © Deny -
74. In the breadcrumbs bar, select your AADDS object.
Home > All resource ecure LDAP > JAADDS-hcs jamfy.tech-NSG - Inbound security rules
¥ AADDS-hcs jam - Inbound security rules X

“— Network security group.

[0 semnceey | € drAdd = Default rules
U Overview PRIORITY NAME PoRT PROTOCOL SOURCE DESTINATION ACTION
B Activitylog 01 AllowSyncWithAzureAD 443 Tcp Any Any  Allow
ala Access control (IAM)
201 AllowRD 3389 TcP 207.68.19032/27,13.10...  Any @ Allow .
& Tags
301 AllowPSRemotingSliceP 5986 Tcp 52180.179.108,52180.1... Any @ Allow 5

¥ Diagnose and solve problems

75. In the sidebar, click Properties.

E hcs.jamfy.tech - Secure LDAP X
Azure AD Domain Services
[0 search ctri+ ‘ € Fsave X oiscard M Change Certificate
@ Overview Secure LDAP Allow secure LDAP access over the internet
Enabled Enabled
= Activity log Thumbprint Certificate expires
2% Access control (IAM) 7696F18F26B4F089CCAEB7F257CFA573A7511138 Fri, 20 Dec 2019 22:18:51 GMT
A
Manage

Secure LDAP @
‘I* Properties Disable

Allow secure LDAP access over the internet @

@ Synchronization

%P Health

P . Your subnet is protected by network security group AADDS-hcs jamfy.tech-NSG. To give user access to secure LDAP endpoint, please ensure
[ Notification settings

“Allow" rule on port 636 is configured with proper IP ranges on the network security group.

Troubleshooting + Support

Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD
3( Troubleshoot Domain Services. Follow the instructions below, depending on the type of users in your Azure AD directory. Complete both sets of
_ @ instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.
& New support request
* Instructions for cloud-only user accounts
o Instructions for synced user accounts
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76. Make a note of the “Secure LDAP external IP address.”

111 hcs.jamfy.tech - Properties # X
. Azure AD Domain Services
«
Search (Ctrl+/)

DNS DOMAIN NAME
O Overview hesjamfy.tech
E Activity log LocATION
a4 Access control (IAM) West US
Manage

AVAILABLE IN VIRTUAL NETWORK/SUBNET
I Properties HCSnet/HCSnetSubnet

B secure LDAP
NETWORK SECURITY GROUP ASSOCIATED WITH SUBNET

2 Synchronization
AADDS-hcs jamfy.tech-NSG

% Health

0 Notification settings 1P ADDRESS ON VIRTUAL NETWORK

10.1.0.510.1.04
Troubleshooting + Support
K Troubleshoot SECURELDAP
Enabled
4  New support request
SECURE LDAP CERTIFICATE THUMBPRINT
7696F 18F26B4F08ICCAEB7F257CFAS73A7511138 | E

SECURE LDAP CERTIFICATE EXPIRES

Fri, 20 Dec 2019 22:18:51 GMT

SECURE LDAP EXTERNAL IP ADDRESS
168.61.17.177

77. Create a DNS A record with your DNS provider to resolve to the IP address of the “Secure LDAP external IP
address” you gathered in the previous step. Because you created a wildcard self-signed certificate earlier,
you can use any subdomain of the “Domain” you created earlier. This guide uses ldaps.hcs.jamfy.tech as an
example, and the following figure illustrates the A record displayed at the DNS provider namecheap.com.

Note: This may take up to 72 hours to propagate.

A Record ldaps.hcs 168.61.17.177 Automatic

[ 1)

78. Use Spotlight to open Network Utility (it is located in /System/Library/CoreServices/Applications).
79. Click Lookup.

80. Enter the name of the DNS A record you created in step 59.

81. Click Lookup.

82. Confirm that the lookup query returned the IP address of the “Secure LDAP external IP address” you
gathered in step 76.

Network Utility

Inffo  Netstat Ping Lookup Traceroute Whois Finger  Port Scan

Enter an Internet address to lookup.

Idaps.hcs.jamfy.tech (ex. 10.0.2.1 or www.example.com)

Lookup

Lookup has started.

ldaps.hcs.jamfy.tech —> 13.64.198.1

83. You have successfully configured Azure Active Directory Domain Services. You will use Jamf Pro in the next
section to test the LDAPS service. Remember that the Azure firewall rule allows only LDAPS connections
from the IP address or addresses you specified when you created the firewall rule.
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Section 4: Configure Jamf Pro for Azure AD Domain Services
This section covers connecting your AADDS Secure LDAP service to Jamf Pro

1. Log in to your Jamf Pro instance i.e. (https://contoso.jamfcloud.com)
2. In the upper-right corner, click Settings (looks like a gear).

Dashboard

Smart Computer Groups
compuTERs IN

INSTALLED

Computers

3. In the System Settings section, click LDAP Servers.

System Settings

2 ulE]e & 4

Single Sign SMTP Server  Clustering Activation
1 Code

= (=)

{:c}} Al Settings

System Settings

@ Global Management
£

Self Service
Log Flushing ~ Maintenance Engage
PR SR A Pages
4. In the LDAP Servers page, click New.
LDAP Servers
NAME ~ PROXY SERVER

TESTING 0365

5. In the Chose a Directory Service page, select Configure Manually, then click Next.
LSAP Se‘rv‘er‘s‘

Choose a Directory Service

Enter Server Info
(") Apple's Open Directory
Enter Credentials N
) Microsoft's Active Directory

Aok Unans ") Novells eDirector
e @ Corfoureiinuiiy

Test Groups

-
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6. Configure the Connection settings using the following information:

A. Display Name Set this to any preferred display name i.e. “Office 365”.

B. Directory Service Choose “Microsoft’s Active Directory.”

C. Server and Port Enter your LDAPS FQDN created earlier, for example Idaps.contoso.com, then in the
Port field enter “636”.

D. Enable LDAP Proxy Server Leave this option deselected.

E. Use SSL Select this option.

F. Upload Certificate Click Upload Certificate, then in the CA Certificate dialog click Choose File, navigate
to the .cer certificate you created in the previous section, then click Upload.

G. Authentication Type Set this to Simple.

H. Distinguished Username Enter an active Azure AD username, preferably a service account, that
is a member of the “AAD DC Administrators” group. Instead of the recommended format, enter the
username in the form of an email address. This guide uses nmcdonald@hcs.jamfy.tech, which is not a
service account, for illustration.

|. Password Enter the account password for the previous step’s account .

J. Connection Timeout Leave as default.

K. Search Timeout Leave as default.

L. Referral Response Leave as default.

M. Use Wildcards When Searching Leave as default.

New LDAP Server
Connection Mappings

DISPLAY NAME Display name for the LDAP server
A m——gfiice 365

DIRECTORY SERVICE Directory service to use for the LDAP server

B mm@\icrosoft's Active Directory v

SERVER AND PORT  Hostname or IP address, and port number of the LDAP server. Hostname is recommended if using SSL.

C ===®sps ncs jamfy.com 636

D ===@  EnableLDAP Proxy Server

Configure LDAP proxy server settings to connect to the LDAP server.

E Use SSL
Connect to the LDAP server over SSL. SSL must be enabled on the LDAP server for this to work.

JamfPro-hcs.jamfy.tech.cer

F g Usicad Certificate
Certificates to be shared across all LDAP connections
Configuration Name Issuer
testing 0365 EMAILADDRESS=nmcdonald@hcsonline.com, L=Bohemia, C=US, ST=NY, OU="Consulting ", O="HCS Technology Group ", CN=hcs.jamfytech

AUTHENTICATION TYPE  Type of a

G — Simple v

ation required to connect to the LDAP server

LDAP Server Account Account to use to connect to the LDAP server. A service account is recommended

DIST Disting name of the LDAP server account (e.g. "uid=authenticator.cn=users,dc=ods.dc=example.dc=com’)

H @hcs jamfytech

PASSWORD

.............. ™
CONNECTION TIMEOUT  Amount of time to wait before canceling an attempt to connect to the LDAP server

J m— 15 Seconds
SEARCH TIMEOUT  Amount of time to wait before canceling a search request sent to the LDAP server

| | Q——y Seconds
REFERRAL RESPONSE  Action to take when an LDAP server referral is received

L === use default from LDAP service +

VI =@ [ Use Wildcards When Searching

Allow partial matches to be returned when searching the LDAP directory.
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certificate.

Settings System Settings LDAP Servers

Office 365

Connection | Mappings

DISPLAY NAME  Display name for the LDAP server

7. In the lower-right corner click Save. If you see the message, “Unable to communicate with the LDAP server,”
then double-check your LDAP server settings, the DNS record for the FDQN of the LDAPS service, and the

8. If you don’t see an error message, click Edit, then click Mappings in the top bar.

Office 365|

9. Click User Mappings.
10. Configure the User Mappings settings as follows.

A. Object Class Limitation Choose “All ObjectClass Values”
B. Object Class(es) Enter “organizationalPerson, user”
C. Search Base Enter your search base using this example “OU=AADDC Users, DC=contoso,DC=com”

D. Search Scope Choose “All subtrees”

E. User ID Enter “uUSNCreated”

F. Username Enter “userPrincipalName” or “mail”

G. Real Name Enter “displayName”
H. Mail Enter “mail”

I. Append to email results” - Leave blank unless needed

J. Department Enter “department”

K. Building Enter “streetAddress” (Or any other custom LDAP attribute)

L. Room Enter “room”

M. Phone Enter “mobile” (Or any other custom LDAP attribute)

N. Position Enter “title”
O. User UUID Leave “objectGUID”

User Mappings

OBJECT CLASS LIMITATION  Limitation to set for object classes in the Object Class field

All ObjectClass Values
A =—e g

OBJECT CLASS(ES) Ob
B == oganizationalPerson, user

SEARCH BASE  Distinguished name of the search base
c mmmm=@) OU=AADDC Users, DC=hcs,DC=jamfy,DC=tech

SEARCH SCOPE  Hierarchical level to search below the search base

D =——e

AllSubtrees  ~

Attribute Mappings  LoAP attribute mappings for Jamf Pro attibutes
user 1o
E =g sNCreated
UsERNAME

F m—)serPrincipalName

REAL NAME

G g

displayName

EMAIL ADDRESS

H ————p ..,

APPEND TO EMAIL RESULTS  Text to append to email address results (e.g. *@mycompany.com’

DEPARTMENT

J g department
suILDING

K egtrectaddress
Room

 [——
PHONE

V] @bl
PosiTION

N ———a,.

USER UUID

[o) &Plectoun

User Group Mappings

User Group Membership Mappings
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11. Click User Group Mappings.

Connection  Mappings

User Mappings I User Group Mappings I User Group Membership Mappings

12. Configure the User Group Mappings settings as follows:

A. Object Class Limitation Leave at “All ObjectClass Values”

B. Object Class(es) Enter “group, top”

C. Search Base Enter your search base using this example “OU=AADDC Users, DC=contoso,DC=com”
D. Search Scope Select “All subtrees”

E. Group ID Enter “uSNCreated”

F. Group Name Enter “name”

G. Group UUID Leave at “objectGUID”

User Mappings User Group Mappings User Group Membership Mappings

OBJECT CLASS LIMITATION  Limitation to set for object classes in the Object Class field
A === AllObjectClass Values ~

OBJECT CLASS(ES) Object class(es) to limit results to. Each object class must be separated by a comma
B == group,top

SEARCH BASE Distinguished name of the search base
(C ==® OU=AADDC Users,DC=hcs,DC=jamfy,DC=tech

SEARCH SCOPE  Hierarchical level to search below the search base

D === AlSubtrees -

Attribute Mappings LDAP attribute mappings for Jamf Pro attributes
GROUP ID
E =@ usnCreated
GROUP NAME
F g name
GROUP UUID

G =g objectGUID

13. Click User Group Membership Mappings in the top bar.

Connection  Mappings

User Mappings User Group Mappings I User Group Membership Mappings I
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14. Configure the User Group Membership Mappings settings as follows:

A. Membership Location Choose “User Object”
B. Group Membership Matching Enter “memberOf”

C. Append to username when searching Leave blank

D. Use distinguished name of user groups when searching Select this option

E. Use recursive group searches Select this option
15. Click Save.

User Mappings User Group Mappings

MEMBERSHIP LOCATION  The object where user group memberships are stored i the LDAP directory
A =g UserOblect ~
GROUP MEMBERSHIP MAPPING  LDAP directory attribute to map group membership to

B ——) memberOf

APPEND TO USERNAME WHEN SEARCHING  Text to append to the username when searching the LDAP directory
C =

D Use distinguished name of user groups when searching
Use distinguished name of user groups when searching the LDAP directory

E m—— Use recursive group searches

Search groups that are members of user groups when searching the LDAP directory

16. In the lower-right corner, click Test.

Connection  Mappings

User Mappings User Group Mappings

MEMBERSHIP LOCATION

User Object  +

GROUP MEMBERSHIP MAPPING

APPEND TO USERNAME WHEN SEARCHING

Use distinguished name of user groups when searching

Use recursive group searches

17. Click User Mappings.

Done

User Group Membership Mappings

User Group Membership Mappings

History

Test

Clone

S @

18. Enter a known username and click Test. If you see the username listed then Jamf Pro can make a
connection to the LDAPS service, and your User Mappings settings are configured correctly.

User Mappings User Group Mappings

LOOK UP USERNAME

nmcdonald
USERNAM FULL NAME EMAIL PHONE
nmcdonald@hcs jamfytech Nicholas McDonald

0.07 seconds

DEPARTMENT

User Group Membership Mapping

ROOM

POSITION

20565



A Guide to Integrate Azure Active Directory with Jamf Pro

19. Click User Group Mappings.

User Mappings User Group Mappings User Group Membership Mapping

LOOK UP USER GROUP

20. Enter a known User Group and click Test. This guide uses AAD DC Administrators as an example known
group. If you see the Group Name listed then User Group Mappings is configured correctly.

User Mappings User Group Mappings User Group Membership Mapping

LOOK UP USER GROUP

AAD DC Administrators

GROUP NAME

J AAD DC Administrators 12768 | |

0.21seconds

21. Click User Group Membership Mappings.

User Mappings User Group Mappings I User Group Membership Mapping I

LOOK UP USERNAME
nmcdonald
Test

EMAIL PHONE BUILDING DEPARTMENT ROOM POSITION uiD

20565

USERNAME FULL NAME

nmcdonald@hcs jamfytech Nicholas McDonald

0.07 seconds

22. In the Check If Username field, enter a known user; in the Is A Member Of User Group field, enter a group
the user is a member of (your own account should be in AAD DC Administrators) then click Test. If you see
Yes in the Member column, then User Group Membership Mapping is configured correctly.

User Mappings User Group Mappings User Group Membership Mapping

CHECK IF USERNAME

nmedonald@hcs jamfy.tech

IS A MEMBER OF USER GROUP.
AAD DC Administrators

Test

USERNAME MEMBER

Yes

nmedonald&#x40;hcs jamfytech

0.07 seconds

You have successfully configured Jamf Pro to integrate with Azure AD Domain Services - Secure LDAP service.
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Section 5: Configure Azure Active Directory for Single Sign-On (SSO)

In this section you configure AADDS to support SSO with Jamf Pro.

1. Use Firefox or Google Chrome to open portal.azure.com.
2. Log in with your Azure Admin credentials

Microsoft Azure

w1 Microsoft

< nmcdonald@hcs.jamfy.tech

Enter password

|Password

Forgot my password

3. In the sidebar, click Azure Active Directory.

Microsoft Azure 0 Search resources, services, and docs

@ Cchooseyour defauitview (o) Home () Dashboard  [ESINN

Create a resource

Home Azure services Seeall (+100) >
Dashboard g E o =
= @ & &
Al services o~ o
Virtual Storage App Services  SQLdatabases Azure Database  Azure Cosmos  Kubernetes  Function Apps
FAVORITES machines accounts for PostgresQL 0B services

Al res
[Esources Make the most out of Azure

%) Resource groups

& App Services N

J 2

Secure your apps and

% Function Apps

L SeleErEs Learn Azure with free online Monitor your apps and Optimize performance,

$ @&

Azure Cognitive
Databricks Services

Connect to Azure via an
authenticated browser-based
shell

Cloud Shell >

& Azure Cosmos DB courses by Microsoft infrastructure infrastructure reliability, security, and costs
0 virtual machines Microsoft Learn [2 Azure Monitor > Security Center > Azure Advisor >
4 Load balancers
I Storage accounts Recent resources  See all your recent resources > See all your resources > Useful links
S NAME TvpE RS Get started or go deep with technical docs [2

@ Azure Active Directory hesjamfy.tech Azure AD Domain Services. Wed 10:39 PM
designing applications.
@ Monitor @ AADDS-hes jamfy.tech-NSG Network security group Fri 221 AM

Discover Azure products [

4. In the Manage section, click “Enterprise applications.”

Our articles include everything from quickstarts, samples, and
tutorials to help you get started, to SDKs and architecture uides for

Home > HCS Technology Group - Overview

Create a resource HCS Technology Group - Overview

Aaure Active Directory

5 [search (Ctri+)) € & suitch directory [ Delete directory

All services © Overview

Home

Dashboard

hesjamy tech

Getting started HCS Technology Group

Azure AD for Office 365

FAVORITES

All resources Manage
) Resource groups & Users Sign-ins

& App Services % Groups
% Function Apps 85 Organizational relationships
- To see sign-in data, your organization needs Azure AD Premium
W sqL databases 3 o Plorp2.
" . Start a free trial
& Azure Cosmos DB B Enterprise applications
B Virtual machines U Devices
4 Load balancers #  App registrations
B storage accounts i App registrations (Preview) What's new in Azure AD

Virtual networks B} Application proxy Stay up to date with the latest release notes and blog posts.
@ Azure Active Directory % Licenses 50 entries since August 15, 2018. View archive &
© Monitor

& Azure AD Connect N

@ Advisor V| Al services (50)
X Aavi &/ Custom domain names
- Monitoring & Reporting ~ (4) Reporting - Monitoring & Reporting

Security Center >

Mobility (MDM and MAM) 3rd Party Integration ® October 20, 2018
© cost Management + Billing .
Password reset Azure AD Domain Services (2) Azure AD Logs now work with Azure Log Analytics (Public

84 Help + support T Company branding Directory @ preview)

Your role
Global administrator

More info &
Find
Users
Search
Azure AD Connect sync

Status Not enabled
Last sync Sync has never run

Create

User

>

Guest user
Group

Enterprise application

App registration

Other capabilities
Identity Protection
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5. In the new window, click “New application.”

Enterprise applications - All applications

HCS Technology Group - Azure Active Directory

O Overview

Application Type
Manage Enterprise Applications
i All applications
2 Application proxy

NAME
¥ User settings

Security

O Conditional Access

Activity
Outlook Groups
D sign-ins
Power Bl Service
E Auditlogs

Troubleshooting + Support
& Virtual assistant (Preview)
K Troubleshoot

& New support request

Office 365 Exchange Online

Office 365 SharePoint Online

Skype for Business Online

Home > HCS Technology Group > Enterprise applications - All applications

Applications status Application visibility

v Any v Any ~

First 50 shown, to search all of your applications, enter a display name or the application ID.

HOMEPAGE URL

OBJECTID

APPLICATION ID

http://office.microsoft.com/outlook/

Office 365 Management APIs b

http://office.microsoft.com/sharepoint/
aa27el

bd4-661d-4608-8025-3bec028falcd

925eb0d0-da50-4604-a19f-bdade9...

6. In the “Add from the gallery” section, enter “Jamf Pro”, then in the search results section,

click Jamf Pro.

Categories X

All (3087)

Business management (359)
Collaboration (429)
Construction (8)
Consumer (43)

Content management (141)
CRM (150)

Data services (146)
Developer services (101)
E-commerce (75)
Education (134)

ERP (79)

Finance (255)

Health (61)

Human resources (276)
IT infrastructure (186)
Mail (33)

management (1)
Marketing (211)

Media (71)

Productivity (239)
Project management (71)

Security (139)

Social (101)

Add an application

Add your own app

=-- Application
iy you're
developing

™ On-premises
application

Configure Azure AD
Application Proxy to
enable secure remote

Register an app you're
working on to integrate it

with Azure AD access

Add from the gallery

Home > HCS Technology Group > Enterprise applications - All applications > Categories > Add an application

Non-gallery
application

Integrate any other

application that you don't

find in the gallery

Jamf Pro

1 applications matched "Jamf Pro".

NAME

CATEGORY

I Jamf Pro

Business management
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7. In the new panel, click Add.

. Jamf Pro o X
a Add app

Jamf

Jamf Pro is the standard in Apple management.
Integrate with Azure to share inventory data and
enable conditional access with Intune, and
provide Azure AD single-sign-on for managed

Apple devices.

Use Microsoft Azure AD to enable user access to
Jamf Pro.

Requires an existing Jamf Pro subscription.

Jamf Pro

Publisher @

Jamf

Single Sign-On Mode @
SAML-based sign-on

URL @

https://www jamf.com

Logo @

jamf

8. Click “Users and groups.”
9. Click “Add user.”

Home > HCS Technology Group > Enterprise applications - All applications > Jamf Pro - Users and groups

©  Jamf Pro - Users and groups

Enterprise Application

Edit T Remove B Update Credentials

# Overview -
() The application will appear on the access panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =
i’ Getting started

& vent o [ First 100 shown, to search all users & groups, enter a display name.
eployment Plan

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
Manage

e No application assignments found
! Properties
% Owners

& Users and groups

D single sign-on

@ Provisioning

10. Click “Users and Groups.” If you see “Groups are not available for assignment due to your Active Directory
plan level,” then for testing, you can continue with adding a user instead of a group.
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11. Select a user or group that should be able to access Jamf Pro. If you plan to allow users to use Azure AD
to sign in to the User Initiated Enrollment window and Self Service, then select the All Users group. You can
allow administrative access to the Jamf Pro web app to different groups or users later in the document.

12. Click Select, then click Assign.

Home > HCS Technology Group > Enterprise applications - All applications > Jamf Pro - Users and groups > Add Assignment > Users and groups

Add Assignment X Users and groups 0o x
HCS Technology Group
Select member or invite an external user @
Users and groups.
> [ search by name or emal adress v
1 group selected.
S AAD DC Administrators

Default Access

ﬂ Al Users

Nicholas McDonald
nmedonald@hes jamfy.tech

secmon
secmon@hesjamfy.tech

Selected members:

. Al Users
Remove

13. Click “Single sign-on”.

Home > HCS Technology Group > Enterprise applications - All applications > Categories > Add an application > Jamf Pro - Users and groups

©® Jamf Pro - Users and groups

Enterprise Application

& &= Adduser ¢ Edit @ Remove B Update Credentials

olumns
# Overview

@ he application will appear on the access panel for assigned users. Set visible to users?"to no in properties to prevent this. >
' Getting started

[irst 100 shown, to search all users & groups, enter a display name.

Deployment Plan

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
Manage

0 Al Users Group Default Access
1! Properties

s Owners

£ Users and groups

® Provisioning

14. Select SAML.

Home > HCS Technology Group > Enterprise applications - All applications > Categories > Add an application > Jamf Pro - Single sign-on

Jamf Pro - Single sign-on X

Enterprise Application

B o Select a single sign-on method  Help me decide
enview

i Getting started

B3 Deployment Plan ® Disabled {3 SAML (cb Linked

User must manually enter their Rich and secure authentication to Link to an application in the Azure
Manage username and password. applications using the SAML (Security Active Directory Access Panel and/or

Assertion Markup Language) protocol. Office 365 application launcher.

I

Properties

Owners

Users and groups

P
Es
D Single sign-on
®

Provisioning
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15. Next to Basic SAML Configuration, click Edit (looks like a pencil).

Jamf Pro - SAML-based sign-on

Enterprise Appication
«

B Overview

' Getting started

2 Deployment Plan

Identifier (Entity 10)
& Users and groups.

Reply URL (Assertion Consumer Service URL)
D Single sign-on Sign on URL
Relay State
@ Provisioning Logout Url
C Self-service
Security e User Attributes & Claims
© Conditional Access Givenname
- Surname
b Permissions Emailaddress
Name

@ Token encryption (Preview)
Unique User Identifier

Activity
D sign-ins 0 Signing Certificate
Audit logs
L 9 Status
Thi int
Troubleshooting + Support u.mb,p"n
Expiration
% Virtual assistant (Preview) Notification Email

App Federation Metadata Url

K Troubleshoot
Certificate (Base64)
°

& New support request Certificate (Raw)
Federation Metadata XML

16. Configure the following options as shown below (replace “YourJamflnstance.jamfcloud.com” with your Jamf

Pro URL) then click Save.
17. In the upper-right corner click Close (X).

Basic SAML Configuration

% Upload metadata file

Identifier (Entity ID) (Required) @

9 Change single sign-on mode % Switch to the old experience

4" Welcome to the new experience for configuring SAML based SSO. Please click here to provide feedback. =

Set up Single Sign-On with SAML - Preview

Manage Read the configuration guide @ for help integrating Jamf Pro.
I' Properties

(1) Basic SAML Configuration
4 Owners

Required
Required
Optional
Optional
Optional

user.givenname
user.surame

usermail
user.userprincipalname
user.userprincipalname

Active
E69647D0173CC451AD335CFA6F4112772AEBBCID
3/7/2022,12:41:15 PM

nmedonald@hesjamy tech

Download
Download
Download

Home > HCS Technology Group > Enterprise applications - Al applications > Categories > Add an application > Jamf Pro - Single sign-on > SAML-based sign-on

| https://YourJamfinstance jamfcloud.com/saml/metadata

Patterns: https://* jamfcloud.com/saml/metadata

Reply URL (Assertion Consumer Service URL) (Required) @

| https://Your e.jamfcloud.com, I/sso

Patterns: https://* jamfcloud.com/saml/SSO

Sign on URL (Optional) @

| https://YourJamfinstance.jamfcloud.com v
Relay State (Optional) @

‘ Enter a relay state

Logout URL (Optional) @

| https://YourJamfinstance jamfcloud.com/logout.html v
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18. At the “Test single sign-on” message, click “No, I'll test later.”
Test single sign-on

To ensure that single sign-on works for your application, we recommend using the testing capability (in the last step) to
test the changes you recently made. Would you like to test now?

No, I'll test later

19. In the SAML Signing Certificate section, next to App Federation Metadata URL, click Copy (looks like two
documents). Paste the URL into another document (such as in the Notes app), and keep it in your paste
buffer for use in the next section.

Home > HCS Technology Group > Enterprise applications - All applications > Categories > Add an application > Jamf Pro - Single sign-on > SAML-based sign-on

Jamf Pro - SAML-based sign-on x

Enterprise Application

€ © Change single sign-onmode %7 Switch to the old experience

Overview .
4" Welcome to the new experience for configuring SAML based SSO. Please click here to provide feedback. >

i’ Getting started i 7

B Deployment Plan

Set up Single Sign-On with SAML - Preview

Manage Read the configuration guide < for help integrating Jamf Pro.
1! Properties |
(1) Basic SAML Configuration rd

2 Owners |

dentifier (Entity ID) httpsy//ngmnfrjamfcloud.com/sami/metadata
s Users and groups | Reply URL (Assertion Consumer Service URL)  https://ngmnfrjamfcloud.com/sami/sso
5) Ghghdiin Sign on URL httpsy//ngmnfrjamcloud.com

i Relay State Optional

@ Provisioning | Logout Url https;//ngmnfrjamfcloud.com/logout html
C  self-service
Security | e User Attributes & Claims K
O Conditional Access | Givenname user.givenname

Surname user.surname
. Permissions | Emailaddress user.mail
O Token encryption (Preview) Name user.userprincipalname

Unique User Identifier useruserprincipalname
Activity
D sign-i | )
D signins 0 Signing Certificate pa
n‘ Auditlogs Status. Active

bleshooting + § Thumbprint £69647D0173CCAS1AD335CFAGF4112772AE88CID

Troubleshooting + Support Expiration 3/7/2022,12:41:15 PM Ciick to copy

& Virtual assistant (Preview) Notification Foail

I App Federation Metadata Url
X Troubleshoot

£ New support request i Certificate (Raw) Download

20. In the breadcrumb bar, click your organization’s Azure AD name.

Home nterprise applications - All applications > Categories > Add an application > Jamf Pro - Single sign-on > SAML-based sign-on

ign-on x

lam
Enterprise Ap

€ © Change single sign-onmode %7 Switch to the old experience

Overview

4" Welcome to the new experience for configuring SAML based SSO. Please click here to provide feedback. =
i’ Getting started i 7

B Deployment Plan

Set up Single Sign-On with SAML - Preview

Manage Read the configuration guide < for help integrating Jamf Pro.
11! Properties |
(1) Basic SAML Configuration rd

2 Owners |

dentifier (Entity ID) httpsy//ngmnfrjamfcloud.com/sami/metadata
s Users and groups | Reply URL (Assertion Consumer Service URL)  httpsy//ngmnfrjamfcloud.com/saml/sso
9 Single sign-on Sign on URL httpsy//ngmnfrjamcloud.com

Relay State Optional
@ Provisioning | Logout Url https;//ngmnfrjamfcloud.com/logout html
C  self-service
Security | 6 User Attributes & Claims K
O Conditional Access | Givenname user.givenname

Surname user.surname
. Permissions | Emailaddress user.mail
[ Token encryption (Preview) Name user.userprincipalname

Unique User Identifier useruserprincipalname

Activity

49



50

Aaure Active Directory

l

© Overview

> Search (Ctrl+/)

;' Getting started

Manage

& Users

i Groups

it Organizational relationships

& Roles and administrators

H# Enterprise applications

I Devices

8 App registrations

Application proxy
% Licenses
<> Azure AD Connect

% Custom domain names

22.C

20 Mahility MDA 2nd MAR

]«

Home > HCS Technology Group - Overview

HCS Technology Group - Overview

21. In the Manage sidebar, click “App Registrations.”

& Switch directory I Delete directory

hes jamy.tech

HCS Technology Group

Azure AD Premium P1

Sign-ins

What's new in Azure AD

Stay up to date with the latest release notes and blog posts

16 entries since November 15, 2018. View archive 7

[v] A 16)
services
[T Access Control @

lick “View all applications.”

Home > HCS Technology Group - App registrations

HCS Technology Group - App registrations

Aaure Active Directory.

O Search (Ctrl+/)

© Overview

1" Getting started

€ == New application registration

New feature

App Proxy - Access Control

ndpoints X Troubleshoot

A" The preview experience for App registrations is available. Click this banner to launch the preview experience.

Search by name or AppID ‘ My apps

Your role

Global administrator
More info &

Find
Users

Search

Azure AD Connect sync

Status. Not enabled
Last sync Sync has never run
Create

User
Guest user
Group

Enterprise application

Ann ranictration

N— DISPLAY NAME APPLICATION TYPE APPLICATION 1D
& Users
You're not the owner of any applications in this directory.
2% Groups
Organizational relationships
23. After the window refreshes, select Jamf Pro.

Home > HCS Technology Group - App registrations

HCS Technology Group - App registrations

Azure Active Directory

[0 search (ceiey € o+ New application registration ndpoints K Troubleshoot

Pge— 4" The preview experience for App registrations s available. Click this banner to launch the preview experience. =

' Getting started [ search by name or Appi All apps

Manage DISPLAY NAME APPLICATION TYPE APPLICATION 1D

% Users Azure AD Domain Services Sync Web app / APl eec29ddb-eecd-4621-a268-50cd68b3f00f
aia Groups Jamf Pro Web app / APl 38a6e618-e2cb-4a29-9acd-a8be9fddc6dd

-

& Roles and administrators
B Enterprise applications
B Devices

B App registrations
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24. Click Manifest.

o Settings # Manifest | @ Delete

Home > HCS Technology Group - App registrations > Jamf Pro
Jamf Pro < O X

Registered app

Display name Application ID
M 38a6e618-e2ch-4a29-9ac4-a8be9fddcod4
Application type Object ID
Web app / API efe2c290-ab93-4a91-90a5-2cda22cc3ed1
Home page Managed application in local directory
https://* jamfcloud.com/saml/SSO?metad... Jamf Pro
A
25. Click Edit.

Edit manifest O
Hsave X piscard | # Edit |T Upload L Download

1 {

2 "appId": "38a6e618-e2ch-4a29-9ac4-a8be9fddc6d4",

3 "appRoles": [

4 {

5 "allowedMemberTypes": [

6 "User"

7 1,

8 "displayName": "msiam_access",

9 "id": "b104b496-f392-4f00-84b5-a2c236b62e7d",

10 "isEnabled": true,

11 "description": "msiam_access",

12 "value": null

13 }

14 1, =

15 "availableToOtherTenants": false,

16 "displayName": "Jamf Pro",

17 "errorUrl": null,

18 "'groupMembershipClaims": null,

19 "optionalClaims": null,

20 "acceptMappedClaims": null,

21 "homepage": "https://x.jamfcloud.com/saml/SSO?metadata=jamfpro|ISV9.2|primary|z",

22 "informationalUrls": {

23 “privacy": null,

24 "termsOfService": null

25 },

26 "identifierUris": [

27 "https://ngmnfr.jamfcloud.com/saml/metadata"

28 1,

29 "keyCredentials": [],

30 "knownClientApplications": [],

31 "logoutUrl": "https://ngmnfr.jamfcloud.com/logout.html",

32 "oauth2AllowImplicitFlow": false,

33 "oauth2AllowUr1PathMatching": false,

34 "oauth2Permissions": [

35 {

36 "adminConsentDescription": "Allow the application to access Jamf Pro on behalf of the signed-in

37 "adminConsentDisplayName": "Access Jamf Pro",

38 1 "2131cc3e-854e-473b-80c3-50db344bbfe9",

39 "isEnabled": true,

40 "type": "User",

41 "userConsentDescription": "Allow the application to access Jamf Pro on your behalf.",

42 "userConsentDisplayName": "Access Jamf Pro",

43 . "value": "user_impersonation"
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26. In the “groupMembershipClaims” line, change the word null to “All”, then click Save.

Edit manifest O
H Save] X Discard ," Edit % Upload \_L Download

1 { |

2 "appId": "38a6e618-e2ch-4a29-9ac4-a8be9fddc6d4”,

3 "appRoles": [

4 {

5 "allowedMemberTypes": [

6 "User"

7 1,

8 "displayName": "msiam_access",

9 "id": "b104b496-392-4f00-84b5-a2c236b62e7d",

10 "isEnabled": true,

11 "description": "msiam_access",

12 "value": null

13 } )

14 1,

15 "availableToOtherTenants": false,

16 "displayName": "Jamf Pro",

17 “"errorllrlt: pull

=
o

20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

"'groupMembershipClaims ALY,

. g
"acceptMappedClaims": null,
"homepage": "https://*.jamfcloud.com/saml/SS0?metadata=jamfpro|ISV9.2|primary|z",
"informationalUrls": {

“privacy": null,

"termsOfService": null
+
"identifierUris": [

"https://ngmnfr.jamfcloud.com/saml/metadata"
1,
"keyCredentials": [1],
"knownClientApplications": [1,
"logoutUrl": "https://ngmnfr.jamfcloud.com/logout.html",
"oauth2AllowImplicitFlow": false,
"oauth2AllowUr1PathMatching": false,
"oauth2Permissions": [

{

"adminConsentDescription": "Allow the application to access Jamf Pro on behalf of the signed-in
"adminConsentDisplayName": "Access Jamf Pro",
"id": "2131cc3e-854e-473b-80c3-50db344bbfe9",
"isEnabled": true,
""type": "User",
"userConsentDescription": "Allow the application to access Jamf Pro on your behalf.",
"userConsentDisplayName": "Access Jamf Pro",
;- “value": "user_impersonation"

You have successfully configured Azure AD for Single Sign-On (SSO).
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Section 6: Configure Jamf Pro for Azure AD - Single Sign-On
In this section you configure Jamf Pro to support SSO with Azure AD.

1. Navigate to your Jamf Pro instance and log in with administrator credentials.

= jamf PRO

USERNAME

PASSWORD

All contents © 2002-2019 Jamf.
All rights reserved.

2. In the upper-right corner, click Settings.

sssssss

920/ |
) e V1 D as h b 0a rd
9 |
72 i st P Boshisaee e kel averion o e s Vol
Used environ t. Add important items to your Dashboard to quickly and easily monitor
_—
143 Rer 23 Re q
@ O Failed

Jamf Pro Setup Tasks

Settings button
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3. In the System Settings section, click Single Sign-On.

All Settings. System Settings

LB = @

single Sign- [JLDAP Servers  SMTP Serve

System Settings

Limited

Global Management
[ ouve
Self Service 7y pack

Server Infrastructure

Network Organization

Computer Management >

Categories Push Re-enroliment

Device Management Certificates

lepb W>x&e6E

4. In the lower-right corner click Edit.
5i.ngle Siv;;r;-C;n

Single Sign-On (SSO) Utilization

Jamf Pro Server

NamelD

User Attribute

Username

Email

- Select -

Select
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5. Select the checkbox “damf Pro Server”. Additional options are displayed.

A. Leave the checkbox deselected for the option “Allow bypass for all users.” When you leave this
option disabled, administrators must use SSO to access the Jamf Pro web interface, unless they
have “Single Sign-on” update privileges. In the next section of this guide you'll create a group for
administrators that do not have Single Sign-on update privileges, so they cannot bypass SSO. Be sure
that you always have at least one Jamf Pro standard account with Administrator privileges that can
access your Jamf Pro failover URL in case there is a problem with SSO, so you can log in to Jamf Pro
and update your Single Sign-on configuration.

B. Select the checkbox “Self Service for macOS” to enable SSO authentication for Self Service for
macOS. Note, for this option to have an effect, under Settings > Self Service > macOS, you must
enable the option “Enable Self Service User Login”, then choose either “Allow users to log in to view
items available to them” or “Require login.”

C. Select the checkbox “User-Initiated Enrollment” to enable users enrolling devices at your web
enrollment portal to authenticate with SSO. Note: to enable only certain groups to be able to enroll
devices with your web enrollment portal, select “Only this group” and and enter the object ID of an
Azure AD group; finding Group Object ID’s is covered on page 62 step 7.

System Settings

Single Sign-On

0:00
Jamf Pro Server

A o Allow bypass for all users

Users can authenticate with a Jamf Pro user account by going to https://ngmnfrjamfcloud.com

jzation  Applications or services to require Single Sign-On authentication (all other passwords will fail to authenticate)

Additional login URL for users with privileges: https:/ngmnfrjamfcloud.com?failover
Users with Single Sign-On update privileges can authenticate with a Jamf Pro user account by going to this private URL

B —o Self Service for macOS
Self Service access will be granted to any existing userame from the identity provider

W User-Initiated Enroliment
C m———e Users will enroll using the login page from the identity provider
CONFIGURE ENROLLMENT ACCESS FOR:

(@) Any identity provider user

_ ) Only this group:

6. Leave User Mapping: SAML at its default configuration; Jamf Pro will use the UPN from Azure to match to a
user in Jamf Pro. An example user from this guide is nmcdonald@hcs.jamfy.tech.

USER MAPPING: SAML  Specify how users will be extracted from the SAML assertion
@ NamelD
=

(\ User Attribute:
et

Leave User Mapping: Jamf Pro at its default configuration, unless you configured Azure such that a user’s
UPN does not match the Jamf Pro user’s username (this guide uses the example Jamf Pro user name
nmcdonald@hcs.jamfy.tech, which matches the example Azure UPN). Change this to Email if that is a better
fit for your environment. If you use groups to control access this is somewnhat irrelevant as you will not be
creating single users to match to.

USER MAPPING: JAMF PRO  Specify how users from your identity provider will be mapped to Jamf Pro users

@ Username

e .
() Email

,/
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7. In the Group Attribute Name field, enter: http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.
This tells Jamf Pro what SAML attribute to use group membership. Leave the “RDN Key for LDAP Group”
field blank.

GROUP ATTRIBUTE NAME Name of the SAML assertion attribute containing your group

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

RDN KEY FOR LDAP GROUP Relative Distinguished Name key to extract group name from the LDAP string (e.g. "CN" or "DC")

8. Click the Identity Provider menu, choose Other, and enter “Azure AD” in the Other Provider field.

IDENTITY PROVIDER SAML identity provider to use for Single Sign-On

Other v

OTHER PROVIDER:

Azure AD

9. Click the Identity Provider Metadata Source menu, choose Metadata URL, and enter the URL you copied
earlier in the previous section, step 19 (you can find the Metadata URL in your Azure portal > Azure
Active Directory > Enterprise applications > Jamf Pro > Single Sign-On > SAML Signing Certificate > App
Federation Metadata URL).

IDENTITY PROVIDER METADATA SOURCE  Upload identity provider metadata file or provide a metadata URL

Metadata URL  ~

https:/login. f9e-4438-9be9-ale166b7b’ 2007 2a1f364-f00a-46b6-a15b-9c931ee438cc

ENTITY ID  Entity ID used by Jamf Pro

jamfcloud.

JAMF PRO SIGNING CERTIFICATE Upload or generate certificate used to sign messages from Jamf Pro to the identity provider. If no certificate, messages will not be signed.

- No Certificate - v

10. Leave “Entity ID” and “Jamf Pro Signing Certificate” at their default values.

11. Set the Token Expiration field to whatever value in minutes you would like; after a token expires you will be
logged out. Think of this as a session timeout value. The default value is 480 minutes (8 hours).

TOKEN EXPIRATION (MINUTES) Amount of time before SAML token expires

480
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Settings button

12. In the lower-right corner click Save, then click Settings. {é}

Single Sign-On

USER MAPPING JAMF PRO. Specity how users from your ety provider wil be mapped to Janf Pro users
@ Username
Email

GROUP ATTRIBUTE NAME  Name of the SAML assertion attribute containing your group

microsoft

RON KEY FOR LDAP GROUP Relative,

ne from the LDAP string (e.g. "CN" or "DC’)

IDENTITY PROVIDER  SAML identity provider to use for Single Sign-On

Other v

OTHER PROVIDER

Azure AD

IDENTITY PROVIDER METADATA SOURCE  Upload identity provider metadata file or provide a metadata URL

Metadata URL  +

https:/login. 7f9e-4438-9b b-4, 4

ENTITY 1D Entity ID used by Jam Pro

https://ngmnfrjamfcloud.com/saml/metadata

JAMF PRO SIGNING CERTIFICATE Upload or generate certificate used to sign messages from

Jamf Pro to the identity provider.If no certificate, messages wil not be signed

- No Certificate - -

TOKEN EXPIRATION (MINUTES) Amount of time before SAML token expires

480

You are done configuring the Jamf Pro Single Sign-On settings.You will test these settings in the next section.
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Section 7: Create an Azure Group and Jamf Pro Groups for Administrator Access to
Jamf Pro

In this section you'll configure a group of administrators that can administer Jamf Pro but cannot use the Jamf
Pro failover URL; these administrators must use SSO to log in to Jamf Pro.

When you attempt to use SSO to authenticate to Jamf Pro, your browser sends an SAML assertion (Statement)
from Azure to your Jamf Pro server.

Jamf Pro attempts to match the username asserted (Stated) to either a Jamf Pro Standard Account or a Jamf
Pro LDAP Account.

Other Identity Providers (IdPs) include an assertion that includes the names of groups that the authenticated
user is a member of, so Jamf Pro can attempt to match that user to a Jamf Pro LDAP or standard group.
The Azure AD assertion does not include the plain text names of groups the authenticated user is a member
of, so Jamf Pro cannot match an authenticating SSO user to a Jamf Pro LDAP group. However, the Azure AD
assertion does include the OID of groups a user is a member of. So you’ll create a Jamf Pro Standard group
whose name matches the OID of the Azure AD group.

But what about portions of Jamf Pro that do not use SSO? You will create a Jamf Pro LDAP Group that
matches the Azure AD group, so an administrator can use their Azure AD credentials to authenticate to portions
of Jamf Pro that do not support SSO, such as Jamf Admin, Recon, and Jamf Imaging.

If at any point Jamf Pro shows “Single Sign On Error” go to office.com and sign out of your Office 365 account,
then close and re-open your browser.

You'll create the following:

e An Azure AD group
e A Jamf Pro standard group whose name matches the LDAP group’s Azure OID. This allows Jamf Pro to
match SSO group membership assertions to authenticate to the Jamf Pro web interface.
e A Jamf Pro LDAP group that matches the Azure AD group to authenticate to the portions of Jamf Pro
that do not use SSO
Do not perform this step for administrators that need to be able to use the Jamf Pro failover URL.

Do not perform this step for users who do not administer Jamf Pro.
1. Use Firefox or Google Chrome to open portal.azure.com and sign in as an Azure AD admin.

Microsoft Azure

B® Microsoft

Sign in

to continue to Microsoft Azure

Email, phone, or Skype

No account? Create one!

Can't access your account?
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2. In the sidebar, click Azure Active Directory.

Microsoft Azure R Search resources, services, and docs

Home () Dashboard  [IIETSIN

& Q & 72

@ choose your default view

Create a resource

Home Azure services Seeall (+100) >
Dashboard p— @ & & ‘
All services - :
Virtual Storage AppServices  SQLdatabases Azure Database Azure Cosmos  Kubernetes  Function Apps Azure Cognitive
FAVORITES machines accounts for PostgreSQL DB services Databricks Services

Al resources
Make the most out of Azure

# Resource groups

& App Services

a 2 Q P4
%> Function Apps =
8 SQl databases Leam Azure with free online Monitor your apps and Secure your apps and Optimize performance, au:’::"“:::; ;‘fﬂ“‘:fs;ab:’s‘ L
) @G courses by Microsoft infrastructure infrastructure reliability, security, and costs il
Virtual machines icrosoft Learn [4 ure Monitor ecurity Center > zure Advisor > loud Shell >
g Mi ft L z Az M > St ity Ce A Adh Cloud Shell >
& Load balancers
B Storage accounts Recent resources See all your recent resources >  See all your resources > Useful links
(T NARIE TYEE CASEIEWED Get started or go deep with technical docs [
Our articles include everything from quickstarts, samples, and
@ Azure Active Directory Pay-As-You-Go Subscription 16hago tutorials to help you get started, to SDKs and architecture guides for
designing applications
@ Monitor @ AADDS-hes jamfy.tech-NSG Network security group 16 hago

Discover Azure products [

@ Advisor hes jamfy.tech Azure AD Domain Services 16 hago Explore Azure offers that help turn ideas into solutions, and get info
on support, training, and pricing.

@ Security Center

Keep current with Azure updates [

Learn more and what’s on the roadmap and subscribe to

notifications to stay informed. Azure.Source wraps up all the news

from last week in Azure.

© Cost Management + Billing
2 Help + support

News from the Azure team [}
Hear right from the team developing features that help you solve
problems in the Azure blog.

Azure mobile app

Get anytime, anywhere access to your Azure resources.

3. Click Groups.

Microsoft Azure P Search resources, services, and docs

Home > HCS Technology Group - Overview

Create a resource t!CS Technology Group - Overview

ure Actve Directory

“ & switch directory T Delete directory

Home

B8] Dashboard

© Overview
All services hesjamfy ech
* FAVORITES o’ Getting started HCS Technology Group
Azure AD Premium P1
Allresources Manage
%) Resource groups & Users Sign-ins Your role
@ oo 3 Global administrator
pp Services . Groups . More info &
% Function Apps T N T )
- Find
* SQL databases % Roles and administrators - Users o
5 '
& Azure Cosmos DB i i
Enterprise applications s Seardh
B8 virtual machines B Devices o
@ Load balancers App registrations Feb 10 Feb 17 Feb 24 Mar3 Azure AD Connect sync
Status Not enabled
B Storage accounts App registrations (Preview) What's new in Azure AD Las: sync Sync has never run
Virtual networks £ Application proxy Stay up to date with the latest release notes and blog posts. <
reate
@ Azure Active Directory. & Licenses 16 entries since November 15, 2018. View archive o User
. Guest user
© Wonitor % Azure AD Connect et
New feature aM Groy
@ Advisor a domak v| Al (16) i Group
+ Custom domain names services App Proxy - Access Control Enterprise application
@ security Center > ity (MDM and MAM) Access Control @ January 20, 2019 App registration
© Cost Management + Billing Password reset 3rd Party @ — . .
e Integration New Azure AD Application Proxy cookie settings Other capabilities
a4 Help + support 7l Company branding Identity Security & Identity Protection
B Usersettings Protection ® Privileged Identity Management
| privileged identiy New feature Tenant restrictions
! Properties rivileged Identi
Azure AD Domain Services
Management Enterprise Apps - 3rd Party Integration e Ab omaln servces
1 Notifications settings. @ Access reviews
January 20, 2019
Directory @
Security . .
Risk 9] New Federated Apps available in Azure AD app gallery - January
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TECHNOLOGY GROUP

o0 W »

4. Click “New group.”

Microsoft Azure
All Users
Create a resource
f Home
B2 Dashboard
All services
*  FAVORITES
£ All resources
) Resource groups

& App Services

%> Function Apps

R sQl databases
& Azure Cosmos DB
I8 virtual machines

@ Load balancers

O Search resources, services, and docs

Home > HCS Technology Group > Groups - All groups

ks O Refresh  Z2 Columns

Groups - All groups

HCS Technology Group~ Azure Active Directory

2% Al groups

Name
24 Deleted groups Search groups
Settings NAME GROUP TYPE
£+ General ﬁ AAD DC Administrators Security
¥ Expiration n All Users Security
Activity

Access reviews
B Audit logs
Troubleshooting + Support
K Troubleshoot

& New support request

5. Configure the following options for the new group:

A. Click “Group type” then choose “Security” (you could also use “Office 365”).

MEMBERSHIP TYPE

Assigned

Dynamic

B. In the Group Name field enter a name. This guide uses “Jamf Pro Admins” as an example.

C. In the Group Description field enter a short description of the group This guide uses “Jamf Pro Admins
unable to skip SSO for Jamf Pro” as an example.

D. Click “Member type” then choose Assigned.
E. Click Members.

F. In the “Select member or invite an external user” field, enter an Azure AD User, then press Return.

G. Select the user.

H. In the lower-left corner click Select.

|. Review

Microsoft Azure

Create a resource
fi Home
= Dashboard

All services

* FAVORITES

w#/ Resource groups
& App Services
e
R sql databases
ma
Virtual machines
& Load balancers
= Storage accounts
Virtual networks
& Azure Active Directory
@& Monitor
@ Advisor

@ security Center

@ Cost Management + Bi

2 Help + support

the settings for the new group then click Create.

R Search resources, services, and docs

Home > HCS Technology Group > Groups - All groups > Group > Select members

illing

Group X Select members o X
* Group type Select member or invite an external user @
Security - nmcdonald@hcs jamfy.tech F
* Group name @
= Nicholas McDonald
jamf Pro Admins v Sl G
Group description @
Jamf Pro Admins unable to skip SSO for Ja.. v
* L]
v
Members @
>
Selected members:
Nicholas McDonald REGYE
nmedonald@hcs jamfy.tech
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6. Select the group you just created (this guide uses the example “Jamf Pro Admins”). If you don’t see your
new group, wait a moment and refresh the page.

Microsoft Azure

Create a resource

#+ Home

¥ Dashboard

All services
% FAVORITES

All resources
%) Resource groups
& App Services
% Function Apps
= sQL databases
& Azure Cosmos DB
8 virtual machines

4 Load balancers

P Search resources, services, and docs

Home > Groups - All groups

Groups - All grou

s
HCS Technology Group~ Azure Actve Diectory
€ 4 Newgroup U Refresh =2 Columns
% Allgroups
Name

24 Deleted groups Search groups

Settings NAME GROUP TYPE
P rS— seary
£+ Expiration PR Al Users Security

Activity Jamf Pro Admins Security

Access reviews

W Auditlogs

Troubleshooting + Support

X Troubleshoot

MEMBERSHIP TYPE

Assigned
Dynamic

Assigned

7. Copy the Object ID and paste this information into a text file or the Notes app, because you will need it in a

later step.

Microsoft Azure

Create a resource
i Home
¥ Dashboard

All services
% FAVORITES
£ All resources
9] Resource groups
[
% Function Apps
R sqL databases
& Azure Cosmos DB
Virtual machines
& Load balancers
B8 storage accounts

Virtual networks

@ Azure Active Directory.

@ Monitor

@ Advisor

W Security Center

@ Cost Management + Billing

0 Search resources, services, and docs

Home > Groups - All groups > Jamf Pro Admins

Jamf Pro Admins
Group.

Eﬁ@ﬁ

€ W Delete
© Overview
Manage Jamf Pro Admins
1! Properties J P Jamf Pro Admins unable to skip SSO for Jamf Pro
% Members
& Owners
1% Group memberships
& Applications Membership type Assigned
% Licenses Source Cloud
Azure resources Type S
Activity Object ID I 71718f61-1b21-479-938b-936b9224ddf
Access reviews
W Audit logs
Members
Troubleshooting + Support
o
pa 1 User(s) % 0 Groupl(s)
K Troubleshoot
& New support request
Group memberships Owners
@0 @0

I 0 Devicets) 0 Other(s)

8. Make a note of the time. You can complete several more steps now, but you need to wait about 30 minutes
before you continue with the steps that have you create a Jamf Pro LDAP Group. At the time of this
publication, https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-directory-ds-
synchronization states, “After initial synchronization completes, it takes about 20-30 minutes for changes
that are made in Azure AD to be updated in your managed domain.”
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9. If you don’t already have a window or tab open with your Jamf Pro web admin, you need to use your Jamf

Pro failover URL (it follows the format of https://YourJamflnstance.jamfcloud.com/?failover) and log in.

= jamf PRO

USERNAME

PASSWORD

All contents © 2002-2019 Jamf.
All rights reserved.

10. In the upper-right corner, click Settings.

jamf

SET LOGIN SCREEN
Computers Jsers MESSAGE

N
=1

) 1857 C¢
143 Re

® OFailed

11. Click Jamf Pro User Accounts & Groups.

jamf

Computers D

10101-41551187745

62

3 920/ '._

ot sorrwane ucense 946

1011 OR GREATER

smputers

72

Used

@ 23Remaining

IR Dl S b e Tl

All Settings

System Settings

Global Management

Self Service

Server Infrastructure

Network Organization

Computer Management

Device Management

User Management

Jamf Pro
Dashboard

The dynamic Jamf Pro Dashboard provides a visual overview of the things you care about most in your

System Settings

2| &

bamf Pro User | Single Sign
on
[ree ) Weibe
® back

Log Flushing ~ Maintenance
Pages

Global Management

>
- +
Categories Push
Certificates
=] )
Py &
Eventlogs  Webhooks

LDAP Servers

=)

Engage

GSX

Connectior

AirPlay

environment. Add important items to your Dashboard to quickly and easily monitor their statuses.

SMTP Serve

<

Jamf Pro URL

Li&

Conditional

&

Clustering

nventory

Settings button

B

Change

Management

s User-Initiatec
Enroliment
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12. Click New.

Jamf Pro User Accounts & Groups

P Password Policy
username FuLL Nawe emai Tvee access PRIVILEGES

audit Auditor Manager Standard User Group Access Group Privileges

ladmin Standard User Full Access Administrator

Jamf Pro User Accounts & Groups

Choose Action Choose an Action

Search LDAP.
Create Standard Account

@) Create Standard Group

Add LDAP Account

Add User or Group

Add LDAP Group

Cancel Next

14. For the “Display Name” enter the Object ID you collected in Step 7.
15. Click Privilege Set and choose Custom. Cick Save.

jamf

J

New Jamf Pro User Group

Group  Privileges  Members

DISPLAY NAME  Display name for the group

I 71718161-1b21-4179-938b-93609224dd9f

PRIVILEGE SET _Set of togr i
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16. Click the Privileges tab.

17. Select Jamf Pro Server Objects.
A. Under the Create column, click All.
B. Under the Read column, click All.
C. Under the Update column, click All.
D. Under the Delete column, click All.

18. Select Jamf Pro Server Settings.
A. Under the Read column, click All.
B. Under the Update column, click All.
C. Next to Single-Sign On, deselect the Update checkbox.
D. Next to SSO Settings, deselect the Update checkbox.

Re-enroliment
Security
Self Service
Self Service for iOS
Single Sign-On

SMTP Server
Sso Settings

User-Initiated Enroliment

Cancel Save

19. Select Jamf Pro Server Actions, then click All. You don’t need to update the permissions for Recon, Jamf
Admin, Jamf Remote, or Jamf Imaging, because you cannot use SSO to authenticate to these tools. If your
administrators need to use those tools, you will create an LDAP group later in this section.

20. Click Save. In the upper-right corner, click the user silhouette, then choose Logout.
21. Test SSO access to Jamf Pro. Open a new web browser window or tab, then open your Jamf Pro URL.
22. Confirm that the Microsoft account picker is displayed.

B® Microsoft

Pick an account

nmcdonald@hcs.jamfy.tech

+ Use another account
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23. If your Azure AD account is displayed, select it. Otherwise, click “Use another account,” enter your Azure
AD email address, click Next, enter your Azure AD password, then click “Sign in.” If your web browser
offers to save your password, do not save the password.

24. Confirm that you see your Jamf Pro administration interface.

zzzzzzzzzzzzzz

920/: \ % J a mf P ro P dbnaidhcs omfy toch
| = o 26 Dashboard

72 The dynamic Jamf Pro Dashboard provides a visual over
: environment. Add important ftems to your Dashbaard to quickly and easlly monitor t

rview of the things you care

Jamf Pro Setup Tasks

Configure the SMTP server s

\@/ notifications, enroliment

Configure SMTP Server

25. This is optional, but you can confirm that you can not yet use an Azure AD user to authenticate to Jamf
Admin with the following outline:

A. Quit Jamf Admin if it's open.

B. In the Finder, open your Applications folder, then open the Jamf Pro folder.

C. Press and hold the Option key on your keyboard, and double-click Jamf Admin.
D. Provide your Jamf Pro Server Address if prompted.

E. If you see the dialog that starts with “Jamf Admin wants to use your confidential information...”
then click Deny. You will see this dialog for each item you have named Jamf Software Server in your
keychain; click Deny for each dialog.

F. In the authentication dialog for Jamf Pro, leave the checkbox disabled for the option “Store in
Keychain”.

G. Enter your Azure credentials, then click OK to log in.
H. Confirm that Jamf Pro displays an authentication error.
[. Quit Jamf Admin.

26. If your administrators do not need to use the portions of Jamf Pro that do not use SSO, you can skip the
rest of the steps in this section.

27. Log in to your Jamf Pro web admin interface.
28. In the upper-right corner, click Settings.

29. Click Jamf Pro User Accounts & Groups.

30. Click New.
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31. Select Add LDAP Group then click Next.

Jamf Pro User Accounts & Groups

Choose Action Choose an Action

Search LDAP
Create Standard Account
Add User or Group
Create Standard Group

Add LDAP Account

@) Add LDAP Group

32. In the Search User Groups field, enter the name you gave your group in Azure (this guide uses “Jamf Pro
Admins”), then click Next.

Jamf Pro User Accounts & Groups

Choose Action Search LDAP Directory Service

SEARCH USER GROUPS
® Search LDAP

Jamf Pro Admins.

Add User or Group
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33. Next to the Azure group, click Add.

Jamf Pro User Accounts & Groups

Choose Action

Search LDAP

» Add User or Group

New Jamf Pro User Group

DISPLAY NAME  Display name for the group

A Guide to Integrate Azure Active Directory with Jamf Pro

Add LDAP User or Group

GrOUP

Jamf Pro Admins

SERVER

Office 365

Cancel Back

Jamf Pro Admins

PRIVILEGE SET St of privie

Custom v
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35. Select Jamf Pro Server Objects.
A. Under the Create column, click All.
B. Under the Read column, click All.
C. Under the Update column, click All.
D. Under the Delete column, click All.

36. Select Jamf Pro Server Settings.

A. Under the Read column, click All.

B. Under the Update column, click All.

C. Next to Single-Sign On, deselect the Update checkbox. Even though this LDAP group is for portions of
Jamf Pro that do not use SSO, if you configure the group to be able to update this option, Jamf Pro will
automatically enable Update for “SSO Settings”.

D. Next to SSO Settings, deselect the Update checkbox.

Re-enrollment
Security
Self Service
Self Service for iOS
Single Sign-On

SMTP Server
Sso Settings

User-Initiated Enroliment

Cancel Save

37. Select Jamf Pro Server Actions, then click All.
38. Select Recon, then click All.

39. Select Jamf Admin, then click All.

40. Select Jamf Remote, then click All.

41. Select Jamf Imaging, then click All.

42. Click Save.
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43. Confirm that you cannot authenticate using the Jamf Pro failover URL. In a new web browser window
or tab, enter your Jamf Pro failover URL (it follows the format of https://YourJamflnstance.jamfcloud.
com/?failover).

= jamf PRO

USERNAME

PASSWORD

All contents © 2002-2019 Jamf.
All rights reserved.

44. Enter the credentials for an Azure AD user in the Azure AD group that should not have the ability to use the
Jamf Pro failover URL, then press Return or click the right arrow.

45. Confirm that Jamf Pro displays “Access Denied.”

A jamf PRO

Access Denied

Contact your administrator to request
access to the Jamf Pro server.

46. Close the browser window or tab.

47. This is optional, but you can confirm that you can use an Azure AD user to authenticate to Jamf Admin with
the following outline:

A. Quit Jamf Admin if it's open.

B. In the Finder, open your Applications folder, then open the Jamf Pro folder.

C. Press and hold the Option key on your keyboard, and double-click Jamf Admin.

D. Provide your Jamf Pro Server Address if prompted.

E. If you see the dialog that starts with “Jamf Admin wants to use your confidential information...” then
click Deny. You will see this dialog for each item you have named Jamf Software Server in your keychain;
click Deny for each dialog.

F. In the authentication dialog for Jamf Pro, leave the checkbox disabled for the option “Store in Keychain”.

G. Enter your Azure credentials, then click OK to log in.

H. Confirm that you see your expected Jamf Admin window.

[. Quit Jamf Admin.

You have now successfully configured Jamf Pro to use an AD Azure Group to authenticate to
administer Jamf Pro.
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TECHNOLOGY GROUP

Section 8: Configure an Individual Azure User for Jamf Pro Admin Access

Perform this task only for someone that should be able to authenticate to the Jamf Pro failover URL with their
Azure AD credentials. This account will be able to do the following:

e use SSO to log in to the Jamf Pro web interface

e use the Jamf Pro failover URL to log in to the Jamf Pro web interface

e use their username and password to administer Jamf Pro with the Jamf Pro apps for Mac.

Do not perform this task for users that do not administer Jamf Pro.
Do not perform this task for administrators that should not be able to use Jamf Pro failover URL.

1. Click Jamf Pro User Accounts & Groups.

jamf

All Settings System Settings

2| B = & 4 1

Computers  Devices

nn[l System Settings
S Single Sign-  LDAP Servers  SMTP Server  Clustering Activation ch
o Accounts & On Code Manz
@ Global Management Groups
Wepe
&
) Selfs:
Log Flushing  Maintenance Engage
a,c{. Server Infrastructure Pages
%ﬂ Network Organization
Global Management
L[] computer Management > < * ((((((((( i
i % —C N\ =)
Categories Push GSX Jamf Pro URL PKI VPP Accounts  User-
l—E] Device Management Certificates  Connection Certificates Enrc
e . - e
2
» © B » *
Eventlogs  Webhooks AirPlay Conditional Inventory

Permissions Access Preload

®

Jamf Pro Information

Self Service
" £y
] L
macOs i0s Bookmarks
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2. Click New.

Jamf Pro User Accounts & Groups

USERNAME FULL NAME EmAIL

audit Auditor Manager

ladmin

3. Select Add LDAP Account then click Next.

Jamf Pro User Accounts & Groups

@ Choose Action Choose an Action

Search LDAP
Create Standard Account
Add User or Group
Create Standard Group

@) Add LDAP Account

Add LDAP Group

TYPE

Standard User

Standard User

AccEss

Group Access

Full Access

+ New 1O Password Policy

PRIVILEGES

Group Privileges

Administrator

Cancel Next
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4. Enter the full username (email) of a user in Azure that you wish to add to Jamf Pro, then click Next.

Jamf Pro User Accounts & Groups

Choose Action Search LDAP Directory Service

SEARCH USERS
® Search LDAP

nmcdonald@hcs jamfy.tech
Add User or Group

5. Next to the appropriate LDAP user, click Add.

Jamf Pro User Accounts & Groups

Choose Action Add LDAP User or Group

Search LDAP USERNAME FULL NAME EMAIL ADDRESS

©® Add User or Group

Cancel Back
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6. Click Privilege Set, choose Administrator, then click Save.

New Account

Account i

USERNAME  Username for the account

nmcdonald@hcs jamfytech

PRIVILEGE SET St of privileges to grant the account

Administrator  +

ACCESS STATUS  Access status of the account (*enabled” or “disabled’)

Enabled v

FULL NAME Na

Nicholas McDonald

EMAIL ADDRESS  Emall address for the account (e.g. "john@mycom

nmedonaldahcs jamfytech

SINGLE SIGN-ON (S50) UTILIZATION
Applications or services to require Single Sign-On authentication (all other passwords will fail to authenticate)

i

7. Test SSO access to Jamf Pro. In the upper-right corner, click the user silhouette, then choose Logout.

8. Close the web browser tab or window.
9. Open a new web browser window or tab, then open your Jamf Pro URL.
10. Confirm that the Microsoft account picker is displayed.

B® Microsoft

Pick an account

Use another account
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11. If your Azure AD account is displayed, select it. Otherwise, click “Use another account,” enter your Azure
AD email address, click Next, enter your Azure AD password, then click “Sign in.” If your web browser
offers to save your password, do not save the password.

12. Confirm that you see your Jamf Pro administration interface.

N\ Jamf Pro
920/ a
N o sorrwane ucense 246 Dashboard
4 mputers
N
72 The dynamic Jamf Pro Dashboard provides a visual overview of the things you care about most in your
Used environment. Add important items to your Dashboard to quickly and easily monitor their statuses.
® 1857 Cc¢
143Rer @ 23 Remaining
@ 0 Failed

Jamf Pro Setup Tasks

Configure the SMTP server settings in Jamf Pro 5o you can send email

@ notifications, enroliment invitations, and mass emails.

Configure SMTP Server

13. Confirm that you can use this LDAP account to bypass SSO to log in to the Jamf Pro web interface. In the
upper-right corner, click the user silhouette, then choose Logout.
14. Close the web browser tab or window.

15. Open a new web browser window or tab, then open your Jamf Pro failover URL (which follows the format of
https://Yourdamfinstance.jamfcloud.com/?failover).

16. Confirm that your browser displays the Jamf Pro username and password fields, not the Microsoft account
picker.

17. Confirm that you can user the Azure AD credentials to log in to Jamf Pro.

MESSAGE

920/ u
N Compic sorrware uicense 246 Dashboard
) Frputers
N
79 The dynamic Jamf Pro Dashboard provides a visual overview of the things you care about most in your
Used environment. Add important ms to your Dashboard to quickly and easily monitor their statuses.
1857 c¢
143Rer @ 23 Remaining
@ O Failed

Jamf Pro Setup Tasks

Configure the SMTP server sett|

@/ notifications, enroliment

You have successfully added an individual SSO/LDAP User to Jamf Pro



