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Preface

What is Platform SSO

Platform SSO is a framework introduced in macOS 13 that enables single sign-on (SSO) at a system
level, allowing users to authenticate once and then seamlessly access multiple apps and services
without needing to re-enter credentials. Platform SSO integrates with identity providers (IdPs) like
Microsoft Entra ID enabling organizations to streamline authentication across apps and services
within their enterprise environment.

When integrated with Microsoft Entra ID, Platform single sign-on for macOS (Platform SSO)
allows end users to authenticate to their computers using a smart card or their Entra ID
credentials. Alternatively, it can be configured to create a secure, hardware-bound, non-phishable
authentication factor used by Entra ID to access organization resources. In this “Secure Enclave
Key” mode, the local account credentials are unchanged and knowledge of the local account
password fulfills the need for multiple factors for conditional access policies.

This configuration qualifies as multi-factor authentication (MFA) because it combines two distinct
types of authentication factors. When a user signs in with their local username and password
along with the Secure Enclave-backed key, it satisfies “something you know" (the password) and
“something you have” (the hardware-bound key stored in the Secure Enclave). Alternatively, if
Touch ID is used along with the Secure Enclave key, it satisfies “something you are” (the biometric
fingerprint) and “"something you have” (the Secure Enclave-backed key), thus also meeting MFA
requirements.

Key Features of Platform SSO
System-wide SSO After a user authenticates via an Identity Provider their session is maintained
across multiple apps and services allowing them to access resources without re-authentication.

Integration with Enterprise SSO Plugin macOS supports the Microsoft Enterprise SSO plugin,
which works with Microsoft's identity services such as Microsoft 365 and other supported enterprise
services to allow smooth authentication without needing separate app logins.

Login Window SSO In some configurations, Platform SSO can work directly from the macOS login
screen, allowing users to authenticate to their device using their enterprise credentials and access
services without additional prompts. Platform SSO, when configured in password mode, supports
user authentication with a newly updated password directly from the FileVault login screen or the
standard macOS login window. When a user logs in with their updated Entra ID password and does
not recall their previous local password, this workflow can initiate an automatic keychain reset. This
helps maintain access continuity while reducing the need for manual keychain troubleshooting or IT
intervention.



Device Compliance If integrated with Microsoft Intune or another MDM like Jamf Pro, Platform
SSO can ensure that devices comply with organizational security policies before granting access to

resources.

Platform SSO supports the following authentication methods:
* Password
® Secure Enclave
® Smart Card

Microsoft highly recommends using Secure Enclave as the authentication method when

configuring Platform SSO. If using Platform SSO on a shared Mac, Password is the recommended
authentication method by Microsoft over the Secure Enclave method as all users may not have a

way to use multi factor authentication.

For more information on shared devices, go here:

https://learn.microsoft.com/en-us/entra/identity/devices/device-join-macos-platform-single-sign-

on-multi-user-device

Feature Secure Enclave
Passwordless (phishing resistant)

TouchlD supported for unlock

Can be used as passkey

MFA mandatory for setup

Multifactor authentication (MFA) is always recommended

Local Mac password synced with Entra ID b 4

Supported on macOS 13.x +

Supported on macOS 14.x +

Optionally, allow new users to log in with Entra ID credentials (macOS 14.x +)

Smart Card Password

[V
[V
X

X

X

<]

X X

8 8 @8 @

TLS Inspection and Apple’s SSO Framework

The number one support call at Microsoft for macOS SSO not functioning properly is due to TLS

Inspection not being allowed access to the URL's below:
https://app-site-association.cdn-apple.com

https://app-site-association.cdn-apple.com

Microsoft recommends allowing the above URLs or preferably adding wildcards in your firewall for:

* .cdn-apple.com

* .networking.apple



https://learn.microsoft.com/en-us/entra/identity/devices/device-join-macos-platform-single-sign-on-multi-user-device
https://learn.microsoft.com/en-us/entra/identity/devices/device-join-macos-platform-single-sign-on-multi-user-device

What Platform SSO is NOT

® Not "Windows Hello for Business” for Macs.

* Not a replacement for passwords. Apple states, “Passcodes and passwords are essential to
the security of Apple devices.”

® Does not support FIDO2 authenticators at login or FileVault screens.

e Does not deploy automatically via zero-touch onboarding; an admin must register the device
interactively for just-in-time account creation.

¢ Does not replace the FileVault authentication screen. On Apple Silicon, only a password or
SecureCard linked to a local user can decrypt FileVault.

¢ Does not enforce Multi-Factor Authentication (MFA) for macQOS, including FileVault
decryption, login, or admin authorization prompts.

* Not a password-less login method. SmartCards remain the only macOS-native password-less
option. However, Platform SSO allows SmartCard-based cloud identity account creation in
macOS Sonoma.

e |t does not support VisionOS, iOS, iPadOS, or tvOS. It is exclusive to macOS.

¢ Does not create MDM-enabled users or allow user-level configuration profiles.

¢ Does not allow password changes at the login window.

¢ Does not support RADIUS 802.1x

Requirements for Platform SSO with Microsoft Entra ID

This guide will use Microsoft Entra ID as the IdP and macOS 15 for the lessons in the guide. As
of this writing, Microsoft Platform Single Sign-on is in public preview so please keep that in mind
when following the lessons in this guide.

Get more information on Platform SSO features at the link below:

https://learn.microsoft.com/en-us/mem/intune/configuration/platform-sso-macos

Special thanks to the following individuals for making this guide possible:

e Christos Drosos
e John Hutchison
® Michael Epping
* Michael Lopez
¢ Sean Rabbitt

e Yash Patel


https://learn.microsoft.com/en-us/mem/intune/configuration/platform-sso-macos

Section 1: Configure MFA in Microsoft Entra

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

¢ An authentication method policy in Microsoft Entra with Microsoft Authenticator and Passkey
(FIDO2) enabled

® An active user account in Microsoft Entra

e Access to an iPhone or iPad running iOS 16 or later with the Microsoft Authenticator app
installed

e A Personal Identification Device (PIV) This guide will use a Yubikey (Optional)

In this section, we will configure multi-factor authentication (MFA) settings in Microsoft Entra to
utilize a Passkey stored on your iPhone and a YubiKey personal identification device. Both of these
methods enable password-less authentication for your Mac while providing phishing-resistant
credentials for WebAuthn challenges.

1. This step is a prerequisite. You cannot continue with the lessons in this guide without proper
authentication methods in place on your Microsoft Entra tenant. Your Microsoft Entra
Authentication method policy must have Microsoft Authenticator and Passkey (FIDO2) enabled
and scoped to a target group of your choosing. This guide will use the All users group for
simplicity. Administrative privileges on your Microsoft Entra tenant are required to configure
these settings. Follow these steps below:

A. Log into Microsoft Entra with administrative privileges. https://entra.microsoft.com
B. Select Protection.

C. Select Authentication methods.

D. Select Passkey (FIDO2) and enable it with a Target of your choosing and save.

E. Select Microsoft Authenticator and enable it with a Target of your choosing and save.

Home > Devices | All devices >
Home
£, Authentication methods | Policies X
Diagnose & solve problems HCS Training - Microsoft Entra ID Security
« + Add external method (Preview) () Refresh | A&7 Got feedback?
% Favorites v
Manage
~ Authentication method policies
. Polici
S Identity v @ Poldes Use authentication methads policies to configure the authentication methods your users
password protection may register and use. If a user is in scope for a method, they may use it to authenticate and
for password reset (some methods aren't supported for some scenarios). Learn more
B & P i A I [L Registration campaign
o Method Target Enabled
©  Identity Protection © Authentication strengths
¥ Settings Built-In
E® Conditional Access
Passkey (FIDO2) All users Yes
Monitoring
C =48 Authentication methods I Microsoft Authenticator ~ All users Yes
4 Activity
& Password reset o ! SMS No
& User registration details
N " Temporary Access Pass  All users Yes
©  Custom security attributes [ Registration and reset events
Hardware OATH tokens ... No
& Risky activities % Bulk operation results
Third-party software OA... All users Yes
** Show more Voice call No
Email OTP All users Yes
(Z) Identity Governance v
Certificate-based authe-- No
& Verified ID 7 QR code (Preview) No
2 Verifia
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2. Users must be able to join devices in Microsoft Entra.
A. Click Devices.
B. Click All devices.
C. Select Device settings.
D. Under Users may join devices to Microsoft Entra, select how users join their device to
connect to Microsoft Entra. This guide will select All.

Home > Devices
ﬁ Home . .
@ Devices | Device settings
Diagnose & solve problems HCS Training - Microsoft Entra ID
« save X Discard A Got feedback?
% Favorites v @ Overview
LT All devices . .. . . .
& Identity A Microsoft Entra join and registration settings
Manage C
® overview joi i I
£ Device settings Users may join devices to Microsoft Entra (D
All Selected ~ None
K Users N €33 Enterprise State Roaming D
A% Groups v pel BitLocker keys (Preview) Selected‘ .
£ Local administrator password
A—IE’ Devices I AN recovery
CrariEy Activity Users may register their devices with Microsoft Entra (D
All None
B ——II All devices I Audit logs

3. Using a web browser of your choosing, go to

https://mysignins.microsoft.com

4. Sign in with your Microsoft user account.

B Microsoft

Pick an account

E keith@hcstraining.net

E kmitnick@hcsonline.com

+ Use another account

5. Enter your password.

6. Click Sign in.

B® Microsoft
< keith@hcstraining.net

Enter password

Forgot my password

Other ways to sign in
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7. Select the option of reducing the number of times you are asked to sign in. This guide
will select Yes.

B® Microsoft
keith@hcstraining.net
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[:] Don't show this again

No Yes

8. Click Security info.
9. Click Add sign-in method (+).

My Sign-Ins \
P\ Overview Security infO

These are the methods you use to sign into your account or reset your password.
8 —| 2 Security info I
You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

2L Devices
Q Password
Qo Phone +16319026911 Change Delete
B3 Organizations
Last updated:
B Settings & Privacy [l password 5 months ago Change

10.Select Microsoft Authenticator.

Add a sign-in method X

£\ Passkey in Microsoft Authenticator
9 Sign in with your face, fingerprint, PIN

Security key
Sign in using a USB, Bluetooth, or NFC device

Microsoft Authenticator
Approve sign-in requests or use one-time codes

QP

IEI Hardware token
Sign in with a code from a hardware token

Qj Office phone

Get a call to sign in with a code

E Email

Receive a code to reset your password
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11.If you need to download the Microsoft Authenticator app on your device, click Download now,

otherwise click Next.

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download NOW  @ue——

12.Click Next.

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school".

Microsoft Authenticator X

13.Scan the QR code with your device.
14.Click Next.

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?

Microsoft Authenticator X

|

Click Download Now if you
p===need to obtain the Microsoft
Authenticator app

15.Enter the code in the Microsoft Authenticator app on your device.

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

- 23

X
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16.Click Next.

Microsoft Authenticator

Notification approved

v

17.Confirm Microsoft Authenticator shows in the list below.

Security info

—+ Add sign-in method

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

2

Push multi-factor authentication (MFA)

Qs Phone 1 1 Change Delete
Last updated:
ch
L] Password 5 months ago o
Microsoft Authenticator iPhone 14 Pro Max Delete

18.0pen the Authenticator app on your device and tap your account.

3:20

= Authenticator

m HCS Training
keith@hcstraining.net
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HCS Training
keith@hcstraining.net

WAYS TO SIGN IN OR VERIFY

@ Sign-in notifications
Approve a sign-in request on your phone

One-time password code

©204 369

[m]

Create a passkey

Set up passwordless sign-
in requests

MANAGE
Change password a
Update security info (&}

Review recent activity (]

20.Tap Sign in.

"
9%

Let's create
your passkey

It takes less than a minute to help
secure your account with a
passkey. Once set up, you can sign
in faster and more securely with
your face, fingerprint, or PIN. First,
sign in with your

keith@hcstrail

ing.net account to

verify your identity.
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21.Confirm the app needs to approve your sign in request with a number.

321 o T -

Cancel Enter number

2% Microsoft
keith@hcstraining.net

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

93

No numbers in your app? Make sure to upgrad to the
latest version.

I can'tuse my Microsoft Authenticator app right now

Torms of use  Privacy & cookies  + -+

Get codes

22.Enter the number.

23.Tap Yes.

3:22
Cancel
B2 Microsoft
keith@h  Are you trying to
Appr sign in?
HCS Training
@ o cinancstrainingnet e
nun
Enter the number shown to
ign in.
2 2 — 93
No num letothe
b et 23
Lt No, it's not me |
I can't see the number
1
ase oer
sans Tov wxvz
[ «
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24.Tap Done.

=
9

Passkey created

You can now use your passkey with
Authenticator. Your passkey is
called: Authenticator - i0S

TO SIGN IN WITH YOUR PASSKEY:

o, Select Face, fingerprint,
or PIN.

Make sure Authenticator is
0 turned on as a passkey
provider.

How to use your passkey

25.Let’s test the passkey. Using a web browser of your choosing, go to

https://mysignins.microsoft.com

Click on your account in the upper-right corner

26. Click Sign out.

HCS Training

Keith Mitnick

iew accoun

Switch organization

HCS Technology Group
kmitnick@hcsonline.com

keith@hcstraining.net

27.Select the account you want

2% Microsoft

Pick an account

Which account do you want to sign out of?

Keith Mitnick
g] keith@hcstraining.net
Signed in

25
26

to sign out of.

28.Confirm you have signed out of your account.

B® Microsoft

You signed out of your

account

It's a good idea to close all browser windows.
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29. Select an account to sign in with.

B3 Microsoft

Pick an account

E keith@hcstraining.net

E kmitnick@hcsonline.com

—|— Use another account

30. At the password login screen, select Use your face, fingerprint, PIN, or security key instead.

B2 Microsoft
4 keith@hcstraining.net

Enter password

Forgot my password

IUse your face, fingerprint, PIN, or security key instead I

31. A QR code will appear. Scan this with the Camera.app on your device.

Passkeys & Security Keys

[3] Use your phone or tablet
Scan this QR code with the camera on the device that has
your passkey for login.microsoft.com

E Use your security key
Insert and touch your security key to use it for
login.microsoft.com

Cancel

Section 1 Page 14



&y Sign in with a passkey X

33. On your device, Tap Continue.

2 SignIn

@

Sign in with your passkey?

You will be signed in to
“login.microsoft.com” with your
passkey for
"keith@hcstraining.net".

proe—
Continue
Lt =g

Other Sign In Options

34. Select the option of reducing the number of times you are asked to sign in. This guide
will select Yes.

B® Microsoft

keith@hcstraining.net
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again

No

Section 1 Page 15



35.Click Security Info, and confirm your Passkey shows in the list.

My Sign-Ins v

2 overview Security info

These are the methods you use to sign into your account or reset your password.
£ Security info

You're using the most advisable sign-in method where it applies.
O Devices Sign-in method when most advisable is unavailable: Microsoft Authenticator - nofification Change

-+ Add sign-in method

@ Password

Q,  Phone +1€ 1 Change Delete
B3 Organizations

Last updated:
) Ch

& Ssettings & Privacy Bl Password 5 months ago anae
O Recent activity Microsoft Authenticator -~

® Push multi-factor authentication (MFA) iPhane 14 Pro Max clete

o, Passkey Authenticator - 05 - o

[=  Microsoft Authenticator i0S device

The next steps are optional and require a Personal Identification Device (PIV) This guide will use
a Security Key (Yubikey shown below). You can skip these steps if they are not required by your
organization.

36.Click Add sing-in method.

My Sign-Ins v

2 overview Security info

These are the methods you use to sign into your account or reset your password.
£ Security info

You're using the most advisable sign-in method where it applies.
O Devices Sign-in method when most advisable is unavailable: Microsoft Authenticator - nofification Change

-+ Add sign-in method

@ Password
Q,  Phone +1€ 1 Change Delete
B3 Organizations
Last updated:
) ch
& Ssettings & Privacy Bl Password 5 months ago ange
O Recent activity Microsoft Authenticator —
® Push multi-factor authentication (MFA) iPhane 14 Pro Max clete
o, Passkey Authenticator - i0S - o
< Microsoft Authenticator 05 device e
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37.Select Security key.

Add a sign-in method X

7\ Passkey in Microsoft Authenticator
9 Sign in with your face, fingerprint, PIN

ﬂ Security key

Sign in using a USB, Bluetooth, or NFC device

2\ Microsoft Authenticator
Approve sign-in requests or use one-time codes

QJ

Hardware token
Sign in with a code from a hardware token

Office phone
Get a call to sign in with a code

E Email

Receive a code to reset your password

38.Select your security key type. This guide will select USB device.

Security key X

rity key that you have.

R NFC device

39.Click Next.

Security key X

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

Section 1 Page 17



40.Connect your security key and activate the security key.
NOTE: Follow the instructions on how to activate your security key.

Passkeys & Security Keys

[G] Use your phone or tablet
Scan this QR code with the camera on the device where you
want to create and save your passkey for login.microsoft.com

@ Use your security key
Insert and touch your security key to set it up for
login.microsoft.com
login.microsoft.com will learn the make and model of your
security key

Cancel

41.Enter your PIN for your security key if prompted.
42. Click Next.

PIN required

Enter the PIN for your security key

PIN

41—

caneel

—42

43.Activate your security key.

Use your security key with login.microsoft.com
Touch your security key again to complete the request.

login.microsoft.com will learn the make and model of your
security key

A record of your visit to this site will be kept on your security key.

Cancel
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44 Enter a name your security key.

45.Click Next.

Security key X

Name your security key. This will help distinguish it from other keys.

44 Keith's Yubikey] |

45

46.Click Done.

Security key X

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer's guidance to
perform any additional setup tasks such as registering your
fingerprint.

47 .Confirm your security key shows in the list. It will show as Passkey with the name you provided
for your key.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change
-‘r Add sign-in method

Q. Phone 10 1 Change Delete

[=] Password Last updated: Change
5 months ago

A Microsoft Authenticator

@ push multi-factor authentication (MFA) iPhone 14 Pro Max belete
& Passkey Keith's Yubikey Delete
o, Passkey Authenticator - i0S belet o
< Microsoft Authenticator 05 device eee

Section 1 Page 19



48.In the step above, the Security key showed up as a Passkey. This will change once you sign in
to your Microsoft account with your security key. It will show up in the list as Security key going
forward.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

—+ Add sign-in method

Qs Phone 1 1 Change Delete

[=] Ppassword Last updated Change
5 months ago

Microsoft Authenticator N
® Push multi-factor authentication (MFA) iPhone 14 Pro Max Delete

Security key N 5
il Security Key Keith's Yubikey Delete
o, Passkey Authenticator - i0S o
¥ Microsoft Authenticator 05 device Delete

This completes this section. In the next section, we will create a smart computer group in Jamf Pro
to find all Mac computers running macOS 14.5 or later. While macOS 13 supports Platform SSO, it
is recommended to use macOS 14.5 or later to leverage the latest enhancements and features.
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Section 2: Creating a smart computer group

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
e Administrative access to your Jamf Pro server.

In this section, we will create a smart computer group in Jamf Pro to find all Mac computers running
macOS 14.5 or later. While macOS 13 supports Platform SSO, it is recommended to use macOS
14.5 or later to leverage the latest enhancements and features. We will use this smart computer
group as a scope to install the Intune Company Portal application in a later section of this guide.

1. Log into your Jamf Pro server with administrative credentials.

¥4 pro

Username

[ J

Required

Password

( 2]

Required

2. Select Computers.
3. Smart Computer Groups.
4. Click New.

Computers
o Computers

Smart Computer Groups
2 Policies

: —4
Configuration Profiles

53 NAME il COUNT il
& Software Updates A I

@ Restricted Software
Mac Apps
Patch Management

eBooks

Groups

Smart Computer
3 Groups

Static Computer Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments
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5. Click Computer Group if not already selected.
6. Enter Macs running macOS 14.5 or later for the Display Name.
7. Click Criteria.

Computers :  Smart Computer Groups

< New Smart Computer Group

s — [ —7

Display Name:
Display name for the smart computer group

{Mal:s running macOS 14.5 or lated [ e—

(7] send email notification on membership change
When group membership changes, send an emall notification to Jamf Pro users with email

8. Click Add.

Gomputers :  Smart Computer Groups

< New Smart Computer Group

Computer Group  Criteria

ANDIOR CRITERIA OPERATOR VALUE

No Criteria Specified

9. Select Choose for Operating System Version.

Computers :  Smart Computer Groups

< New Smart Computer Group

——
Last Inventory Update (Ccnoose )
r 5

Model (_Choose |
. - \

Model Identifier (__choose )
—

Number of Available Updates L. :Chooss: J
—

Operating System (_cnoose )

Operating System Version I (cnoose ) I

10.Select greater than or equal to for the Operator.
11.Enter 14.5 for the Value.
12.Click Save.

Computers :  Smart Computer Groups

< New Smart Computer Group

ANDYOR CRITERIA OPTRATOR VALUE

greater than or equal  + | s . Detete

+  Ada

2 [E}—12
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13.Click Previous.

Computers :  Smart Computer Groups

[<IMacs running macOS 14.5 or later

14.Confirm the smart computer group named Macs running 14.5 or later shows up in the list.

Computers

Smart Computer Groups

macOS_Sequoia_CIL_LVL2_NotCompliant 2
macOS_Sequoia_CIS_LVL2_Compliant 1
Macs Eligible for macOS Ventura Upgrade 0
Macs Enrelled with Baseline Mac Deployment PreStage 1
Macs Enrolled with Jamf Setup Manager PreStage 0
Macs Enrolled With Universal Mac Deployment PreStage 0

Macs running macOS 14.5 or later I 4

This completes this section. In the next section, we will create configuration profiles in Jamf Pro to
manage background notifications, Microsoft messages, and Microsoft PSSO settings.
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Section 3: Creating Configuration Profiles in Jamf Pro
What You'll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
e Administrative access to your Jamf Pro server
* Download the customPSSO.plist:
https://hcsonline.com/images/files/customPSSO.plist.zip

In this section, we will create the following configuration profiles in Jamf Pro:
* Managed Background Item Notifications
* Managed Microsoft Messages
 Microsoft Platform SSO Extension

The Managed Background Item Notifications and Managed Microsoft Messages configuration
profiles control the messages shown below so end users won't need to take action or make
decisions based on them.

Required Data Notice

Learn More 3

1. If necessary, Log into your Jamf Pro server with administrative credentials.

%4 pro

Username

( )

Required

Password

[ o]

Required
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2. Click Computers.
3. Click Configuration Profiles.
4. Click New.

_" Pro

o0 Computers
%5 g Computers

QFilter Profiles 0-

Inventory
oo  Search Inventory

&

Search Volume Content

Licensed Software No data available in table

Content Management

Policies

Configuration Profiles

Software Updates

£

NAME il LOGS

Configuration Profiles

0of 0

i COMPLETED il PENDING

O3

Blo

i FAILED il SCOPE [

5. Click General, if not already selected.

6. Enter Managed background item Notifications for the Name.

7. Select a category of your choosing. This guide will use PSSO

54 Pro

- Computers :  Configuration Profiles
0 3 Computers

Options Scope

o Inventory

Search Inventory

9

=
Search Volume Content @©  General
Licensed Software

Accessibility

@ ® Not configured
Content Management

& .
Policies = ACME Certificate

Not configured

Configuration Profiles

Software Updates

& AD Cersmcate
Not configured

Restricted Software

AirPlay
& ot configured
Mac Apps
o
Patch Management 8 ;\\A;:;;-"T.:-;er-App VPN
i
Not configured
eBooks

a I

< New macOS Configuration Profile

General

Name
Display name of the profile

[Managed background item Notifications

Description

Brief explanation of the content or purpose of the profile

Category
Category to add the profile to

Level
Level at which to apply the profile

Computer Level v
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8. Scroll down and select Notifications.

9. Click Add (+).

it Bg pro Q

Do

Computers : Configuration Profiles

< New macOS Configuration Profile

20
be g Computers

Options Scope

o Inventory
Search Inventor:
& 4 o Managed Login Items otifications Remove al
@ Not configured Use the switch to enable the setting configuration (macOS 10.15 or later)
Search Volume Content
Licensed Software (] Mobility
© Not configured
Content Management
o) = Network
Policies Not configured

Configuration Profiles @, Network Relay

Not configured
Software Updates

Q Notifications — 8

Restricted Software Not configured

Mac Apps
Parental controls
o hk

Not configured
Patch Management ot configure

eBooks P Passcode
Not configured

10.Enter Managed Background Items for the App Name.
11.Enter com.apple.btmnotificationagent for the Bundle ID.
12.Enable Notifications.

13.Select Disable.

14.Click Scope

i 5g pro JARP-N
w Computers : Configuration Profiles
0 o Computers . . .
< New macOS Configuration Profile
o Inventory _— 1 4
Q ifi .
Search Inventor:
& v o Managed Login Items NO“ ications
S Not configured 1 payload configured
Search Volume Content
Licensed Software @ Mobility Managed Background Items  sundie I0: com.apple.btmnotificationagent x ~
° Not configured 1 setting configured
Content Management 1 o
& = Network App Name Bundle ID
Policies ® Not configured N
[Managea Background Items ] [com.app\e.btmnoliﬁ y 1 1
Configuration Profiles C% Network Relay Required
Not configured
Software Updates Settings Include

Notifications
o 1 payload configured Critical Alerts @
Critical Alerts can ignore Do Not Disturb and ringer settings for this app

o & Parental controls

Not configured

Restricted Software
Mac Apps

Patch Management

Notifications @—— 1 2
eBooks s} Passcode Allow notifications to be displayed for this app

Not configured

Groups
=) Printers Rannar alert ty:
Smart Computer Not configured 3anner alert type
Groups Banner alerts appear in the upper-right corner. Temporary banners clear
automatically and persistent banners require the end user to take action before
3 Privacy Preferences clearing.
Static Computer O Policy Control
Groups Not configured Temporary
Classes

Intificatione an | nele Qeraen
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15.Click Targets.
16.Select Specific Computers.
17.Click Add (+).

%4 pro Q

Do

Computers :  Configuration Profiles

=
58

2 Computers

@ < Managed background item Notifications

Options Scope

G wemory ——15
& Search Inventory I Targets I Limitations Exclusions
Search Volume Content
Licensed Software Target Computers Target Users
© Computers to assign the profile to Users to distribute the profile to
Content Management I Specific Computers v ]I (Specilic Users v ]
@ . 1
Policies 16

Configuration Profiles
Targets

Software Updates

Restricted Software TARGET, TYPE

Mac Apps No Targets

Patch Management

18.Click Computer Groups.
19.Enter 14.5 in the search field.
20.Click Add for Macs running macOS 14.5 or later.

e A

Targels Limitatians Exclusicns

Add Deployment Targets [ oone |

18

Computers Usars Usar Groups

Buildings Departments

19

——20
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21.Click Save.

e 7
QOptions Scope
Targets Limitations Exclusions
Add Deployment Targets Done
Computers Computer Groups Users User Groups
Buildings Departments
Q145 1-10f1
GROUP NAME
e ~ ~ - -
1 - ] ’ Show: [ 100 - 2 ,@
L J ) Cancel Save
S )

22.Click Previous (¢).

Computers :  Configuration Profiles

[<IManage Background Item Notifications

23.Click New.
Pro [Q

Computers

Configuration Profiles

Lo iventory QFilter Profiles 0-00f0

'S Search Inventory
&

Do

W

=%}
&

2 Computers

B

owe) B

NAME il LOGS il COMPLETED il PENDING it FAILED il SCOPE i

Search Volume Content
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24.Click General if it's not already selected.
25.Enter Managed Microsoft Messages for the Name.

26.Select a category of your choosing. This guide will use PSSO.

_" Pro Q

Do

Computers :  Configuration Profiles

20
* | 2 Computers < New macOS Configuration Profile

Options Scope

o Inventory 24
Q Search I
o Search Inventory General
s
Search Volume Content ©  General Name
= Display name of the profile

Licensed Software |
Accessibility Managed Microsoft Messages - 25

Not configured

Content Management Description

& @
®

ACME Certificate Brief explanation of the content or purpose of the profile

Not configured

Configuration Pr SN
AD Certificate

)

Policies

L)

Software Updates Not configured
Category
Restricted Software o AirPlay Category to add the profile to
Not configured ! 26
Mac Apps ’[ PSSO M J]
Patch Management & ng’;’a’;:i::pp Level

Not configured Level at which to apply the profile

eBooks
Computer Level ¥

Application &
Groups PP
P & Custom v Distribution Method
Smart Computer ze:tlns;fs | Method to use for distributing the profile
ot configure
Groups ©
Cancel Save

27.Scroll down and click Application & Custom Settings.
28.Click Upload.
29.Click Add (+).

54 Pro Q

Do

Computers :  Configuration Profiles

g0
%5 g Computers . . .
P < New macOS Configuration Profile
Options Scope
) Inventory
o Search Inventory o Arviay Upload
> “" Not configured Use this section to define generic settings for preference domains
Search Volume Content
Licensed Software App-To-Per-App
& VPN Mapping
© Not configured
Content
& -
Policies Application &

o gu;‘.om N —27
N i ettings
Configuration Pre s Not configured

Software Updates

Jamf Applications

Restricted Software External
Applications

Upload 28

Mac Apps

Patch Manaaement
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TECHNOLOGY GROUP

30.Enter com.microsoft.autoupdate2 for the name of the Preference Domain.
31.Enter the XML below Into the Property List field.
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<!DOCTYPE plist PUBLIC "—//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/
DTDs/PropertyList-1.0.dtd">

<plist version="1.0"> <dict> <key>AcknowledgedDataCollectionPolicy</key>
<string>RequiredDataOnly</string> </dict>

</plist>
32.Click Scope.

_" Pro o 8
on Computers :  Configuration Profiles
Oc g Computers . . .
< New macOS Configuration Profile
32
o Inventory _
Q search
2 Search Inventory o Arviay Upload
Not configured 1 payload configured
Search Volume Content
Licensed Software App-To-Per-App com.microsoft.autoupdate2 M ~
(5 VPN Mapping Use this section to define generic settings for preference domains.
@ Not configured
Content Management
& o Preference Domain
Policies Application & The name of the pi domain (com.compan ication)
Custom
3 Settings A [commicrosoftautoupdate? %—— 30
Col ration Profiles ', 1 payload Requied
configured
Software Updates Property List
Jamf Applications PLIST containing key value pairs for settings in the specified domain.
Restricted Software
External <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
o <IDOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
Mac Aj Applications
ac Apps 2 "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
Upload <plist version="1.0"> <dict> <key>AcknowledgedDataCollectionPolicy</key>
Patch Management <string>RequiredDataOnly</string> </dict> 31
</plist>
eBooks Approved Kernel
B  Extensions
Not configured
Groups
Smart Computer @ Associated Domains
Groups Not configured ®
Cancel Save
Static Computer
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33.Click Targets.
34.Select Specific Computers.
35.Click Add (+).

%4 pro Q

Do

Computers :  Configuration Profiles

=
58

2 Computers

@ < Managed background item Notifications

Options Scope

o emory ———33
& Search Inventory I Targets I Limitations Exclusions
Search Volume Content
Licensed Software Target Computers Target Users
@ Computers to assign the profile to Users to distribute the profile to
Content Management I Specific Computers hd }I (Specilic Users hd ]
@ N T
Policies A

Configuration Profiles
Targets

Software Updates

Restricted Software TARGET, TYPE

Mac Apps No Targets

Patch Management

36.Click Computer Groups.
37.Enter 14.5 in the search field.
38.Click Add for Macs running macOS 14.5 or later.

( N
Options Scope
Targets Limitations Exclusions
r
Add Deployment Targets pore |
\

Computers Users User Groups
Buildings Departments
~a7
GROUP NAME
Macs running macOS 14.5 or later Audd —38
. J
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39.Click Save.

s A
QOptions Scope
Targets Limitations Exclusions
Add Deployment Targets ( Done
Computers Computer Groups Users User Groups
Buildings Departments
Q145 1-10f1
GROUP NAME
[ : : 1 @ =]
i 'J ’ shov; [ 100°2) cancel Save
- J
40.Click Previous (¢).
Computers : Configuration Profiles
.
- Managed Microsoft Messages
41.Click New.
%4 Pro O

Computers

Configuration Profiles

> e 5 ajeln

' Search Inventory
&

2 Computers

NAME ih LOGS I COMPLETED i PENDING i FAILED il SCOPE i
Search Volume Content
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42.Enter Microsoft Platform SSO Extension for the Name.
43.Select a category of your choosing. This guide will use PSSO.

44 Leave the rest of the settings at their defaults.

-
34 Q
tH [

w0 Computers :  Configuration Profiles
be O Computers . . .
< New macOS Configuration Profile
Options Scope
] Inventory
Q search
o Search Inventory General
=3
Search Volume Content ©  General Name
= Display name of the profile
Licensed Software i .
® Accessibility Microsoft Platform SSO Extension — 42
@ Not configured
Content Management Description
) ACME Certificate Brief explanation of the content or purpose of the profile
Policies & configured
Configuration Profiles ',
&) AD Certificate
Software Updates Not configured
Category
Restricted Software o AirPlay Category to add the profile to
Not configured \
Mac Apps PSSO 43
Patch Management App-To-Pe.r-App Level
ﬁ VPN Mapping )
Not configured Level at which to apply the profile
eBooks
Computer Level v
Application &
G
roups g3 Custom v Distribution Method
Settings i i i
Smart Computer o Cosﬁgmd Method to use for distributing the profile
Groups ®
Cancel Save
L Static Computer Annrauad Karnal

45.Scroll down Select Single Sign-On Extension payload.

46.Click Add.

4 Pro

# o Computers

Computers :

< New macOS Configuration Profile

Configuration Profiles

Restricted Software

Not configured

Mac Apps

Smart Card
Not configured

Options Scope
] Inventory
Q searen . . .
N Search Inventory -, Single Sign-on Extensions
R o Restrictions N . . Remove all
Not configured Configure app extensions that perform single sign-on (macOS 1015 or Ve
Search Volume Content later, User Approved MDM required).
Licensed Software a SCEP
© Not configured
Content Management
& Sgcurlty and
Policies O Privacy e
Not configured
Confil ion Profiles
Single Sign-On
Software Updates & Extensions — 45

o
o
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47 Select SSO for the Payload Type.

48.Enter com.microsoft.CompanyPortalMac.ssoextension for Extension Identifier
49 Enter UBF8T346G9 for Team Identifier.

50.Select Redirect.

51.Enter https://login.microsoftonline.com for the URL.

52.Click Add.

e R
74 Pro o &
g Computers : Configuration Profiles
bs 3 Computers . . .
< New macOS Configuration Profile
Options Scope
[ Inventory —_—
Q seareh . . .
o, | Searchinventory Single Sign-on Extensions
< Proxies 1 payload configured
Search Volume Content & Not configured
Licensed Software Single Sign-on Extension x N
® Restrictions Configure app extensions that perform single sign-on (macOS 10.15 or later,
@ Not configured User Approved MDM required)
Content Management
& Policies a SCEP Payload Type
Not configured Use the Kerberos payload type for the "com.apple.AppSSOKerberos.KerberosExtension"
ConfigurationProfilee Extension Identifier.
Security and 47 I SSO
Software Updates ) Privacy v
Not configured Extension Identifier
Restricted Software Bundle identifier of the app extension that performs single sign-on
Single Sign-On N N .
Mac Apps &  Extensions com.microsoft.CompanyPortalMac.ssoextension 48
o 1 payload configured
Patch Management Team Identifier
The team identifier of the app extension that performs single sign-on
eBooks Smart Card
Not configured [UBF8T34669 49
Groups g3 Software Update Sign-on Type
Not configured Sign- thorization t
Smart Computer ign-on authorization type
Groups Credential SIS
& System Migration _ 50
Static Computer Not configured URLs
Groups URLSs of identity providers where the app performs single sign-on. The URLs
] System Extensions must begin with http:// or https:// and be unique for all configured Single Sign-
Classes Not configured On Extensions payloads. Query parameters and URL fragments are not allowed.
Enroliment q  Time Machine [https://login.microsoftonline.com .4—9—— 51
Not configured
Enroliment Invitations
g VPN + Add 52
PreStage Enrollments Not configured
. J
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53.Enter the next two URLs:
® https://login.microsoft.com
® https://sts.windows.net

These URL's are optional and only required if you're using sovereign cloud domains: This guide will
add them.

e https://login.partner.microsoftonline.cn

e https://login.chinacloudapi.cn

® https://login.microsoftonline.us

® https://login-us.microsoftonline.com

e N
54 Pro o 8
g Computers :  Configuration Profiles
0e O Computers . . .
< New macOS Configuration Profile
Options Scope
[ Inventory S . .
=! Q The team identifier of the app extension that performs single sign-on
& Search Inventory { UBF8T346G9
Proxies
Search Volume Content & Not configured .
- Sign-on Type
=~ Licensed Software Sign-on authorization type
© S zziﬂﬁ;‘;ﬁ:d Credential BRGNS
{é} Content Management URLs
Policies a SCEP URLSs of identity providers where the app performs single sign-on. The URLs
Not configured must begin with http:// or https:// and be unique for all configured Single Sign-
Configuration Profiles On Extensions payloads. Query parameters and URL fragments are not allowed.
Security and
Software Updates O Pprivacy v { https://login.microsoftonline.com o]
Not configured
Restricted Software N
Single Sign-On [https://logln.mlcrosoft.com J T
Mac Apps &  Extensions — 53
o 1payload configured htts://sts wind N )
Patch Management ps://sts windows.ne )
eBooks Smart Card
Not configured [hltps://login.parlner.microsof(cnline.cn J w
Groups,
4% Software Update { https://login.chinacloudapi.cn ] W
Not configured . .
Smart Computer Optional entries
Groups S .
5 System Migration https://login.microsoftonline.us w
Static Computer Not configured
Groups htt, login-us.microsoftonline.c W
] System Extensions
Classes Not configured
Enroliment D Time Machine
Not configured
Enrollment Invitations Setting EliEe
PreStage Enroll g W
reStage Enroliments Not configured Use Platform SSO @
. Allow the user to sign in once at the login window and then automatically J
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54.Scroll Down and Enable Use Platform SSO.

55.Select User Secure Enclave Key under Authentication Method.
56.Enable Registration Token.

57.Enter the following in the field {{DEVICEREGISTRATION}}
58.Enable Use Shared Device Keys.

e R

_"Pro Q

Do

Computers :  Configuration Profiles

< New macOS Configuration Profile

# o computers

Options Scope

[ Inventory

[hltps://login—us.microsofton\ine,com ] W
Search Inventory
90
=) .
Proxies
Search Volume Content 2 Not configured
Licensed Software
) Restrictions

@ Not configured Setting [iEliEE

Content Management

Use Platform SSO o 5 4
Policies g ScEP o - .
Not configured Allow the user to sign in once at the login window and then automatically

sign in to apps and websites with Platform SSO (macOS 13 or later).

Security and If your Platform SSO.gpp\icaFion supports the deh'.very of Kerberos
Software Updates O Privacy v TGTs, create an additional Single Slgn-On. Extensions payload.a!nd
Not configured select the Kerberos Payload Type to configure Kerberos-specific
N til .
Restricted Software settings
Mac A Sl SIE-en Authentication Method
ac Apps &  Extensions

The Platform SSO authentication method used by this extension payload. The
identity provider (IdP) must support the selected method (macOS 13 or later).
Smart card authentication with Platform SSO requires macOS 14 or later.

User Secure Enclave Key | SlyEladeric]
Groups ® Software Update Registration Token ) ) ) |2|—— 56
Not configured The token used by devices to register with the IdP for Platform SSO

o 1 payload configured
Patch Management

Smart Card

eBooks Not configured

Smart Computer without a password. Requires that the Authentication method field has a
Groups value selected (macOS 13 or later).

[ System Migration Y
Static Computer Not configured [((DE\/ICEREGISTRATION}) 7 57
Groups

System Extensions R
Classes = Not configured Use Shared Device Keys — 58

Enables using the same signing and encryption keys for all users.
Enroliment o) Time Machine Enable
Not configured

Enroliment Invitations Create New User at Login

B VPN Enables creating new users at the login window using a password or @
PreStage Enrollments Not configured smart card.

. Disable | Enable J
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59.Scroll down and enable Authentication when screen is locked.

60.Select Do not handle.

61.Enable Custom Configuration.

62.Upload the file named customPSSO.plist (This was download at the beginning of this section)
63.Click Scope.

e R
= Pro o 8
a0 Computers :  Configuration Profiles
be O Computers . . .
< New macOS Configuration Profile
Options 63
[ Inventory _—
Q search + Add
Search Inventory
90
=) .
Search Volume Content & [roves
_ earch Volume Conten Not configured Authorization Group @)
e . The pairing of Authorization Rights to group names. The Authorization
Licensed Software Right will b dated t th h d
S Restrictions ight will be updated to use the group when used.
© Not configured Authorization Right Group
Content Management [ ] [ J
@ Policies 8 SCEP
Not configured
Authentication when screen is locked @—_ 59
Security and Determines the authentication behavior when a user is logged in to a
Software Updates O Privacy e computer and the screen is locked when an open app requires
Not configured authentication.
Restricted Software
Single/Sion<o) O Cancel
ingle Sign-On Authentication requests are cancelled
Mac Apps &  Extensions q
o 1 payload configured @ Do not handle
Patch Management Authentication requests continue without single sign-on
Book Smart Card This set}ting may be. \’gno.red by ? sinlgIAe sign-on exfension,
€Books Not configured depending on your identity provider's implementation.
Groups g Software Update Custom Configuration @ — 61
Not configured PLIST file containing key value pairs for custom settings in this domain —
Smart Computer P
Groups |
- M . N :
& Ezts;eonmﬂ NLIIE;ahon M Drop file here or browse for a file. L ———— 62
Static Computer 9
Groups
& System Extensions D customPSSO.plist
Classes Not configured
{ "AppPrefixAllowList": { "value":
Enroliment o Time Machine "corn.microsoft.,com.apple.,com.jamf.trust.,com.jamf.rnanagemem.,com.ja
Not configured mfsoftware.", "type": "string" }, "browser_sso_interaction_enabled": {
Enrollment Invitations "value": 1, "type": "integer" }, "disable_explicit_app_prompt": { "value": 1,
: "integer" } }
6 VPN
PreStage Enrollments Not configured
. J
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64.Click Targets.
65.Select Specific Computers.
66.Click Add (+).

%4 pro Q

Do

Computers :  Configuration Profiles

=
58

2 Computers

@ < Managed background item Notifications

Options Scope

o emory —64
& Search Inventory I Targets I Limitations Exclusions
Search Volume Content
Licensed Software Target Computers Target Users
@ Computers to assign the profile to Users to distribute the profile to
Content Management I Specific Computers v ] I (Specilic Users v ]
@ N T
Policies AS

Configuration Profiles
Targets

Software Updates

Restricted Software TARGET, TYPE

Mac Apps No Targets

Patch Management

67.Click Computer Groups.
68.Enter 14.5 in the search field.
69.Click Add for Macs running macOS 14.5 or later.

( N
Options Scope
Targets Limitations Exclusions
r
Add Deployment Targets pore |
\

Computers Users User Groups
Buildings Departments
wes8
GROUP NAME
Macs running macOS 14.5 or later Add e §Q
. J
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70.Click Save.

s N
QOptions Scope
Targets Limitations Exclusions
Add Deployment Targets ( Done
Computers Computer Groups Users User Groups
Buildings Departments
Q145 1-10f1
GROUP NAME
.— ~ ~ . :
1 - ] Show: [ 100 - 2 &
L 2 ) Cancel Save
- J
71.Click Previous (¢).
Computers : Configuration Profiles
. .
[<]Microsoft Platform SSO Extension
72.Confirm all three configuration profiles were created.
s N
g Pro o &
cn Computers
% 2o Computers . . .
P Configuration Profiles
3| Qs v aa
o Search Inventory
= NAME i LOGS " COMPLETED il PENDING i FAILED i SCOPE i
Search Volume Content
- Licensed Software 4 Network
@
Content Management
@& v PSSO
Policies
Configuration Profiles Managed background N Macs running
item Notifications View 0 2 0 macos 14.5
Software Updates
M d Mi ft ) M
Restricted Software M:rs‘:g;es erose View 0 2 0 m:z;;u;\:lsng
Mac Apps
Microsoft Platform SSO . Macs running
PatchManagement Extension View 0 z 0 macoS 14.5
L J

This completes this section. In the next section, we will deploy the Microsoft Intune Company
Portal application using the Jamf app catalog.

Section 3 Page 39



Section 4: Deploying Microsoft Intune Company Portal with Jamf Pro

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:

Requirements for following along with this section:

e Administrative access to your Jamf Pro server.

NOTE: Users in Microsoft Entra ID must have a strong authentication method, such as MFA,
Federated MFA, FIDO, or a Temporary Access Pass. Additionally, they must have permission to
join devices to Microsoft Entra ID. Ensure that this setting is not blocked in Microsoft Entra ID as

discussed in section one of this guide.

1. If necessary, Log into your Jamf Pro server with administrative credentials.

¥4 pro

Username

[ J

Required

Password

( 2]

Required

2. Click Computers.

3. Mac Apps.
4. Click New.

@
@&

hPro

Computers

Mac Apps

g0
0e o Computers

2—]

it

@ Inventory
Q ch filterable colt
Search Inventory
Search Volume Content O wame 4
Licensed Software [J ® Adobecreative Cl...
Content Management D @ Adobe Photoshop .

Policies

Configuration Profiles

Software Updates

Restricted Software

Mac Apps

o
Patch Management

Jamf App Catalog  App Store

> 1-20f2

\‘\ VERSION DEPLOYED
6.5.0.348

2512.2

vl

TARGET GROUP

macOS Sonoma - Curren...

Notebooks

8 &

+
New

@,
I uPDATE METHOD
Automatic

Automatic
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5. Select Jamf App Catalog.
6. Click Next.

Computers

Mac Apps

® Select App Source App Source

Mac App Store
O Relies on Apple's Mac App Store for updates

Jamf App Catalog
@ Reles on Jamt App Installers for updates 5

7. In the search field, enter company portal.

8. Click Add.

2 Pro 8 &
Computers
® g Computers
Mac Apps
a
G Inventory Select App Installers software title
o Search Inventory ‘
Select App Q |company porf x < > 1-1of1 ,
Search Volume Content
= NAME Il LATEST VERSION | l
Licensed Software T v
9 B Microsoft Intune Company Portal 5.2502.1
Content Management
@

Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks
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9. Select a category of your choosing. This guide will use PSSO.

10.Select Macs running macQOS 14.5 or later for the Target Group.

11.Select an install method that works for you. This guide will choose Install Automatically.
12.Select Automatic to allow Jamf to automatically install the latest version.

13.Select the checkbox for Log event notifications for this app.

14.Select the checkbox for Install supporting configuration profiles.

15.Click Save.

Computers : Mac Apps

< Microsoft Intune Company Portal

Use the switch to enable deployment of this app @D oepioy

Configuration settings Deployment status  Self Service End user experience
Settings

Display Name
Display name {up to 255 characters) for the app

[Micvosoir Intune Company Portal }
Required

Site
Site to add the app to
[ none -]

Category
Category to add the app to

((psso ) 9

Target Group
Macs running macOS 14.5 or later 1 1 0

Initial distribution method
The methed to use for distributing the app to @ computer for the initial installation.

1 1 — &) Install automatically

O Make available in Self Service

Update method
The method to use for all future app updates, regardless of the initial distribution method.

1 2 ® Allow Jamf to au i install the latest version.

O Manual Allows you to decide when to install a newer version.

Log event notifications for this app

Opt in to receiving notifications for certain events including app updates and installation failures.

© You must select specific events in your Account Notification settings to receive notifications.
Confi ion profiles for iti settings

\nslal\ supporting configuration profiles

IAllows Jamf to automatically install necessary configuration profiles to support this App Installer

14—

© When unselected, you may need to create configuration profiles for some software titles.
More information &

App Installer metadata

Application name Installer package hash Media source
Microsoft Intune Company 2088f6164238¢eTad1a8b1e64 Jam server
Portal 508dc052 .
Media source URL
Publisher Installer package hash type https://officecdn.microsoft.com/pr/C1297A47-86C4-4C1F-97FA-950631F 94777 MacAutoupdat
Microsoft MDS e/CompanyPortal-Installer.pkg

©
Cancel Save

15

This completes this section. In the next section, we will register a Mac computer using Microsoft
Intune Company Portal.
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Section 5: Register a Mac using Microsoft Intune Company Portal App and
Test Microsoft PSSO.

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

¢ A non production Mac computer running macOS 14.5 or later enrolled in Jamf Pro
¢ Google Chrome with the Microsoft single sign-on extension installed

In this section, we will register a Mac computer using the Microsoft Intune Company Portal App
and test the Microsoft PSSO Extension by signing into Microsoft services using Safari and Google
Chrome web browsers. This section will cover installing the Microsoft single sign-on extension for
Google Chrome on versions prior to 136. Google Chrome version 136 added built in support for
single sign-on. If you're using version 136, you can skip steps 25-31.

1. Log into your non production Mac computer.

keith

Enter Password

Your password is required to
log in

2. Confirm you get a Registration Required notification. Click Register.

Registration Required
Please register with your identity L‘E

3. Click Continue.

Platform Single Sign-on
Registration

Device Registration
Register your Mac computer with your identity
provider.

Account Registration
Register your macOS account with your identity
provider.

NotNow
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4. Enter your administrative credentials.

5. Click Unlock.

Platform SSO

Register your macOS account with your
identity provider.

Enter your password to allow this.

keith

[ Password }-
Cancel ] 5

6. Enter your Microsoft Entra account.

7. Click Next.

NOTE: Your sign in authentication steps may be different if you are using a passkey, security
key., or Microsoft Authenticator.

Register your device with Microsoft Entra

B Microsoft
Sign in

keith@hcstraining.net

No account? Create one!

Can't access your account?

[ | 7

Cg Sign-in options

Terms of use  Privacy & cookies

@ More information
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8. Enter your password.

9. Click Sign in.

Register your device with Microsoft Entra

B Microsoft

< keith@hcstraining.net
Enter password
Password 8

Forgot my password

Terms of use  Privacy & cookies

@ More information

10.Enter the MFA code in your Microsoft Authenticator app.

B® Microsoft
keith@hcstraining.net

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

92

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now
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11.Click Open System Settings.

AutoFill Passwords and Passkeys [ @)
Automatically suggest passwords, passkeys, and verification codes when
signing in to apps and websites.

AutoFill from

\ﬁ? Passwords

Passkeys, passwords, and codes

- Company Portal

Passkeys

Open System Settings

12.Enable Company Portal.

[ JON < > AutoFill & Passwords
Q@ S ® All Your Passwords in One Place X
W Ppasswords, passkeys, and verification codes are safely stored in the
Sign in new Passwords app and are available to use in Safari and other apps.

with your Apple Account
Open Passwords
Image Creation Tools
Are Here

Wi-Fi AutoFill Passwords and Passkeys
Automatically suggest passwords, passkeys, and verification codes when
signing in to apps and websites.

Bluetooth

Network

(3 Battery AutoFill from

Passkeys, passwords, and codes

Accessibility

General p
0 ©

Passkeys

Apple Intelligence & Siri

Appearance - Company Portal ([ @)

@ Control Center

. Desktop & Dock

a Displays Delete After Use ®
delete verification codes in and Mail after they

Verification Codes

Screen Saver are used.

() spotiight
Set Up Codes In ¢ Passwords ¢
Wallpaper Passwords will be used to open links for setting up
verification codes and QR codes.

13.Click Close.
e a
Microsoft Entra ID

Successfully configured your Entra ID passkey.

Close
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16

14.Click Close.

Platform Single Sign-on
Registration

Registration Complete

15.Let's check our registration and tokens. Open System Settings.

16.Click Users & Groups.

17.Click on info(®) next to your user name.

@ OCuest User
Appearance - Ooff

? Apple Intelligence & Siri
| Control Center
Desktop & Dock
a Displays
\5] Screen Saver
12 Spotlight
(e Wallpaper

a Notifications
L) Sound

Focus

8 Screen Time

g Lock Screen
m Privacy & Security
) Touch ID & Password

1 22 Users & Groups

[ NN ) & Users & Groups
Q search P

e Admin

Accessibility

Automatically log in as

Network account server

Q17
(©)

Add Group... Add User...

off ¢

Edit...
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18.Look at the information in the Platform Single Sign-on section. Confirm the following:

A. Login: Shows your user account in Microsoft Entra.

B. Method: Secure Enclave.
C. Registration: Shows as Registered.
D. Tokens: SSO tokens are present.

19.Click OK.
User name keith
Password Change...

D—

Allow this user to administer this computer
You cannot remove yourself from administrators.

Platform Single Sign-on

Login keith@hcstraining.net @==

Method Secure enclave key ®=

Registration Repair
™9 ¢ Registered

Tokens Authenticate

fm® ® SSO tokens present

?  Open Contact Card... Cancel

20.Click Edit.

w >

[ XON ] < Users & Groups
Q Search keith
Admin
2 Spotlight
\i:2 Wallpaper @ GuestUser
® off

e Notifications
Sound
Focus

Automatically log in as
8 Screen Time

Network account server
n Lock Screen
ﬂ Privacy & Security
% Touch ID & Password

21.This will show the Mac SSO Extension as Registered. Click Done.

Users & Groups

Add Group... Add User...

Network Servers

No Servers

Platform Single Sign-on

Mac SSO Extension Repair
@ Registered

Open Directory Utility... Im I

22.0pen Terminal.app located in /Applications/Utilities.

Terminal
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23.Run the following command:

app-sso platform -s

[ JON ] 3 keith — -zsh — 111x57
keith@Keith-PSSO ~ % app-sso platform -sfj

24 You will see a lot of information on the screen. Scroll to the bottom to view the SSO Token and
Expiration information.

SSO Tokens:

Received:

2025-03-14T01:51:40Z

Expiration:

2025-03-28T01:51:39Z (Not Expired)

25.Let's test out the Microsoft Platform SSO Extension. Open Google Chrome.
)

26.Go to:

https://chromewebstore.google.com/detail/microsoft-single-sign-on/
ppnbnpeolgkicgegkbkbjmhlideopiji?hl=en

27 .Click Add to Chrome.

£~ chrome web store Q Search extensions and themes

Discover  Extensions  Themes

=. Microsoft Single Sign On

2.5 % (761ratings) < Share

Extension Workflow & Planning 34,000,000 users

28.Click Add extension.

=. Add "Microsoft Single Sign On"?

It can:
Read and change all your data on all websites

Communicate with cooperating native applications

Cancel

29.Click Close (X).

B Microsoft Single Sign On has
|

been added to Chrome

Manage your extensions by clicking Extensions in
the Window menu.
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30.To test the Microsoft Single Sign on Google Chrome Extension. Go to:

https://mysignins.microsoft.com/security-info

31.Confirm you were not prompted to sign in. This is because your Mac computer has a Platform

SSO token.

@®  ® EF Mysign-ins|SecurityInfo [l X +

<« - C 25 mysignins.microsoft.com/security-info

My Sign-Ins \/

2 overview Security info

These are the methods you use to sign into your account or reset your password.
1% Security info
You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

=L Devices

-+ Add sign-in method

Phone +1 1
&

Q Password

F=2 Organizations

Last updated
[ "

8 Settings & Privacy Password 5 months ago

O Recent activity Microsoft Authenticator ,
(e (MFA) iBhonellSRIolM X

Security key .
i} e Koy Keith's Yubikey
o, Passkey Authenticator - i0S
< Microsoft Authenticator 0S device

Lost device? Sign out everywhere

* O 9 ©

Change Delete
Change
Delete
Delete v
Delete v

32.To test using Safari, sign into a different Microsoft service which has native support for Microsoft

Platform SSO, Open Safari.
33.Go to: https://www.office.com

34.Click Sign in.

eoe M- < @ office.com e A o+
= B Microsoft

Microsoft 365

Introducing Microsoft Copilot: Meet your everyday Al companion for work and life. Learn more

Welcome to the Microsoft 365 Copilot app

The Microsoft 365 Copilot app (formerly Office) lets you create, share, and collaborate all
in one place with your favorite apps now including Copilot.*

Sign up for the free version of Microsoft 365 >
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35.Make a selection of your choosing. This guide will select Allow.

@

Allow related Microsoft websites
to share cookies and website
data?

Using the same cookies and website
data is required for live.com,
microsoft.com, and microsoftonline.com
to work correctly, but could make it
easier to track your browsing across
these websites.

36.You will not be prompted to sign in as your Mac computer has a Platform SSO token.

eoe M+ < =] & m365.cloud.microsoft e M+
Install and more -
[,
Home
i
Create
® Welcome to Microsoft 365 Copilot
Apps
5]
Admin
Quick access
(© Recently opened 8¢ Shared 1 more v ot 4P = 25
@
®

This completes this section. In the next section, we will use Jamf Connect with the Microsoft PSSO
Extension to show how they can work together to provide a solution to Password syncing while
using the Secure Enclave authentication method.

Section 5 Page 51



Section 6: Configuring Microsoft Entra for use with Jamf Connect and PSSO

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
¢ A Mac Computer with the Jamf Connect Configuration app installed. This guide will use
version 2.45.1
e Administrative privileges in Microsoft Entra

To ensure Microsoft Authenticator is used instead of FIDO2 authentication methods with Jamf
Connect, specific configuration in Microsoft Entra ID is required due to how Jamf Connect
operates. Jamf Connect uses WebKit, the macOS-native rendering engine, at the login window
which is not a full browser. This presents limitations when handling advanced authentication
methods like FIDO2, which rely on features not supported in WebKit such as browser extensions or
certain redirect behaviors.

Because of these limitations, Microsoft recommends enforcing the use of Microsoft Authenticator
or password-based methods instead of FIDO2 for Jamf Connect when the secure enclave method
is used and password syncing is required. This is achieved by:
e Configuring Conditional Access Policies in Microsoft Entra ID to target a specific cloud app.
® Modifying Jamf Connect’s App Registration to support Conditional Access scenarios where
only compatible authentication methods like Microsoft Authenticator are allowed.
¢ Avoiding FIDO2 because it may not complete successfully within the WebKit-based login
window used by Jamf Connect.

This configuration ensures a smoother and more secure user experience during macOS login while
maintaining compliance with organizational authentication policies. It also allows local account
password syncing when using Jamf Connect with the secure enclave method.

In this section, we will configure the following:

e Configure an administrative account in Microsoft Entra with the required roles to create a
custom security attribute for MFA exceptions.

e Create a custom security attribute for MFA exceptions.

e Create an application registration with a custom API.

e Create an application registration to call a custom scope.

® Apply the custom security attribute to Jamf Connect Enterprise application.

¢ Create a conditional access authentication strength to specify which combinations of
authentication methods can be used to access Jamf Connect.

e Create a conditional access policy to enforce rules on the Jamf Connect application.

e Create a Jamf Connect configuration profile with conditional access settings.

While not required, Jamf recommends creating new application registrations for Jamf Connect
instead of modifying existing application registrations. This will help prevent unexpected errors
or conflicts during deployment to your organization. We recommend using a Microsoft Entra
development server to test the steps in this section before using it in production. This guide will
create all the app registrations needed for Jamf Connect.

This section discusses a topic that is often brought up by organizations when using the Secure
Enclave method with Jamf connect to provide password syncing. Keep in mind, Microsoft's long
term vision is to move organizations away from password syncing and recommends the guidance
below.

Microsoft does not recommend using the Resource Owner Password Credential (ROPC) flow to
synchronize the local macOS password with the user’s Entra ID password. While authentication at
the macOS login window via the OIDC (OpenlID Connect) flow, such as with an authenticator app
or Jamf Connect is supported, Microsoft's long-term vision is for organizations to treat the local
Mac password similarly to the Windows Hello for Business (WHfB) PIN.

From Microsoft's perspective, tools like Jamf Connect at the macOS login window are acceptable
for federated authentication, but password synchronization should be avoided as part of a broader

security modernization effort. If organizations continue to implement password sync today, it is .
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recommended that they consider deprecating it in the medium to long term. This aligns with
current Microsoft guidance for Windows environments, where passwordless and non-synced
credential models (e.g., WHfB, FIDO2, and certificate-based auth) are becoming the standard.

For more information on what we are configuring in this section, see the official Jamf
documentation at the links below:

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Entra_|D
Conditional Access and_All Cloud Apps.html

https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/page/Modifying Jamf
Connect for Conditional Access Polices.html

Here is a video from JNUC 2023 that explains conditional access with Jamf Connect.
https://www.youtube.com/watch?v=D9-4miD-3pM

1. To add the required roles to your account, log into Microsoft Entra.
2. Click Users.
3. Click All Users.

4. Select your user account.

Home >
Home
2 Users
¥ What's new HCS Training
Diagnose & solve problems « —+ Newuser v 7 Edit (Prev
& Allusers
Azure Active Directory._is now M:
® R .
% Favorites v @ Auditlogs
2 Sign-in logs _
& Identi N 2 users found
[Etamifisy X Diagnose and solve problems
Display name 1
® overview &4 Deleted users D
2 Q u A Password reset D . Craig Cohen
— sers )
& User settings O . Keith Mitnick =@t /]
3 d Allusers )
- % Bulk operation results

5. Click Assigned roles.

6. Confirm you have the following roles:
e Attribute assignment administrator
e Attribute assignment reader
e Attribute definition administrator
e Attribute definition reader
NOTE: Having Global Administrator rights are not enough, you must assign the roles above to
your Global Administrator account.

7. If the above roles are not assigned to you, Click Add assignments (+). You cannot continue with
this section without having the above roles assigned to your account.

- > Password reset | Properties > Security profiles > Conditional Access | Policies > Jamf Connect - Require Multifactor Authentication
Home
2 Keith Mitnick | Assigned roles
¥ What's new * User 7
Diagnose & solve problems O Search « |+ Add assignments IO Refresh 2 Got feedback?
& Overview . . . . . .
X Favorit o Eligible assignments  Active assignments  Expired assignments
-avorites
& Audit logs
Y Search by role
) 2 Ssign-in logs | Y
% Identity A Role 74 Principal name Scope
K Diagnose and solve problems
O i Attribute Definition Administrator keith@hcstraining.net  Directol
© @D ]l Custom security attributes 9 v
IR Users & Assigned rol Attribute Assignment Administrator keith@hcstraining.net  Directory 6
. Assigned roles N
- . ) Attribute Definition Reader keith@hcstraining.net  Directory
All users & Administrative units
&G Attribute Assignment Reader keith@hcstraining.net  Directory
roups
Deleted users Global Administrator keith@hcstraining.net  Directory
Ef Application:
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8. To create a custom security attribute, click Protection.
9. Click Custom security attributes.
10.Click Add attribute set.

Microsoft Entra admin center A Search re

€ (it MERETEE v Home > Custom attributes > Multi
¥ Monitoring & health Vv Custom attributes
Show less — 1 0
O Refresh
8 =@ & Protection A

| £ Search attribute set name

®  Identity Protection
Attribute set name

B¢ Conditional Access

&)

Security Center
Identity Secure Score

Multifactor authentication

S Q@ W

Authentication methods

€ Password reset

9 _ll@ Custom security attributes

11.Enter JamfConnectAttributes for Attribute set name (The name cannot contain more than 32
characters, spaces, or special characters.)

12.Enter Jamf Connect Security Attributes for the Description.
13.Enter 25 for Maximum number of attributes.

14.Click Add.

New attribute set X

Add an attribute set to group and manage related custom security attributes. All custom
security attributes must be a part of an attribute set. Learn more

Attribute set name * © I JamfConnectAttributes ¢+_1 1
Description © I Jamf Connect Security Attributes v+ 1 2
Maximum number of attributes © I 25 + 13

14 Lot
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15.Click on JamfConnectAttributes to open it.

Home >

Custom attributes

—+ Add attribute set O Refresh Rj Got feedback?

l 0 Search attribute set name

JamfConnectAttributes Jamf Connect Security Attributes 25

Attribute set name Ty Description Maximum number of attributes

16.Click Add attribute (+).

Home > Custom attributes >

() JamfConnectAttributes | Active attributes

@ Active attributes

€ Deactivated attributes . i
Add custom security attributes
di. Roles and administrators

users or applications. Learn more

— Q
v—
=

1. Define attributes 2. Manage attributes

Add custom security attributes Specify who can define and

to your directory. assign custom security
attributes.

Add attribute

« -+ Add attribute | © Deactivate attribute | () Refresh | &' Got feedback?

Custom security attributes are key-value pairs that you
define and assign to Microsoft Entra objects, such as

&k

3. Assign attributes

Assign custom security
attributes to Microsoft Entra
objects for your scenario.

17.Enter JamfConnectExemptCA for the Attribute name.

18.Enter Jamf Connect Exempt Conditional Access for the Description.

19.Select String for Description.
20.Select No for Allow multiples values to be assigned.
21.Select Yes for Only allow predefined values to be assigned.

22.Click Add Value.

Home > Custom attributes > JamfConnectAttributes | Active attributes >

New attribute

Add a custom security attribute (key-value pair) to your directory that you can later assign to Microsoft Entra objects, such as users or applications. Learn

17

18

more
Attribute name * (O l JamfConnectExemptCA ‘lr

Description (D l Jamf Connect Exempt Conditional Access -J[

Data type * l String +——1 9
Allow multiple values to be assigned © O Yes ® No

20

21

Only allow predefined values to be assigned © ® Yes O No

Predefined values —+ Add value

Vatie ™ Is active?

No results 2 2
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23.Enter Exempt for the Value.

24 Select the checkbox for Is active?.
25.Click Add.

26.Click Save.

Home > Custom attributes > JamfConnectAttributes | Active attributes > Add predeﬁned Value X
New attribute

Add a single predefined value of the selected data type.

Add a custom security attribute (key-value pair) to your directory that you can later assign to Micros /51 *

more I Exempt .-4—

23

Attribute name * (O l JamfConnectExemptCA
Is active? (O
Description l Jamf Connect Exempt Conditional Access 24
Data type * l String
Allow multiple values to be assigned © O Yes @ No

Only allow predefined values to be assigned © Yes O No

Predefined values (O -+ Add value

Value

No results

25

26 —{ |

27.Confirm the active attribute shows in the list.

Home > Custom attributes >

() JamfConnectAttributes | Active attributes X

« + Add attribute () Deactivate attribute () Refresh 27 Got feedback?
@ Active attributes

€ Deactivated attributes l R Search attribute name
4. Roles and administrators Attribute name 1, Description Data type Predefined values
I D JamfConnectExemptCA  Jamf Connect Exempt Conditional Access String Exempt e I

28.To create an app registration with a custom API, click Applications.
29.Select App registrations.
30.Click New registration (+).

Microsoft Entra admin center A Search resources, services, and docs (G+/)

Home > Custom attributes > App registrations

f Home . .
App registrations =

“ What's new

@ Endpoints X Troublg

v 30

[ Diagnose & solve problems

K Favorites @ starting June 30th, 2020 we will no longer add any
security updates but we will no longer provide fe
4 Identity A~
All applications ~ Owned applications  Dell
@ overview PP PP
Q users v 0 Start typing a display name or application (clier
AR Groups v
&) Devices ~
2 8 ety Applications A

Enterprise applications

2 9 __J App registrations
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31.Enter Jamf Connect - Conditional Access Policy API for the Name.

32.Select the Radio Button for Accounts in this organizational directory only (<Company Name>

only - Single tenant). [HCS Training is used for the company name in this example].

33.Click Register.

Home > Custom attributes > App registrations > Enterprise applications | All applications > App registrations >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?

3 2——@ Accounts in this organizational directory only (HCS Training only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v ‘ l e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

| Jamf Connect - Conditional Access Policy API| .—4—

— 31
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34.Click APl permissions.

35.Click Grant admin consent for <Company Name>. (HCS Training is used in the example)

Home > Custom attributes > App registrations > Enterprise applications | All applications > App registrations > Jamf Connect - Conditional Access Policy API

- Jamf Connect - Conditional Access Policy API | APl permissions = X

B Overview

& Quickstart

A\ Granting tenant-wide consent may revoke permissions that have already been granted de for that that users
o Integration assistant have already granted on their own behalf aren't affected. Learn more
X Diagnose and solve problems
X

@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission,

Manage
B2 Branding & properties
2 Authentication

Certificates & secrets

user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured

permissions should include all the permissions the application needs. Learn more about permissions and consent

{Il Token configuration

—+ Add a permission I\/ Grant admin consent for HCS Training I

& Expose an API APl / Permissions na...  Type Description Admin consent req...  Status
App roles \v Microsoft Graph (1) e
&2 Owners User.Read Delegated  Sign in and read user profile No .en

36.Click Yes.

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in HCS Training? This will update any
existing admin consent records this application already has to match what is listed below.

37.Under Status, confirm "Granted for <Company Name>" is active. This is indicated with a @
(HCS Training is used for the company name in the example)

38.In the sidebar, click Expose an API.

Home > Custom attributes > App registrations > Enterprise applications | All applications > App registrations > Jamf Connect - Conditional Access Policy API

- Jamf Connect - Conditional Access Policy API | APl permissions = - X

& Overview @ Ssuccessfully granted admin consent for the requested permissions.
& Quickstart

# Integration assistant

A\ Granting tenant-wide consent may revoke permissions that have already been granted ide for that applicati issions that users
have already granted on their own behalf aren't affected. Learn more

K Diagnose and solve problems

Manage

B2 Branding & properties
9 & prop @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission,

35 Authentication user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Certificates & secrets
" Configured permissions
Token configuration
' Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured

- API permissions permissions should include all the permissions the application needs. Learn more about permissions and consent

Expose an AP| I - Add apermission ~/ Grant admin consent for HCS Training
App roles . . )
API/ Permissions na... Type Description Admin consent req... Status
Owners
v Microsoft Graph (1) o
&, Roles and administrators -
UserRead Delegated  Sign in and read user profile No I @ Granted for HCS Training  +++ | e 3 7

i Manifest

Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

£ New support request
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39.In the Application ID URI section, click Add.

Home > Custom attributes > App registrations > Enterprise applications | All applications > App registrations > Jamf Connect - Conditional Access Policy API

Jamf Connect - Conditional Access Policy API | Expose an APl =

‘/0 Search | « 27 Got feedback?

H Overview
Application ID URI ()

& Quickstart

40.Confirm the Application ID URI. Leave it at it's default value.

41.Click Save.
Edit application ID URI X

The globally unique URI used to identify this web API. It is the prefix for scopes and in access
tokens, it is the value of the audience claim. Also referred to as an identifier URI.

Application ID URI
api//60127250-c527-4514-a87f-cca50fdabadc —t10

42.Click Add a scope (+).

Home > Custom attributes > App registrations > Enterprise applications | All applications > App registrations > Jamf Connect - Conditional Access Policy API

& Jamf Connect - Conditional Access Policy API | Expose an APl 2 - X
B Overview

Application ID URI: | api://b0127250-c527-4514-a87f-cca50fdabadc [ | Edit
& Quickstart

# Integration assistant

Scopes defined by this API

Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this
API can request that a user or admin consent to one or more of these.

K Diagnose and solve problems

Manage

, , Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use ‘App roles' and define app roles
£ Branding & properties assignable to application type. Go to App roles.

2 Authentication _
~ Add a scope 42

Certificates & secrets
Scopes Who can consent Admin consent disp...  User consent displa...  State
{I!' Token configuration
No scopes have been defined
- API permissions

& Expose an APl
Bi App roles Authorized client applications

Authorizing a client application indicates that this API trusts the application and users should not be asked to consent when the client calls

& Owners this API.
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43.Enter jamfconnect for the Scope name.

44 Set who can consent. This guide will use Admins only.

45.Enter Read user files for Admin consent display name.

46.Enter Allows the app to read the signed in users files for Admin consent description.
47 Set the State to Enabled.

48.Click Add Scope.
NOTE: We are not actually reading the users files, we are reading the users information in
Entra. For more info on this, go here: https://learn.microsoft.com/en-us/graph/permissions-
reference#userread

Add a scope X

Scope name *

I jamfconnect +

api://b0 “ - ©iz/jamfconnect

43

Who can consent? ()
44
Admin consent display name * (©

I Read user files J 45

Admin consent description *

Allows the app to read the signed in users filei 46

User consent display name

e.g. Read your files ‘

User consent description O

e.g. Allows the app to read your files.

47

48 [ Addscope

49.Confirm the Application ID URI and Scope were created.

Home > Custom attributes > App registrations > Enterprise applications | All applications > App registrations > Jamf Connect - Conditional Access Policy API

& Jamf Connect - Conditional Access Policy API | Expose an APl = - X

B Overview

& Quickstart @ Got a second to give us some feedback? = x
# " Integration assistant
X Diagnose and solve problems Application ID URI: | api//b01 S — | edit
Manage .
Scopes defined by this API
= Branding & properties
9 & prop Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this

2 Authentication API can request that a user or admin consent to one or more of these.

Certificates & secrets Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use 'App roles' and define app roles

assignable to application type. Go to App roles.
{I!' Token configuration

Add a scope
o APl permissions + P

& Expose an AP Scopes Who can consent Admin consent disp... ~ User consent displa... ~ State

2 Approles Iapi://b . [[8] Admins only Read user files Enabled I
48 Owners

£ Dol vl ini Authorized client i
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50.Let's create an app registration to call a custom scope. Click Applications.
51.Select App registrations.
52.Click New registration (+).

Microsoft Entra admin center O Search resources, services, and docs (G+/)
> App registrations > Enterprise applications ||
Home
App registrations < -
¥/ What's new 5 2
Diagnose & solve problems @ Endpoints X Troubleshy
i v
K Favorites @ starting June 30th, 2020 we will no longer add any n
support and security updates but we will no longer g
© Identity A~
All applications ~ Owned applications ~ Delete
@ overview s PP
,Q Users v [ A Start typing a display name or application (client)
& Groups v
I Devices v
50 _’@ Applications. N
Enterprise applications
51 _—.I App registrations

53.Enter Jamf Connect - OIDC Endpoint for the Name.

54.Select the radio button for Accounts in this organizational directory only (<Company Name>
only - Single tenant) [HCS Training is used for the company name in the example].

55.Select Public client/native (mobile) under Redirect URI.
56.Click Register.

- > Enterprise applications | All applications > App registrations > Jamf Connect - Conditional Access Policy API | Expose an APl > App registrations >

Register an application - X

*Name

The user-facing display name for this application (this can be changed later).

Jamf Connect - OIDC Endpoint J 5 3

Supported account types

Who can use this application or access this API?
54 _-@Accoums in this organizational directory only (HCS Training only - Single tenant)
(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

55 stea) Public client/native (mobile .. | [ httpsy//127.00.1/jamfconnect v

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies o7
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57.Click Authentication.
58.Select Yes for Allow public client flows.

59.Click Save.

> App registrations > Jamf Connect - Conditional Access Policy API | Expose an APl > App registrations > Jamf Connect - OIDC Endpoint

#" Integration assistant
X Diagnose and solve problems
Manage

B2 Branding & properties

57 el ) Authentication

Certificates & secrets
{I!' Token configuration
-9~ API permissions
& Expose an APl
H2 Approles
& Owners
di, Roles and administrators
0 Manifest
Support + Troubleshooting

£ New support request

5) Jamf Connect - OIDC Endpoint | Authentication  # - X
i Overview Add URI
& Quickstart

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (HCS Training only - Single tenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Help me decide...

X

A\ Due to temporary di in supported i we don't enabling personal Microsoft
accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
editor. Learn more about these restrictions.

Advanced settings
Allow public client flows ©

Enable the following mobile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Learn more
* No keyboard (Device Code Flow) Learn more/'
e SSO for domain-joined Windows (Windows Integrated Auth Flow) Learn more 7

App instance property lock ©

Configure the application instance modification lock. Learn more 7 Configure

59

60.Click APl permissions.

61.Click Grant admin consent for <Company Name> (HCS Training is used in the example).

> Enterprise applications | All applications > App registrations > Jamf Connect - OIDC Endpoint | Expose an APl > App registrations > Jamf Connect - OIDC Endpoint

- Jamf Connect - OIDC Endpoint | APl permissions = - X

>
B Overview

& Quickstart

# Integration assistant

K Diagnose and solve problems
Manage

B2 Branding & properties

9 Authentication

Certificates & secrets

1! Token configuration

60_ -2 APl permissions

& Expose an API

App roles
& Owners

di. Roles and administrators

Manifest

Support + Troubleshooting

£ New support request

O Refresh &7 Got feedback?

A\ Granting tenant-wide consent may revoke permissions that have already been granted
have already granted on their own behalf aren't affected. Learn more

ide for that applicati ions that users

- - S N - X
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user,
or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
permissions should include all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission I\/ Grant admin consent for HCS Training I— 61

API / Permissions name  Type Description Admin consent req...  Status
v Microsoft Graph (1) .
User.Read Delegated ~ Sign in and read user profile No e

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
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62.Click Yes.

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in HCS Training? This will update any
existing admin consent records this application already has to match what is listed below.

63.Click Add a permission (+).

- Jamf Connect - OIDC Endpoint | APl permissions <

& Overview @ Successfully granted admin consent for the requested permissions.
& Quickstart

7" Integration assistant

> Enterprise applications | All applications > App registrations > Jamf Connect - OIDC Endpoint | Expose an APl > App registrations > Jamf Connect - OIDC Endpoint

that users

X Diagnose and solve problems A\ Granting tenant-wide consent may revoke permissions that have already been granted ide for that
have already granted on their own behalf aren't affected. Learn more

Manage

B Branding & properties

23 Authentication
Certificates & secrets

Configured permissions
1! Token configuration

@ Expose an AP -+ Add a permission |~/ Grant admin consent for HCS Training

i App roles

API / Permi:

& Owners
v/ Microsoft Graph (1)

dis Roles and administrators
UserRead Delegated  Sign in and read user profile No

Manifest
Support + Troubleshooting

£ New support request

ons name  Type Description Admin consent req...

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user,
or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
2 API permissions permissions should include all the permissions the application needs. Learn more about permissions and consent

Status

@ Granted for HCS Training ==+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

64.Click APls my organization uses.
65.In the search field, enter Jamf Connect.

66.Select Jamf Connect - Conditional Access Policy API.

Select an API 64

APIs my organization uses

Apps in your directory that expose APIs are shown below

Microsoft APIs My APIs

Request API permissions X

|V jamf connect .—'—

Name Application (client) ID

66—-' Jamf Connect - Conditional Access Policy API | b . .- - ma—hC

65
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67.Select Delegated permissions.
68.Select the checkbox for jamfconnect under Permissions.

69.Click Add permissions.

Request API permissions X

CAll APIs

. Jamf Connect - Conditional Access Policy API
api://b0127250-c527-4514-a87f-ccaS0fdabadc

What type of permissions does your application require?

Delegated permissions

67 Your application needs to access the AP as the
signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

l O Start typing a permission to filter these results

@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
more

Permission Admin consent required

\/ Permissions (1)

jamfconnect @
Read user files

69—

70.Click Grant admin consent for <Comapny Name> (HCS Training is used in the example).

> Enterprise applications | All applications > App registrations > Jamf Connect - OIDC Endpoint | Expose an APl > App registrations > Jamf Connect - OIDC Endpoint

- Jamf Connect - OIDC Endpoint | APl permissions = - X

= )
B Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart
# " Integration assistant
X

X Diagnose and solve problems A\ Granting tenant-wide consent may revoke permissions that have already been granted ide for that applicati issions that users
have already granted on their own behalf aren't affected. Learn more

Manage

B Branding & properties s . . ) L x
@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user,
9 Authentication or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Certificates & secrets
Configured permissions
{I!' Token configuration
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured
- API permissions permissions should include all the permissions the application needs. Learn more about permissions and consent

@ Expose an API + Add a permission I +/ Grant admin consent for HCS Training I

i App roles

API/ Permissions name  Type Description Admin consent req...  Status
&8 Owners

\ Jamf Connect - Conditi
&. Roles and administrators

jamfconnect Delegated  Read user files Yes A\ Notgranted for HCS Tra <+«

Manifest

\/ Microsoft Graph (1)
Support + Troubleshooting UserRead Delegated  Sign in and read user profile No @ Granted for HCS Training  +«+

£ New support request
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71.Click Yes.

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in HCS Training? This will update any
existing admin consent records this application already has to match what is listed below.

72.In the Status section, confirm Granted for <Company Name> is active for both entries. This is
indicated with a @ (HCS Training is used for the company name in the example).

NOTE: Roles can be added to this app registration if required but we will not configure them

in this guide. Roles allow a user that logs in with Jamf Connect, to query Microsoft Entra and if
the user is an administrator in Entra, they will be created or converted to an administrator on
their Mac. If they are a standard user in Microsoft Entra, they will be created or converted to

a standard user on their Mac. To add roles to this app registration, follow the instructions for
optional roles here: https://learn.jamf.com/en-US/bundle/jamf-connect-documentation-current/
page/Modifying Jamf Connect for_Conditional_Access_Polices.html#ariaid-title3

- > Enterprise applications | All ions > App ions > Jamf Connect - OIDC Endpoint | Expose an APl > App registrations > Jamf Connect - OIDC Endpoint

- Jamf Connect - OIDC Endpoint | APl permissions = - X

H Overview @ successfully granted admin consent for the requested permissions.

& Quickstart

#" Integration assistant

K Diagnose and solve problems A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users
have already granted on their own behalf aren't affected. Learn more

Manage

= Branding & properties . X . . X
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user,
9 Authentication or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Certificates & secrets

Configured permissions
ili Token configuration

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured
= APl permissions permissions should include all the permissions the application needs. Learn more about permissions and consent
@ Expose an API —+ Add a permission  +/ Grant admin consent for HCS Training
. App roles ; o )

API / Permissions name  Type Description Admin consent req...  Status

&2 Owners
\/ Jamf Connect - Conditi

4. Roles and administrators N
jamfconnect Delegated  Read user files Yes @ Granted for HCS Training

[ Manifest

\/ Microsoft Graph (1)

Support + Troubleshooting UserRead Delegated  Sign in and read user profile No @ Granted for HCS Training

& New support request

73.Let’s apply the custom security attribute to the Jamf Connect Enterprise application. From the
sidebar, Click Enterprise applications.

74.Click Jamf Connect - Conditional Access Policy API.

- > Jamf Connect - OIDC Endpoint | Expose an APl > App registrations > Jamf Connect - O
Home
Enterprise applications | All applications

¥ What's new HCS Training
Diagnose & solve problems « —+ New application () Refresh L Download (Ex;

Overview
% Favorites NS © oOverview View, filter, and search applications in your organization t|

# Diagnose and solve problems The list of applications that are maintained by your organ|
© Identity A

Manage O Search by application name or object ID
© overview All applications icati i icati

PP Application type == Enterprise Applications X
K users v £2 Private Network connectors 3 applications found
; Name

& User settings
% Groups v o

B4 App launchers . Jamf Connect - OIDC Endpoint

D v

E e ©] Custom authentication extensions _ Jamf Connect - Conditional Access Policy API F_ 7 4
Q% Applications A N Jamf Pro Entra ID Connector

Security

7 3| enterprise sppicaions | & Condiional Access
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TECHNOLOGY GROUP

75.Click Custom security attributes.

> Jamf Connect - Conditional Access Policy API | Properties > Enterprise applications | All applications

g2 Jamf Connect - Conditional Access Policy API | Overview

Enterprise Application

B Overview Properties
Deployment Plan Name ©
# Diagnose and solve problems . l Jamf Connect - Conditional ... [ l
Application ID ©
Manage
l b0127250-c527-4514-a87f-c... ﬁ}l
{l' Properties .
ObjectID ©
&& Owners l aa2cff83-a2a7-4272-b284-f4... ﬁjl

4k, Roles and administrators R
Getting Started
&2 Users and groups
3 Single sign-on
@ Provisioning & 1. Assign users and groups

Provide specific users and groups access

£ Application prox
PP proxy to the applications

C  Self-service Assign users and groups

7 5 _4 ] Custom security attributes I

76.Click Add assignment.

> Enterprise applications | All applications > Jamf Connect - Conditional Access Policy API

Jamf Connect - Conditional Access Policy API | Custom security attr... - X

Enterprise Application

« save X Discard -+ Add assignment > Remove assignment | & Got feedback?

# Overview

Deployment Plan |P lSearch attribute names or values | +7 Add filters
K Diagnose and solve problems D Attribute set Attribute name Attribute descrip... Data type
Manage No attributes assigned to this application yet. You can add one now.

Il Properties

77 .Under Attribute set, from the menu, select JamfConnectAttributes.
78.Under Attribute Name, from the menu, select JamfConnectExemptCA.
79.Under Assigned Value, select Exempt.

80.Click Save.

81.Confirm the settings as shown below.

> App registrations > Enterprise applications | All applications > Jamf Connect - Conditional Access Policy API | Properties > Enterprise applications | All applications > Jamf Connect - Conditional Access Policy APT

Jamf Connect - Conditional Access Policy API | Custom security attributes X

Enterprise Application

80 _m X Discard | + Addassignment < Remove assignment | &P Got feedback?

B Overview

Deployment Plan [0 search attribute names or values | % Add fiters

X Diagnose and solve problems [ Attribute set Attribute name Attribute description Data type Multi-valued Assigned values
JamfConnectAtributes Jamic: A Jamf Connect Exempt Co...  Strin No

o < . -

77— 1 75—1 79 ———1
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82.Let's create a conditional access authentication strength to specify which combinations of
authentication methods can be used to access Jamf Connect. From the sidebar, click Protection.

83.Click Authentication methods.
84.Click Policies and view the different authentication methods that are enabled.

85.Click Authentication strengths.
When there are multiple authentication method policies enabled, some methods like Passkey
FIDO2 and other FIDO2 methods will not work at the Jamf Connect Login window. A conditional
access authentication strength will allow us to force authentication methods that are supported
by Jamf Connect at the login window like Microsoft Authenticator.

Microsoft Entra admin center A Search resources, services, and docs (G+/) I T Copilot

Bl Diagnose & solve problems -+ > Conditional Access | Policies > Jamf Connect - Require Multifactor Authentication >

£, Authentication methods | Policies

% Favorites v HCS Training - Microsoft Entra ID Security

« + Add external method (Preview) () Refresh | &7 Got feedback?
S Identity ~
Manage 84
Authentication method policies
8 2 gy & Protection sy | B RS Use authentication methods policies to configure the authentication methods your users may register and use. If a user is in

Password protection scope for a method, they may use it to authenticate and for password reset (some methods aren't supported for some
@  Identity Protection scenarios). Learn more
[L Registration campaign

P i Method Target Enabled
& Conditional Access ©  Authentication strengths 9

- \ Built-
G Security Center # Settings 8 5 Bullt-in

o Passkey (FIDO2) Al users Yes
@ Identity Secure Score Monitoring
Microsoft Authenticator Al users Yes
’ - @il Activity
©  Multifactor authentication Ms Al users Yes
& User registration details
8 3 el /7 Authentication methods Temporary Access Pass All users Yes
Registration and reset events
© Password reset ) Hardware OATH tokens (Preview) No
2% Bulk operation results
Third-party software OATH tokens Al users Yes
&  Custom security attributes
Voice call No
28 Risky activities Email OTP All users Yes
+ Show less Certificate-based authentication No
QR code (Preview) No

86.Click New authentication strength.

- > Jamf Connect - Conditional Access Policy API | Custom security attributes > Conditional Access | Policies > Jamf Connect - Require Multifactor Authentication > Authentication me

0 Authentication methods | Authentication strengths

HCS Training - Microsoft Entra ID Security

« |+ newauthentication strengtn | © retesh

Manage Authentication strengths determine the combination of authentication methods that can be used.
Learn more (4

& Ppolicies
X Type: All Authentication methods: All % Reset filters
Password protection
[L Registration campaign
Authentication strength Type Authentication methods Conditional access policies

© Authentication strengths
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87.Enter JamfConnect Authenticator ONLY for the Name.
88. Enter Only Microsoft Authenticator is used for MFA with Jamf Connect for the Description.

89. In the Multifactor authentication section, select the checkbox for Password + Microsoft
Authenticator (Push Notifications).

90. Click Next.

New authentication strength X

Custom

Configure Review

Name *

JamfConnect Authenticator ONLY 87
Description
Only Microsoft Authenticator is used for MFA with Jamf Connect 8 8

l P Search authentication combinations

> Phishing-resistant MFA (3)

> Passwordless MFA (1)

v Multifactor authentication (13)
Temporary Access Pass (One-time use)

Temporary Access Pass (Multi-use)

89—

Password + Microsoft Authenticator (Push Notification) |

Password + Software OATH token

Password + Hardware OATH token

Password + SMS

DDDDFILDDDDD

Password + Voice

e [HEERR— 90

91.Click Create.

New authentication strength X

Custom

Configure Review
During sign in, users will be required to authenticate using one of the following:

Password + Microsoft Authenticator (Push Notification)

nl - |
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92.Confirm the authentication strength shows in the list.

> Jamf Connect - Conditional Access Policy API | Custom security atiributes > Conditional Access | Policies > Jamf Connect - Require Multifactor Authentication > Authentication methods
0 Authentication methods | Authentication strengths
HCS Training - Microsoft Entra ID Security
O Search « —+ New authentication strength () Refresh
Manage Authentication strengths determ ne the combination of authentication methods that can be used.
Learn more (3
& Policies
. Type: All Authentication methods: All Y Reset filters
Password protection
[L Registration campaign
Authentication strength Type Authentication methods Conditional access policies

© Authentication strengths

& Settings

Monitoring JamfConnect Authenticator ONLY. Custom Password + Microsoft Authenticator (Push Notifica. Not configured in any policy yet
e

il Activity Multifactor authentication Built-in Windows Hello For Business / Platform Credential Not configured in any policy yet
User registration details

Passwordless MFA Builtin Windows Hello For Business / Platform Credential ... Not configured in any policy yet

[ Registration and reset events

&% Bulk operation results Phishing-resistant MFA Built-in Windows Hello For Business / Platform Credential ... Not configured in any policy yet

93.Let's create a conditional access policy and assign the authentication strength we just created to
it. From the sidebar, select Protection.

94 .Click Conditional access.
95.Click Policies.
96.Click New policy (+).

Microsoft Entra admin cents P Search resources, services, and docs (G+/)

Diagnose & solve problems «+. > Jamf Connect - Conditional Access Policy API | Properti

Conditional Access | Policies

% Favorites v Microsoft Entra ID

©  Identity V@ Overview
95 What is Conditiof
O S ~ @ Insights and reporting Conditional Access gi
@  Identity Protection X Diagnose and solve problems Learn more 2

B Conditional Access I Manage Conditions

97.Enter Jamf Connect - Require Multifactor Authentication for the Name.

98. Users: Click the users and groups selected link.

> Enterprise applications | All applications >

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more cf

Name *
N i i 4
Jamf Connect - Require M Authe... g 97

Assignments

Users O

Target resources

No target resources selected

Network [NEW| ©

Not configured

Conditions

0 conditions selected

Access controls

Grant ©®

0 controls selected
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99.Click Include.
100. Select the Radio button for Select users and groups.

101. Enable Users and groups.

> Enterprise applications | All applications > Jamf Connect - Conditional Access Policy API

New

Conditional Access policy

Control access based on Conditional Access Control access based on who the policy will
policy to bring signals together, to make apply to, such as users and groups, workload
decisions, and enforce organizational policies. identities, directory roles, or external guests.
Learn more ¢ Learn more ¢

99

Name *

Exclude
Jamf Connect - Require Multifactor Authe... -/ |
O None
Assignments O Allusers
Users © (@ select users and groups @ ‘] 0 Q)

Specific users included [] Guest or external users @

@ "Select users and groups” must be
configured [ pirectory roles @

Target resources (D) [[) Usersand groups  @e—— 1 01
No target resources selected

Network NEw (O

Not configured

Conditions @

0 conditions selected

Access controls

Grant ©

0 controls selected

Session (O

0 controls selected

102. Select the appropriate Users or Groups. This guide will select one user for simplicity.

103. Click Select.

Select users and groups

@ Try changing or adding filters if you don't see what you're looking for.

Search
[»
3 results found

Al

Users  Groups

Name Type Details
O & Craig Cohen User craig@hcstraining.net
OdJ & HCS Executives Group

102 __I & Keith Mitnick User keith@hcstraining.net I
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104.
105.

Confirm your users or groups show in the list.

Under Target resources, click the link, No target resources selected.

> Enterprise applications | All applications > Jamf Connect - Conditional Access Policy API | C

New

Conditional Access policy

Control access based on Conditional Access Control access based on who the policy will
policy to bring signals together, to make apply to, such as users and groups, workload
decisions, and enforce organizational policies. identities, directory roles, or external guests.
Learn more ' Learn more '

*
Name Include  Exclude

Jamf Connect - Require Multifactor Authe... |

O None

Assignments O Allusers

Users O @ Select users and groups
Specific users included ] Guest or external users ©

Target resources O D Directory roles ©

105

I No target resources selected I
L Users and groups

Network NEW (O

Not configured Select
1 user
Conditions O
0 conditions selected Keith Mitnick [ 1 04
keith@hcstraining.net

Access controls

Grant ©

106.
107.
108.

Click Include.
Select the radio button for Select resources.

Under Select, click None.

> Enterprise applications | All applications > Jamf Connect - Conditional Access Policy API | Cus

New

Conditional Access policy

Control access based on Conditional Access Control access based on all or specific apps,
policy to bring signals together, to make internet resources, actions, or authentication
decisions, and enforce organizational policies. context. Learn more 7

Learn more
Select what this policy applies to

Name * l Resources (formerly cloud apps) v

Jamf Connect - Require Multifactor Authe... \/I

Assignments
O None

= R O All internet resources with Global Secure
Specific users included Access

Users (D

Target resources (D O All resources (formerly 'All cloud apps')

No target resources selected (® select resources

@ "Select resources" must be configured Edit filter

Network [ NEW = (O None

Not configured
Select

Conditions INQne :

0 conditions selected

Access controls @ To create a Conditional Access policy
targeting members in your tenant with
Grant ©® Global Secure Access (GSA) as a
resource, make sure GSA is deployed in
0 controls selected your tenant. Learn more '
Session (O

0 controls selected

106

107

108
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1 1 0 flal Jamf Connect - Conditiona...
— I b0127250-c527-4514-a87f-ccaS0fd...

109. Perform the following: In the search field, enter jamf connect.

110. Select the checkbox for Jamf Connect - Conditional Access Policy API.

111. Click Select.

Select X

Resources

I £ jamf connect 0—4—

Selected items

) Jamf Connect ... Remove
b0127250-c527-45,

109

112. Confirm Jamf Connect - Conditional Access Policy APl shows in the list.

113. Under Grant, Click 0 Controls selected.

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *

> Enterprise applications | All applications > Jamf Connect - Conditional Access Policy API | Custom se|

Control access based on all or specific apps,
internet resources, actions, or authentication
context. Learn more '

Select what this policy applies to

[ Resources (formerly cloud apps) v

Jamf Connect - Require Multifactor Authe... |

Assignments

Users ©

Specific users included

Target resources (O

1 resource included

Network NEW (D

Not configured

Conditions (O

0 conditions selected

Include  Exclude

O None

O All internet resources with Global Secure
Access

O Al resources (formerly 'All cloud apps’)

@ Select resources

Edit filter

None

Select

Jamf Connect - Conditional Access Policy API

Access controls

Grant ©

113 — o]

Session @

0 controls selected

Enable policy

Report-only On Off

Jamf Connect - Conditional Ac... ...
b0127250-¢527-4514-a87f-cca50fdabadc

@ To create a Conditional Access policy
targeting members in your tenant with
Global Secure Access (GSA) as a
resource, make sure GSA is deployed in
your tenant. Learn more '

112
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114. Enable Grant access.
115. Select JamfConnect Authenticator ONLY under Require authentication strength.
116. Click Select.

() Block access

1 1 4 —lp @ Grant access

[ Require multifactor ®
authentication

A\ "Require authentication
strength” cannot be used with
"Require multifactor
authentication". Learn more '

Require authentication ®
strength

JamfConnect Authent

115

© To enable all authentication
strengths, configure cross-tenant
access settings to accept claims
coming from Microsoft Entra
tenants for external users.
Authentication strengths will
only configure second factor
authentication for external users.
Learn more '

D Require device to be marked ~ ©
as compliant

[ Require Microsoft Entra hybrid - ©
Jjoined device

D Require approved client app ©
See list of approved client apps

117. Select On for Enable Policy.

118. Click Create.
INEewW

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more o

Name *

Jamf Connect - Require Multifactor Authe... v/

Assignments

Users O

Specific users included

Target resources (O

1 resource included

Network | NEW | ©®

Not configured

Conditions @

0 conditions selected

Access controls

Grant ©

1 control selected

Session ©

0 controls selected

117

Enable policy
—Repo nly Off
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119. Confirm the policy shows in the list and the State is On.

Home > Conditional Access | Policies > Authentication methods | Authentication strengths > Conditional Access | Policies > App registrations > Jamf Connect - OIDC Endpoint > Conditional Access

y= Conditional Access | Policies

Microsoft Entra ID

« —+ Newpolicy —+ New policy from template T Upload policy file 2 Whatif () Refresh [ Preview features &P Got feedback?

© Overview

Microsoft Entra Conditional Access policies are used to apply access controls to keep your organization secure. Learn more 2
= Ppolicies
@ Insights and reporting All policies Microsoft-managed policies
K Diagnose and solve problems 1 Qo0

Total outof 1

Manage

‘ P search 7 Add filter

4> Named locations

1 out of 1 policy found
] Custom controls (Preview) outet T peliey foun

£ Terms of use Policy name State Creation date Modified date

% VPN connectivity

I Jamf Connect - Require Multifactor Authentication on 4/17/2025, 10:02:58 PM 4/17/2025, 10:16:35 PM I

<% Authentication contexts

120. Let's create a TextEdit document to gather all the ID's needed to configure Jamf Connect
settings. Open Text Edit.

121. Name the document, Jamf Connect ID’s.

122. Enter the following info in the document:
e Directory (tenant) ID:
e Jamf Connect - Conditional Access Policy API
Application ID URI:
e Jamf Connect - OIDC Endpoint
Client ID:

123. Save the document to your Desktop.

[ JCN “s Jamf Connect ID's.rtf
Helvetica ¢ Regular < 14 - @ A B I

> > > > > > > > >
0 1 2 3 4

Directory (tenant) ID:

Jamf Connect - Conditional Access Policy API
Application ID URI:

Jamf Connect - OIDC Endpoint
Client ID:

124. Switch back to Microsoft Entra. In the sidebar, Select Applications.
125. Select App registrations.

126. Select All applications.

127. Select the Jamf Connect - Conditional Access Policy API.

Microsoft Entra admin center R Search resources, services, and docs (G+/)

Home > App registrations > Jamf Connect - Conditional

App registrations =

ﬁ Home
“ What's new

Diagnose & solve problems + New registration <] Endpoints X Troubleshoot

i Y4
*  Favorites @ starting June 30th, 2020 we will no longer add any new fea

security updates but we will no longer provide feature upd:

S Identity ~ — 126
Owned applications Deleted a
@ overview PP PH
,Q Users. N ‘ O Start typing a display name or application (client) ID to
G N
{XNGroLps 5 applications found
I Pevices N Display name T
H GSA-Internettrafficforwardingprofile
1 24 —-@8 Applications. 2N

H GSA-Microsoft365trafficforwardingprofile

Enterprise applications N
GSA-Privateaccesstrafficforwardingprofile
1 25 _- Jamf Connect - Conditional Access Policy API I—— 1 27

B  Protection NS Jamf Connect - OIDC Endpoint
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128. Copy the Application ID URI and paste the URI to the Application ID URI section of the Jamf
Connect ID’s document.

129. Copy the Directory (tenant) ID and paste this ID to the Directory (tenant) ID section of the
Jamf Connect ID’s document.

> Jamf Connect - Conditional Access Policy APl > App registrations > Jamf Connect - OIDC Endpoint > App registrations >

] Jamf Connect - Conditional Access Policy APl  »
[.2 bearch ] « [il Delete & Endpoints Preview features
L G @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>
& Quickstart
F 4 Integration assistant A Essentials
X Diagnose and solve problems Display name Client credentials

Jamf Connect - Conditional Access Policy APl Add a certificate or secret
Manage Application (client) ID Redirect URIs

- -t Add a Redirect URI

= Branding & properties o < AdcaRedirect UEL

Object ID Application ID URI
D Authentication 9b - S wed3 api://bC 42604C Qe 1 2 8

Certificates & secrets Directory (tenant) ID Managed application in local directory

AN . 15530 G ] 2Q Jamf Connect - Conditional Access Policy API
m N N
Il Token configuration Supported account types
o APl permissions My_organization only

130. In the sidebar, Select Applications.

131. Select All applications.

132. Select App registrations.

133. Select the Jamf Connect - OIDC Endpoint.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations > Jamf Connect - Conditional
A Home . .

App registrations =
'/ What's new
[ Diagnose & solve problems —+ New registration @ Endpoints ¥ Troubleshoot

i v
K Favorites @ starting June 30th, 2020 we will no longer add any new feal
security updates but we will no longer provide feature upd:
4 Identity A 1 32
® Ooveni ﬁpplications Deleted ap,
verview
,Q Users. v ‘ P Start typing a display name or application (client) ID to
T G 5 applications found
I3 Devices v Display name T
GSA-Internettrafficforwardingprofile
1 30 — &po Applications N
GSA-Microsoft365trafficforwardingprofile
Enterprise applications
B B GSA-Privateaccesstrafficforwardingprofile
'l Jamf Connect - Conditional Access Policy API

2 Fiotection N I Pl Jamf Connect - OIDC Endpoint I__1 33
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134. Copy the Application (client) ID and paste this ID to the Client ID section of the Jamf Connect

ID's document.

135. Save the changes to the Jamf Connect ID's document.

iz Jamf Connect - OIDC Endpoint  »
Ly

Directory (tenant) ID

da . - -

Certificates & secrets

1! Token configuration

- APl permissions My organization only

- 530

Supported account types

- > App registrations > Jamf Connect - OIDC Endpoint > App registrations > Jamf Connect - Conditional Access Policy APl > App registrations >

|}> Eearch | « Tl Delete & Endpoints Preview features
o N
i Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
& Quickstart
#" Integration assistant A Essentials
X Diagnose and solve problems Display name Client credentials
Jamf Connect - OIDC Endpoint Add a certificate or secret
Manage Application (client) ID 1 34 Redirect URIs
58cw - o - e f6d7 @m— 0 web, 0 spa, 1 public client
B2 Branding & properties ¢ - web S spaLpuble clen
Object ID Application ID URI
D Authentication Ofa e ] Add an Application ID URL

Managed application in local directory
Jamf Connect - OIDC Endpoint

136. Confirm your Jamf Connect ID’s document looks similar to the picture below.

[ XN s Jamf Connect ID's.rtf
Helvetica ¢ Regular ¢ 14 v @@ 2 B I U

i3 > > > > > > > > > > >
4 5

) 1 2 3
Directory (tenant) ID: d4esiii Sl Sl S 530

Jamf Connect - Conditional Access Policy API
Application 1D URL: apiz/te #5 ci a d il iade

Jamf Connect - OIDC Endpoint
Client ID: S& i &0 Sl S S ed7

>
6

137. Let’s create a Jamf Connect configuration profile with conditional access settings using the

Jamf Connect Configuration App. Open the Jamf Connect Configuration App.

NOTE: We will only test OIDC and ROPG connections using the Jamf Connect Configuration

app. This guide will not cover configuring a Jamf Connect profile for production use.

Jamf Connect
Configuration.app
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138. Enter a name for your profile. This guide will use JC PSSO.
139. If necessary, click Identity provider.
140. Select Microsoft Entra ID for Identity Provider.

141. Copy the Client ID from the Jamf Connect ID’s file on your Desktop and paste it into the field
for OIDC client ID.

142. Copy the Client ID from the Jamf Connect ID’s file on your Desktop and paste it into the field
for ROPG client ID.

143. Copy the Directory (tenant) ID from the Jamf Connect ID’s file on your Desktop and paste it
into the field for Tenant.

144. Copy the Application ID URI from the Jamf Connect ID's file on your Desktop and paste it into
the field for OpenlD connect scopes. Add this to the end:
/jamfconnect+openid+email+profile

145. Enter https://127.0.0.1/jamfconnect for OIDC redirect URL.
146. Click Test.

147.Select OIDC.

o0 Jamf Connect Configuration ] ®
Reset Save Test
JC PSSO 139 g |dentity provider Login Connect = </>
04/18/2025
Required
Identity provider: Microsoft Entra ID 1 40
OIDC client ID: 5 B AR S A (7 G—r— 141
ROPG client ID: 58cat © & “ii b fon s ted7 ——1 42
Tenant: dAcit 6 e S e L5630 —eeeee 143
Advanced OIDC
OpenlID connect scopes: |api://b0127250m—aﬁa4cnamfconnect+openid+email+profile:—_ 1 44
Token caching: Ignore cookies
Client secret:
0IDC redirect URI:  https://127.0.0.1/jamfconnect —tee ] 4.5
Discovery URL:
Change password URL:
Choose license... | Jamf Connect operates in trial mode without a license
& @)
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148. Enter your Microsoft Entra account name.

149. Click Next.

[ XN ) Preview
| [ EVD Auth endpoint:
m Microsoft !
Token endpoint:
SIgrl in User info endpoint:

1 48 ——2 keith@hcstraining.net
Access token:

1 49 Refresh token:

ID token:
Back Next

Can't access your account?

q Sign-in options ‘

Supported scopes:

Terms of use  Privacy & cookies

150. Enter your password.
151. Click Sign in.

[ JON ] Preview
. Auth endpoint:
B2 Microsoft PG
Token endpoint:
< keith@hcstraining.net User info endpoint:

Enter password
Access token:
150 ——e eecccccns

Refresh token:
Forgot my password

ID token:

151

Supported scopes:

Terms of use  Privacy & cookies
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Preview

=. Microsoft Auth endpoint:
Token endpoint:
keith@hcstraining.net User info endpoint:

Approve sign in request

Access token:
@ Open your Authenticator app, and enter the number
shown to sign in.
Refresh token:

1 3 ID token:

No numbers in your app? Make sure to upgrade to the
latest version.

Cancel

Supported scopes:

153. Confirm OIDC Login was successful. Click Close ().

op e Preview
Y t t k 1 Auth endpoint: in.mi i 287-2584-484e-9ab9-b3760: 2/v2. ize
ou got tokens! s e oy vob0.4500-0000. 05 ooken
OoDIC . N User info endpoint: microsoft.
A ‘You have successfully authenticated to your Open ID Connect provider.
LOGiN WaS et
successful Access token:

eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzINilsing1dCIBIKNOdiBPSTNSd3FsSEZFVmS5hb01Bc2hDSDJYRSIsImtpZCI6IkNOC
Refresh token:

ID token:

eyJ0eXAiOiJKV1QiILCIhbGciOiJSUzINilsimtpZCI6IkNOdjBPSTNSd3FsSEZFVm5hb01Bc2hDSDJYRSJ9.eyJhdWQiOil

sid: 003fd009-1e6d-39ab-16a6-627115a47185
aud: 58ca6eec-b741-4d93-8646-645637161647

email: keith@hcstraining.net

Supported scopes:

[*openid”, "profile”, “email", "offline_access"]

Save

154. Click Test.
155. Select ROPG.

155
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156. Enter your Microsoft Entra account name.
157. Enter your password.
158. Click Sign in.

(] ROPG test

<A jamf CONNECT

156
157

Username:  keith@hcstraining.net Om—

Password: [eeessssee [roS—

L

L——— 158

159. Confirm ROPG Login was successful.

Success

Your configuration seems to be working.

NOTE: When testing to make sure your Microsoft Entra credentials work, we only need to test
OIDC and ROPG connections using the Jamf Connect Configuration app. This guide will not cover
configuring a Jamf Connect profile for production use.

160. There is a bug in the Jamf Connect Configuration application that will sometimes show an
error message. If you see any of the errors listed below, as long as you see a tokens were
granted, the connection was successful. Jamf is aware of this product issue.

@oe Preview

https://i

provider User int: microsoft

Unable to load your identity s endpons hepsilean micosafientn dater

The identity provider for your system is unable to be contacted. Check network .
settings or contact technical suppart. Access token: Confirm

eyJ0EXAIOUKVIQILC hbGEIOUSUZITN i DSD. 161kNO tokens are
Refresh token: granted

D token:

eyJ0EXAIOIJKVIQILCIAbGCIOSUZINil JYRSJ9.eyJhdWQIOII

iat: 1744976077.0
preferred_usemame: keith@hcstrainingnet
ut: d9y-XWex50ygCTIIY G

id: d4ch5287-2584-4846-9ab9-637607¢d5530
iss: https:/ogin.mic i

name: Keith Mitnick

Supported scopes:

[“openid", “profile, "email, “offline_access"]

Save
@oe Preview
) : htpsifogin.mi Ofauth
=. Microsoft Auth endpoint: htty ith
“Token endpoint: https://login.mic l 0/token
Sign in Useri ints icrosoft
Sorry, but we're having trouble signing you in. )
Access token: Confirm
J06XAIGLIKVIQILCIbGCiOLISUZIN i 6IkNO tokens are
AADSTS900561: The endpoint only accepts POST
Refresh token:
requests. Received a GET request. granted
1D token:
J0EXAIGLIKVIQILCIbGCiOLSUZINI j8PSTI JYRSJ8.ey hdWQIOI
ot 17449762130
preferred_username: kelth@hcstraining.net
sid: -0620-45bd-d8c1-d7494b4848ct
0id: 42a0314d-24bb-4b92-833a-369aead2d409
nonce: 1C082C31-3629-47A9-A877-7EEEBOOFFOEB
Request Id: 3e819eb3-ecfa-4574-90b2-2274f3066600 X
Supported scopes:
Timestamp: 2025-04-18T11:41:54Z
Message: AADSTS900561: The endpoint only accepts POST ["openid", "profile", "email", "offline_access"]
Save
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