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Preface

What is Jamf Setup Manager?

Jamf Setup Manager builds upon the robust feature sets of Baseline and DEP Notify utilities,
providing a pivotal solution for IT departments and provisioning depots. Its primary purpose is to
ensure that new Macs are configured and assigned before they are distributed to the end-users.
Setup Manager runs seamlessly over Setup Assistant, preceding user creation, thereby avoiding
any interference with MDM-capable users or the secure token flow for FileVault. This process is as
elegant as it is secure. Through the use of a configuration profile, you can control which policies
and installations Setup Manager executes, giving you complete oversight and flexibility.

*The Jamf Setup Manager Package also comes pre-loaded with Installomator and SwiftDialog.

FileVault and Software Versioning Setup
In this guide, we will configure FileVault for automatic enablement through Automated Device
Enrollment (ADE) and setup the minimum required macOS version payload.

Requirements

The minimum requirements for your Apple devices:
e A Jamf Pro Server running version 11.9 or later
¢ A Jamf Pro account with Administrator Privileges
® A Mac computer running macOS 14.5 or later

Jamf Setup Manager Github:
https://github.com/Jamf-Concepts/Setup-Manager

Jamf Concepts to download setup manager:
https://concepts.jamf.com

HCS Show Me Your ID 3.0:
https://hcsonline.com/support/apps/show-me-your-id


https://github.com/Jamf-Concepts/Setup-Manager
https://concepts.jamf.com/
https://hcsonline.com/support/apps/show-me-your-id

Jamf Setup Manager: Workflow and Execution
How does Jamf Setup Manager Work?

1

. Configuration Profile Setup: Jamf Setup Manager is configured using a configuration profile. This

profile defines how the setup assistant will install apps, deploy packages, and apply branding.
We will use a PreStage enrollment to install the Jamf Setup Manager package during Automated
Device Enrollment.

. Enrollment Actions: Within the configuration profile, the Enrollment Actions section lists the

specific tasks to be performed during the setup process. These actions can include installing
packages by triggering Jamf policies.
NOTE: This guide will focus on installing packages from Jamf Pro using a custom policy trigger.

. Package Installation using Policies:

¢ Packages are deployed using custom policy trigger set in the configuration profile.
e Packages are installed using Installomater which is built into Jamf Setup Manager

. Branding Application:

e Custom branding is applied by specifying an Icon Source, Title, and Message in the
configuration profile.

® These branding elements are displayed during the setup process, providing a personalized
experience for the user.

. Setting custom attributes when Jamf Setup Manager is running:

e Setting a computer name
e Setting an Asset tag

. Final Action: Once all the specified tasks (app installs, package deployments, branding) are

complete, Setup Manager concludes with a Final Action, such as restarting the system or
completing the setup assistant.

. Clean Up: Setup Manager creates a flag file at /private/var/db/.JamfSetupEnrollmentDone when

it finishes. If this file exists when Setup Manager launches, the app will terminate immediately
and without taking any action.

This guide covers:
Configuration of Jamf Setup Manager

A. Creating a Category

B. Creating a Smart Computer Group

C. Creating a Configuration Profile for Jamf Setup Manager
D. Creating a package with Jamf Composer

E. Uploading packages to Jamf Pro

F. Creating a policy to install packages

G. Creating a PreStage Enrollment using Jamf Setup Manager



Section 1: Jamf Pro Preparation for Setup Manager

What you will need:
This section outlines the hardware, software, and necessary prerequisites to follow along with the
Jamf Setup Manager guide.

Hardware and Software:
To complete the tasks outlined in this guide, ensure that you have the following hardware and
software. Download the items from the links provided below:

e Jamf Setup Manager:
https://github.com/Jamf-Concepts/Setup-Manager/releases
® HCS Show Me Your ID 3.0:
https://hcsonline.com/support/apps/show-me-your-id
* HCS Logo:
https://hcsonline.com/images/HCS_Logo.svg
e Jamf Composer:
https://account.jamf.com/login
e Jamf Pro Server (Version 11.9):
Ensure you are working with Jamf Pro server 11.9 or later to utilize the features and
functionalities outlined in this guide.
® A Non-Production Mac with macOS 14.5:
The Mac should be enrolled in Apple Business Manager (ABM) or Apple School Manager
(ASM) and assigned to your Jamf Pro server.
¢ Required Downloads:
This guide assumes that all downloaded files and software are stored in your Downloads
folder for ease of access throughout the guide.

Jamf Setup Manager Github:
https://github.com/Jamf-Concepts/Setup-Manager

Jamf Concepts to download setup manager:
https://concepts.jamf.com

HCS Show Me Your ID 3.0:
https://hcsonline.com/support/apps/show-me-your-id

1. Log into your Jamf Pro Server with administrative credentials.

¥4 pPro

Username

{ J

Required

Password

[ =]

Required
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2. Click Settings.
3. Click Global.
4. Click Categories.

Pro

82 Dashboard
8 Computers

&

Devices

=

&3 Users

Al System

Settings

Global

Jamf apps  Self Service

3

Server Network Computer management

D Display icons

Device management  User management  Information

20 settings

Categories

Organize components in Jamf Pro and
Self Service

MDM profile settings

Manage MDM profile renewal preferences
for computers and devices

User-initiated enroliment

Customize the User Enroliment (BYOD)
and Device Enrollment experience

Push certificates

Manage communication with the Apple
Push Notification service (APNs)

PKl certificates

Manage certificate authorities,
certificates, and web tokens

Automated Device Enroliment

Configure Apple server token file and
keys for zero-touch deployment

GSX connection
Look up and populate purchasing

information for computers and Apple
devices

Volume purchasing

Sync with Apple School Manager or Apple
Business Manager Apps and Books

Apple education support

Enable Shared iPad and Classroom,
integrate with Apple School Manager

Re-enroliment Eventlogs ‘Webhooks
" . L taas =" " - -
5. Click New.
%4 Pro ) 2
n Settings :  Global
89 Dashboard .
« Categories
0 Computers
(b Devices
& Users NAME A il PRIORITY "
8 Setti No Categories
ettings
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6. Enter Jamf Setup Manager for the Display Name.
7. Click Save.

_" Pro 1?

Do

Settings : Global > Categories

89 Dashboard
< New Category
L Computers >
(b Devices > Display Name
Display name for the category
& Users > [Jamf Setup Manager ] 6
& Settings Priority In Self Service

Priority to use for displaying the category within the list of categories in Self Service (e.g. A category with a priority of "1" is displayed before other categories)

Cancel

8. Click Computers.
9. Click PreStage Enrollments.
10.Click New.

g4 Pro o

Do

Computers

PreStage Enroliments

o
U5 o Computers

Configuration Profiles

Software Updates
90 NAME il LAST SYNC i
Restricted Software
Macs 09/16/2024 at 4:11 AM
& Mac Apps
Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Classes

Enroliment

Enroliment Invitations
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11.Enter Jamf Setup Manager for the Display Name.
12.Click Save. We will finish the configuration of the PreStage in Section 7 of this guide.

l [SACoRERISrS < New Computer PreStage Enroliment

a
b inventory Options  Scope
o0 Search Inventory
= General
@ Search Volume Contant o General
Display Name

Licensed Software

Display name for the PreStage enroliment
1 Account Settings

[Jamv Setup Manager] i 1 1
Content Management ‘—ﬁ_

Policies Configuration Automated Device Enrollment Instance
&, profiles Automated Device Enrollment instance to associate with the PreStage enrollment. Devices associated with the selected Automated
Device Enrollment instance can be assigned the PreStags enroliment

Configuration Profiles 0 Profiles.

Software Updates. " Userand Location

Restricted Software
@  Purchasing

Mac Apps = §
e Enroliment Site
Site that computers will be added to during enroliment
Patch Management Attachments § °
0 Atiachments
eBooks
Certificates (7] Use existing site membership, if applicable
Groups
(") Use existing location information, if applicable
Smart Computer Enroliment
Groups & Packages Support Phone Number
0Packages ‘Support phone number for the organization
Static Computer Groups. ]
Classes
Support Email Address
Enroliment Support email address for the organization
Enroliment Invitations ]

Department

Prestage Enroliments
Department to associate with the PreStage enrollment

Cancel

13.Click Computers.
14.Click Smart Computer Groups.
15.Click New.

_" Pro Cp

8

Do

Computers

S Computers Smart Computer Groups

Inventory
o, Searchinventory NAME A COUNT "
&

Search Volume Content All Managed Clients 1

Licensed Software
All Managed Servers [

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Smart Computer
Groups

14

Classes
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16.For the Display Name, enter Macs Enrolled with Jamf Setup Manager PreStage.

17.Click Criteria.

%4 Pro
20
0 O Computers
=}
() Inventory
'S Search Inventory
&
Search Volume Content
@

Licensed Software

Content Management
Policies
Configuration Profiles

Software Updates

Computers :  Smart Computer Groups

< New Smart Computer Group

conputer vy [ Jrmmeem ] 7

Display Name
Display name for the smart computer group

[ Macs Enrolled with Jamf Setup Manager PreStage 0—]—

(") send email notification on membership change
When group membership changes, send an email notification to Jamf Pro users with email notifications enabled. An SMTP server must be set up in Jamf Pro for this to
work

18.Click Add.

%4 Pro

0e g Computers

a
o Inventory
0o Search Inventory
&2
Search Volume Content
@

Licensed Software

Content Management

Policies

Computers :  Smart Computer Groups

< New Smart Computer Group

Computer Group  Criteria

AND/OR CRITERIA OPERATOR VALUE

No Criteria Specified

19.Click Show Advanced Criteria.

20.Scroll to Enrollment Method: PreStage Enrollment.

21.Click Choose.

%4 Pro
g0
0e g Computers
a
o Inventory
0o Search Inventory
&
Search Volume Content
@

Licensed Software

Computers :  Smart Computer Groups

< New Smart Computer Group

Disk Encryption Configuration
Drive Capacity MB

Email Address

Enrolled via Automated Device Enrollment Choose

I Enroliment Method: PreStage enrolliment Choose I

Content
Policies

Configuration Profiles

External Boot Level Choose

FileVault 2 Eligibility

FileVault 2 Individual Key Validation

— 16
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22.Click Browse (-+).

%4 Pro o

0o

Computers :  Smart Computer Groups

< New Smart Computer Group

# g Computers

a
] Inventory Computer Group ~ Criteria
% Search Inventory
&
AND/OR CRITERIA OPERATOR VALUE
Search Volume Content
& Enroliment
Licensed Software Method: [ ] [
is v
PreStage
enroliment

Content Management

Policies

Cs Profiles

23.Choose Jamf Setup Manager.

Computers :  Smart Computer Groups

< New Smart Computer Group

Computer Group Criteria

CHOICE

Baseline Mac Deployment
Basic Mac Enroliment
Jamf Setup Manager I

24 .Click Save.

Computers :  Smart Computer Groups

< Macs Enrolled with Jamf Setup Manager PreStage

Computer Group  Criteria  Reports
AND/OR CRITERIA ‘OPERATOR VALUE
Enroliment
Method:
R % Delete
D el [.s ] [Jamf Setup Manager ] [©) C] elete
enroliment

(o |
G )
-
Cancel

25.Select the checkbox for Show in Jamf Pro Dashboard.

Computers :  Smart Computer Groups

< Macs Enrolled with Jamf Setup Manager PreStage

Computer Group Criteria Reports Show in Jamf Pro Dashboard

AND/OR RITERIA OPERATOR VALUI
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Section 2: Create a Jamf Setup Manager Configuration Profile

Overview

In this section, we will configure and deploy the Jamf Setup Manager configuration profiles using
Jamf Pro. Jamf Pro makes this process straightforward with a built-in template that simplifies the
creation and deployment of configuration profiles to macOS devices. At the end of the section we
will create a configuration profile that will be used in to enable FileVault at enrollment.

1. Click Computers.
2. Configuration Profiles.

3. Click New.

_" Pro @

Do

Computers

Configuration Profiles

- pre—
® oo [v] QFilter Profiles 0-00f0 3 @ Upload =] 8
b inventory e S

0o  Search Inventory

0
% o Computers

NAME il LOGS il COMPLETED i PENDING i FAILED il SCOPE i
Search Volume Content

Licensed Software No data available in table

Content Management
Policies
2 i@ CONfiguration Profiles

Software Updates

£

4. Enter Jamf Setup Manager for the name. The Jamf Setup Manager Profile defines how the
setup assistant installs apps, deploys packages, applies custom branding and allows the manual
creation of computer name and asset tags during Automated Device Enrollment (ADE).

5. Set the Category to Jamf Setup Manager.
6. Click on Application & Custom Settings.

"4 Pro o

Do

Computers :  Configuration Profiles

eg
* = Computers < New macOS Configuration Profile

a
Cb  inventory Options Scope
o0,  Search Inventory Q
&
General
Search Volume Content
@ @ General Name

Licensed Software Display name of the profile

<
® Accessibility [Jamf Setup Manager y 4
Content Management Not configured
Policies Description
ACME Certificate Brief explanation of the content or purpose of the profile
%
Configuration Profiles Not configured
Soft Updats .
SHETHOL I a AD Certificate
Not configured
Restricted Software
Category
Mac Apps o AirPlay Category to add the profile to

Not configured

App-To-Per-App VPN

Mapping
Not configured Level at which to apply the profile

Groups Computer Level v ]

Application & Custom
Smart Computer ®

Settings ~ Distribution Method
Groups Not configured

eBooks a Level

Method to use for distributing the profile

Static Computer Groups
& B Jamf Applications Install Automatically v

Classes External Applications

Enroliment Upload

Lo
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7. Click Jamf Applications.
8. Click Add.

Pro C?

Computers :  Configuration Profiles

< New macOS Configuration Profile

Do

80
Ue o Computers

a
Cb  inventory Options Scope
0o Search Inventory Q
< Jamf Applications
Search Volume Content
@ @ General Use this section to define settings for Jamf applications.

Licensed Software

® Accessibility

Content Management Not configured
Policies
ACME Certificate
- . % Not configured
Configuration Profiles 9
Software Updates

a AD Certificate
Not configured
Restricted Software

Mac Apps o AirPlay

Not configured
Patch Management

App-To-Per-App VPN
eBooks. & Mapping

Not configured
Groups

Application & Custom
Smart Computer O settings ~
Groups Not configured

Static Computer Groups e 7

Classes External Applications

Upload

Enroliment

9. Click on the Jamf Application domain menu.

10.Select com.jamf.setupmanager.

Computers :  Configuration Profiles

< New macOS Configuration Profile

0e o Computers

a

@ ||t Options  Scope

0o Search Inventory Q

< Jamf Applications I
Search Volume Content 1 payload configured emove al

@ @ General

Licensed Software
Jamf Applications

X ~
® Accessibility Use this section to define settings for Jamf applications.
Content Management Not configured
Policies icati i
- Jamf Application domain
@ ACME Certificate o e
omain to configure
Configuration Profiles Not configured
[Choose preference domain ~ ]
Software Updates q AD Certificate com.jamf.connect.login
Not configured
Restricted Software com.jamf.connect.sync
Mac Apps o AirPlay com.jamf.connect.verify

Not configured

com.jamf.protect

Patch Management
App-To-Per-App VPN

eBooks & Mapping

Not configured
Groups

Application & Custom
Smart Computer S sattings ~
Groups 1 payload configured
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11.Select the following:
A. Version:1.0
B. Variant: Setup Manager.json

Computers : Configuration Profiles

* = Computers < New macOS Configuration Profile

a
b mventory Options. Scope
g3 Searchinventory Q

Jamf Applications
Search Volume Content

& ®, General 1 payload configured
Licensed Software

- com.jamf.setupmanager X ~
@ Accessibility Use this section to define settings for Jamf applications.
Content Management Not configured
Policies ACME Certificate Jamf Application domain
Domain to confi
Configuration Profiles & configured e
Software Updates a AD Certificate .
Not configured Version

Restricted Software Version of the preference domain

~
10 A
Mac Apps o ArPlay [ J

Not configured
Variant

Patch Management
Variant of the selected version

Aop-To-Per-App VPN
eBooks =) Mapping [Se(up Manager.json ] B

Not configured

. . .
roups ) Preference Domain Properties Form editor
Aoplication & Custom Properties to configure for the preference domain P
Smart Computer O Settings ~
s ;
roups. 1 payload configured Setup Manager (com.jamf.setupmanager)

Settings for Setup Manager, for details see: m/Jamf-C .md

12.Let's configure the icon, title and message we would like for the employee to see when they
enroll the Mac for the first time. Scroll down to Preference Domain Properties.
A. Icon Source - This can come from a URL, path to an application where the icon will be pulled
automatically if the application exists on the Mac or through SF Symbols which will not be
discussed in this guide. This guide will use the link below.

https://hcsonline.com/images/HCS_Logo/HCS_Logo_iOS.png

B. Title - Add your organization here. This guide will use HCS Technology Group.
C. Message - A message you want to display to your users. This guide will use Welcome to your
new Mac.

13.In the Enrollment Actions section, click Add Item.

Computers :  Configuration Profiles

80
% 0 Computers A : H
> < New macOS Configuration Profile
a
b inventory Options Scope
g | Searchinventory Q [Selup Manager.json VJ
Search Volume Content
& @ General . X
Licensed Software Preference Domain Properties m@
Properties to configure for the preference domain
Accessibility .
Content Management @ o configured Setup Manager (com.jamf.setupmanager)
Settings for Setup Manager, for details see: Jamf- md
Policies tup Manager repository on Jamf Concepts (GitHub), tup Manager Profile format, Download latest version &
@, ACME Certificate .
Configuration Profiles Not configured @ Add/Remove properties

Software Updates o ADCertfcate Icon Source

The icon shown at the top center of the window. Detailed documentation: Icon Sources @
Not configured Butallud documentation: lcon Sout::
Restricted Software Al
A
y

Mac Apps o AirPlay
Not configured

Title

The main title over the window.

App-To-Per-App VPN
eBooks & Mapping HCS Technology Group B

Not configured

Patch Management

Groups Message
Application & Custom The message shown below the title.

Smart Computer ) Settings A
Groups 1 payload configured Welcome to your new Mac. | C

Static Computer Groups

Lt Al Enroliment Actions

Classes - This array contains a list of actions which describe the individual actions to be performed in order. Detailed documentation: Actions @
External

Add item
Upload
Enroliment

— 13
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14.For item 1, select Jamf Policy Trigger. Enter the following:
A. Action Label - The verbiage you want the employee to see when the policy is running in Jamf
Setup Manager. This guide will use Show Me Your ID 3.0.
B. Action Icon Source - This can be a URL or a path to an application. This guide will use the

URL below.

https://hcsonline.com/images/HCS_Logo/HCS_Logo_iOS.png

C.Policy Trigger - Even though the policy has not been created, we are going to name the
policy trigger: install_showmeyourID.

15.Click Add Item.

g Pro
20
O o Computers
5
o Search Inventory
° Search Volume Content
8
Licensed Software
&
Content Management
Policies

Configuration Profiles
Software Updates
Restricted Software

Mac Apps

Computers :

< New macOS Configuration Profile

Q

3]

Options ~ Scope

Not configured

AD Certificate
Not configured

AirPlay
Not configured

App-To-Per-App VPN

Mapping
Not configured

ion & Custom

Patch

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

Settings
1 payload configured

Jamf Applications
External Applications
Upload

Approved Kernel

Extensions
Not configured

Associated Domains
Not configured

Certificate
Not configured

Configuration Profiles

Message

The message shown below the title.

Welcome to your new Mac.

Enroliment Actions

This array contains a list of actions which describe the individual actions to be performed in order. Detailed documentation: Actions &

item 1

Jamf Policy Trigger v }

"\ Detailed documentation: Jamf Policy Trigger &

Add/Remove properties

Action Label

The label is used as the name of the action in display.

Show Me Your ID 3.0
ction Icon Source

The icon source string used for the display of the label. Different types of actions will have different default icons, which is usq
Detailed documentation: Icon Sources &

i L
olicy Trigger

This will run the jamf policy or polices with the given trigger name. This is the equivalent of running jamf policy -event

install_showmeyouriD

s

14
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16.From the Item 2 menu, select Installomator.

17.Configure the following:

A. Enter CodeRunner in the Action Label Field. NOTE: The Action Label is case sensitive and
represents the name of the application being installed by Installomator. You can find a list of
Installomator labels in the Labels.txt link below.

B. The icon can be sourced directly from the CodeRunner page. Use the link below to copy the
icon for CodeRunner.

C. Enter coderunner in the Installomator Label field.

The links provided below explain how Installomator works and the labels Installomator use.

* Installomator: https://github.com/Installomator/Installomator
* Labels.txt: https://github.com/Installomator/Installomator/blob/main/Labels.txt
e CodeRunner: https://coderunnerapp.com/images/icon.png

Tventory " -

Search Inventory a install-hes

Search Volume

Content @, General
Licensed Software item 2
@ Accessibiity

%) 16

Content Management
 Documentation: installomtor Acton &

Policies. Y ACME Certificate

Not configured Add/Remove properties
Configuration
Profiles + Installomator Arguments

[ AD Certificate

Not configured List of additional arguments passed into Installomator. By default, Setup manager wil add “NOTIFY=silent" to the arguments

Software Updates

Restricted Software o ArPlay Add argument
Not configured
Mac Apps
Action Label
Patch Management App-To-Per-App VPN The label is used a5 the name of the action in display.
& Mapping

eBooks Notconfures B 17A

Action Tcon Source

- Application & The icon source string used for the display of the label. Different types of actions will have different defaulticons, which is used w
roups
©  custom Settings S

17B
Smart Computer
Groups Installomator Cabel

A The Installomator label to run.
Static Computer coderunner 1 7 C
@ External g

Applications

18.Scroll up to Setup Manager (com.jamf.setupmanager). Click Add/Remove properties.

19.Unselect the checkbox for Property. This will clear all entries before selecting the entries listed
below. Only Background Image Source, Help Items, and User Data Entry are needed. Select the
following from the menu:
e Enrollment Actions
® Background Image source
e Help ltems
e User Data Entry

20.Click Apply. 18

=]
® |l Options  Scope
Search Inventor, P mmmm—
& Y a
Setup Manager (com.jamf.setupmanagef)
Search Volume Content N Settings for Setup Manager, for detals see: htt hub. md
@ o TERnRET Setun Manager repository on Jamf Concepts (Gtrub), Setup Marfuoer Configuration Profie formt, Downioad ltest version
Licensed Software Settings ~
1 payload configured © Add/Remove properties
Unselect the — . [P
“ontent Management lamf Applications Properties
checkbox led documentation:lcon Soutces &
Policies External Applications
to clear all rorerTy
selected Configuration Profiles Upload | =
properties S——— () Background Image Source Scroll through
Approved Kernel the menu
B Extensions () Help ttems.
Restricted Software Extensions | to select
: () Jamf Computer ID (Jamf Pro)
Mac Apps ) Background
Associated Domains
Patch Management @ ot configured User Data Entry Image Source
D () Hige Action Names (Labels) and Help Items
=) Certificate .
Notconfured () Totet Downioad Bytes
Groups
Custom Propert 10 individualactions to be performed in order. Detaled documsntation; Actons
smart computer o Gerficate Tansparency perty
Groups. . . Add
Static Computer Groups o Content Caching
Nt configured
Content Filter
v i
S Not configured emove proper
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21.Scroll down to User Data Entry. Click Add/Remove Properties.

Inventory Options ~ Scope

Search Inventory a

Search Volume
Content @ General

Licensed Software
Accessibilty
® Not configured

Content Management

Policies g ACME Certificate
Not configured

Configuration

Profiles

@ A Certificate

Notconfigurea
Software Updates !

Restricted Software o AirPlay

Not configured
Mac Apps
App-To-Per-App VPN

8 Mapping
Not contigured

Patch Management
Books.
Application &

© custom settings
Tpayload conigured

Groups.

‘Smart Computer
Groups
Jamf Applications.

Static Computer

Groups. Extemnal

Applications
Classes

Upload
Enrollment

Approved Kernel
Enroliment B Extensions
Invitations Not configured

fated Domains

« User Data Entry

Display prompts o entet information when Jamf Setup Manager runs. Detaied documentation: User Entry, &

@ Add/Remove properties

« User ID

Prompt for User ID to be entered.

\dd/Remove properties.

Default Value

Placeholder

Display a greed out value for ield in the Prompt.

frstast@example.com

Validation Rule

Reguiar Expression to vaiidate user input from the Prompt.
\Se\\S\@examplel.com

Validation Failure Message

Message to display if ser input dos not match the Valdation Rule, ¢.g. Username must be i the format of frstast@example.com

Prompt for Room to be entered.

© Add/Remove properties

Default Value

22.Unselect the checkbox for Property. This will clear all entries before selecting the entries listed
below. Since this guide will focus on Computer Name and Asset Tag, select the checkboxes for

Computer Name and Asset Tag.

23.Click Apply.

e Options  Scope

Search Inventory a

Search Volume
t

Conten & General
Licensed Software
Accessibility
P ot coniiguea
Content Management
Policies o ACME Certificate
Nt configured
Configuration
Profiles
AD Certificate
B ot coniguea
Software Updates
Restricted Software
o ArPlay
Not configured
Mac Apps
Patch Management App-To-Per-App VPN
& Mapping
eBooks Not configured
oo Application &

2]

Custom Settings
Smart Computer 1payload configured
Groups

Jamf Applications.

Static Computer

Groups Extemnal

Applications
Classes

Upload
Enroiment

Approved Kernel
Enroliment 8 Extensions
Invitations Not configured

@ Associated Domains

Add/Remove properties.
Add/Remove Properties
PROPERTY

O room
O suiding

Computer Name 22

Asset Tag

(O showfor user Ds

() oepartment

1o Prompt.
Custom Property

the Vaiidation Rule, e.9. Username must be in the format of|
Cancel

+ Room

Prompt for Room to bo entared.

23

Default Value

Spociy a Dofault Value for faid in the Promp,
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24.Under Computer Name, click Add/Remove properties.

25.Unselect the checkbox for Property. This will clear all entries before selecting the entries listed
below. Select the checkbox for Placeholder.

26.Click Apply.

Options  Scope

Q
\ User Data Entry
Display prompts to enter information whan Jam Setup Manager runs. Datailed documentation; User Entry, Of
@ General
@ Add/Remove properties
@ Accessibilty ~ Computer Name

Not configured Prompt for Computer Name to be entered.

o roperies 24
Add/Remove Properties
© rrovery

() oefautt value
Placanoir

() validation Rule

@ ACME Certificate
Not configured

AD Certificate
O ot configwed

AirPlay
Not configured

25

App-To-Per-App VPN

6 Mapping
Not configured (D) vaidation Failure Message
Application & Custom Property

© CustomSettings
1 payioad configured Add

Jamf Applications

xena el -— 26

Applications

Placeholder
Upload Display a greyed out value for field in the Prompt.

B Extensions
Not configured Validation Rule

27.In the Placeholder field, enter something you would like to instruct the user to enter. For
example “"What is the Macs Serial Number?”

Computers :  Configuration Profiles

en
% o Computers < Jamf Setup Manager

o Inventory Options Scope

Search Inventory .

& Q search Add item
rch Volume Content

& = olume Conter App-To-Per-App VPN

Licensed Software 8 Mapping User Data Entry

Not configured V Display prompts to enter information when Jamf Setup Manager runs.

Detailed documentation: User Entry, &
G Application & © Add/Remove properties
©  custom Settings o

Policies 1 payload configured

« Computer Name

Configuration Profiles Prompt for Computer Name to be entered.
Jamf Applications

© Add/Remove properties

Software Updates External

Applications
Restricted Software PP Placeholder

Upload Display a greyed out value for field in the Prompt.
Mac Apps

[What is the Macs Serial Number? J
Patch Management Approved Kernel
& Extensions

Not i d

eBooks ot configure  Asset Tag
®

Groups Associated Domains Cancel

Not confiaured
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28.Under Asset Tag, click Add/Remove properties.

29.Unselect the checkbox for Property. This will clear all entries before selecting the entries listed
below. Select the checkbox for Placeholder.

30.Click Apply.

"4 Pro P
o0 Computers :  Configuration Profiles
0e o Computers
< Jamf Setup Manager
a
® | Options ~ Scope
0o  Search Inventory Q Placeholder
&8 Display a greyed out value for field in the Prompt.
Search Volume Content
Licensed Software © settings -
1 payload configured
.  Asset Tag
Content Management Jamf Applications Prompt for Asset Tag to be entered
Policies External Applications properties 28
CeilJUEielisits Upload Add/Remove Properties
Software Updates
& Approved Kernel ° PROPERTY
=]
Restricted Software E’:i’;i'&’lﬁm
() Defaut Value
Mac Apps 29
@ Associated Domains Placeholder
Patch Management Not configured
() validation Rule
eBooks ’
o Certificate
Not configured O Validation Failure Message
Groups e
Certificate Transparency
Smart Computer @ Not configured Custom Property
Groups
” Pi name Add
Static Computer Groups o Content Caching Validation Rule, e.g. Asset Tag needs to be of format '‘ABC12345"
Not configured
coee [ —— 30
Content Filter
v
G T Not configured
Enrollment Invitations ’
= Directory
Not configured ®
PreStage Enroliments Cancel Sy
ancel ave

31.In the Asset Tag Placeholder field, enter an asset tag number for your Mac. This guide will use
AXXXXX.

Computers :  Configuration Profiles

< Jamf Setup Manager

i)
0e 4 Computers

a
() Inventory Options Scope
° Search Inventory
S Qs User Data Entry

Search Volume Content Display prompts to enter information when Jamf Setup Manager runs.
& App-To-Per-App VPN Detailed documentation: User Entry, &

Licensed Software 8 Mapping

SIS SRITETS Not configured Add/Remove properties
Content Management Application & v Computer Name
o 2 Prompt for Computer Name to be entered.
©  Custom Settings

Policies 1 payload configured
Add/Remove properties

Configuration Profiles
9 Jamf Applications

Placeholder
Software Updates External Display a greyed out value for field in the Prompt.
Restricted Software aceliceions [Wha( is the Macs Serial Number? ]
Upload
Mac Apps
Patch Management Approved Kernel \Asset Tag
Evtonei Prompt for Asset Tag to be entered.
= xtensions
eBooks Not configured Add/Remove properties
Groups @ Associated Domains Placeholder
Not configured Display a greyed out value for field in the Prompt.
Smart Computer [AXXXXX I
SOUbS =) Certificate I |
Not configured
tatin O o
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32.Scroll up to Background Image Source. Enter the folowing:
https://hcsonline.com/images/HCS_Logo/Yoda.png

Options ~ Scope
i
@ General
Placeholder
Display 2 greyed out value for field n the Prompt.

Not configured
@ ACME Certficate

Not configured Background Image Source

When this key is set, Setup Manager trats it as an image/icon source and displays the image In a screen covering background.

[ ADCertificate Logo Enter a URL

Not configured or path from

 Help Items a local Mac

o AirPlay Actions to be run by Jamf Setup Manager Detailed documentation: Help &

Not configured

Add/Remove properties.

App-To-Per-App VPN
& Mapping Message

Not configured Message to be displayed when accessing Help Item.

Application &
©  custom Settings <

1 payload configured Name

Name of the Help item.
External
Applications URL/QR Code
The contents of the ur key will be translated into a QR code and displayed next o the help message. This allows for end users to follow a ink
Upload
hutps:/ncsonline.com/support/whito-pag

Approved Kernel

8 Extensions

33.Scroll to Help Items. Help Items will help your employees link directly to your support site or to
your ticketing system using a QR code.

34.Configure the following:
A. Message - Visit HCS for more great guides like this
B. Name - HCS Technology Group
C. URL/QR code - https://hcsonline.com/support/white-papers

a

o Inventory Options Scope

= Search Inventory Q seacn Action Icon Source
>

The icon source string used for the display of the label. Different types of actions wi

o
ST T GEnE Detailed documentation: Icon Sources o

General https://coderunnerapp.com/imagesficon.
Licensed Software

Installomator Label

The installomator label to run.

&
]

@ Accessibiity
Policies

@, ACME Certificate
Configuration Profiles Not configured
Software Updates. AD Certificate Add item

u Not configured
Restricted Software

 Help ltems
Ny o Ay Actions to be run by Jamf Setup Manager Detailed documentation: Help &
Not fi d "
ot configure Add/Remove properties

Patch Management
. App-To-Per-App VPN Message

& Mapping Message to be displayed when accessing Help Item.

Not configured

& Visit HCS for more great guides like thig A

Application & Custom

Smart Computer

s ©  settings () Name
2 1 payload configured Name of the Help Item.
Static Computer Groups. B
P P A HCS Technology Group
Classes -
External Applications
URL/QR Code
Upload The contents of the url key will be translated into a QR code and displayed next to the hell
Enroliment their devices while the Mac is performing installations.
Enroliment Invitations Approved Kernel pap C
a y
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35.Click Scope.
36.Click Add.

[ Options 3 5

Search Inventory

Search Volume Content Targets
Licensed Software
Target Computers

Computers to assign the profile to

Limitations

Target Users

Users to distribute the profle to

) (spesovses 9

Exclusions.

Software Updates Selected Deployment Targets

Restricted Software
TARGET

Mac Apps

Patch Management No Targets

eBooks.

Groups.

Tvpe

37.Click Computer Groups.

38.Click Add for Macs Enrolled with Jamf Setup Manager PreStage.

39.Click Done.

4 Pro

o Computers :
0c g Computers

Cb  Inventory Options
o,  Search Inventory
&

Search Volume Content

Licensed Software

Configuration Profiles

< Jamf Setup Manager

Scope

Targets Limitations

Exclusions

Content Management
Policies

Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Add Deployment Targets

Users User Groups Buildings

1-30f3

GROUP NAME
All Managed Clients

All Managed Servers

Do

Departments

Groups.

I Macs Enrolled with Jamf Setup Manager PreStage

Smart Computer
Groups

tatic Computer Group:
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40.Click Save.

A Pro

20
0e g Computers
=}
Cb  inventory
%0 Search Inventory
=)
Search Volume Content
@

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

‘Smart Computer
Groups

Static Computer Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

Computers : Configuration Profiles

< Jamf Setup Manager

Options ~ Scope

Targets Limitations
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
[Specific Computers v ] [Specific Users v ]

Exclusions

®
Do

Selected Deployment Targets

TARGET

Macs Enrolled with Jamf Setup Manager PreStage

TYPE

Smart Computer Group

Cancel

Save
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Section 3: Create a Configuration profile for FileVault Enablement

1. Click Configuration Profiles.
2. Click New.

ece M EIEW < %> 6 @
_"Pru @

& davi jamfcloud.com/OSXC¢ iles.html ¢ d + O

Do

Computers

< Configuration Profiles

20
0e o Computers

;) Inventory

o, Search Inventory
&

NAME I LOGS i COMPLETED I PENDING 1 FAILED I SCOPE "
Search Volume Content
Licensed Software v Jamf Setup Manager
Content Management

Jamf Setup Manager View 0 o o Macs Enrolled with Jamf Setup
Policies Manager PreStage

1 — Configuration Profiles

Software Updates

3. In the name field, enter FileVault Enablement for ADE.

4. Select the category, Jamf Setup Manager.

Computers :  Configuration Profiles

< New macOS Configuration Profile

Options  Scope

Q search
General
@ General | Name
Display name of the profile
® Accessibility [ FileVault Enablement for ADE - 3

Not configured
Description
ACME Certificate Brief explanation of the content or purpose of the profile
%
Not configured {

[ AD Certificate
Not configured

site
AirPlay Site to add the profile to
Not configured

App-To-Per-App VPN
& Mapping
Not configured

Category
Category to add the profile to

Jamf Setup Manager ¥ 4

Application &
©  custom Settings v Level
Not configured Level at which to apply the profile

Computer Level  ~
Approved Kernel

B Extensions
Not configured Distribution Method

Method to use for distributing the profile

@ Associated Domains Install Automatically v

Not configured
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5. Scroll down to the Security and Privacy Payload.
6. Click FileVault.

Pro @ &
" Computers :  Configuration Profiles
Ue o Computers - .
< New macOS Configuration Profile
a
® | Options ~ Scope
& Search Inventory Q search.
rroxies Security and Privacy: FileVault N
Search Volume Content g ’ Frelude s
& Not configured Only the included settings will be enforced on the devices in scope.
Licensed Software
© Restrictions Setting Include
Not configured
Content Management Enable FileVault @)
SCEP FileVault provides full disk encryption to the macOS boot volume. User Approved MDM required for macOS
Policies
B o Configured 10.15 or later
CigrERmGRELD Event to prompt FileVault enablement
@ Security and Privacy >
Software Updates Not configured
R a At At Login
estricted Software General
Allow users to bypass FileVault prompts at login
Maciipps FileVault Maximum number of times users can bypass enabling FileVault before being required to enable it to log
in
Patch Management Firewall
Require on the next lo... v
eBooks
¢ Single Sign-On Extensions
Not configured Force Enable In Setup Assistant
Groups Automatically enable FileVault during user account creation in the Setup Assistant. @
SEREET Smart Card @ This setting requires that the configuration profile is installed as part of a PreStage Enroliment
@D Not configured
Recovery keys
Static Computer Groups ~ Software Update
™ Not configured Personal Recovery Key
Classes
& System Extensions Display personal recovery key to user
Enroliment Not configured
Hide | Display
Enrollment Invitations .
@ System Migration
Not configured
Prestage Enroliments Cancel S
ancel ave
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7. Enable the following:
A. Enable FileVault
B. Force Enable in Setup Assistant
C. Escrow Personal Recovery Key
D. Enter the following message: The key will be provided upon request by the IT Dept.

Bs

Configuration Profile

Security and Privacy: FileVault

Settings configured: 4

Setting Include

Enable FileVault @——A

FileVault provides full disk encryption to the macOS boot volume. User Approved MDM required for
macOS 10.15 or later

Event to prompt FileVault enablement
Specify when macOS prompts the user to enable FileVault. Only users with a SecureToken can enable FileVault on
computers with the APFS boot volumes.

At Logout [ARNeTe[l}

Allow users to bypass FileVault prompts at login
Maximum number of times users can bypass enabling FileVault before being required to enable it to
log in

Require on the next lo... v

Force Enable In Setup Assistant
Automatically enable FileVault during user account creation in the Setup Assistant. o.—— B

@ This setting requires that the configuration profile is installed as part of a PreStage Enroliment.

Recovery keys

Enable access to the encrypted drive using a recovery key

[Personal Recovery Key v ]

Display personal recovery key to user

If hidden, prevents the personal recovery key from being displayed to the end user after FileVault is enabled

User adjustment of FileVault options D
Prevent end user from enabling or disabling FileVault

Prevent FileVault from being disabled v

® Required settings applied due to Enable FileVault dependency

Require user to unlock FileVault after hibernation @
When enabled, the user will be required to unlock FileVault when the computer awakes from hibernation

Secure Token User Prompt @
Determines if the secure token authorization dialog on APFS volumes is bypassed when a mobile account
is created. (macOS 10.13.5 or later)

When hidden, this may prevent mobile accounts from being able to unlock a FileVault volume

Escrow Personal Recovery Key co—_ C
When sent to device, the personal recovery key will be encrypted with the provided certificate and later
reported to Jamf Pro. Personal recovery keys that are escrowed can be viewed in the computer’s
inventory information.

Encryption Method
Method to use for encrypting the personal recovery key. Automatic encryption and decryption is handled by Jamf Pro.

[Au(omalically encrypt and decrypt recover... J

Jamf Pro automatically generates a required certificate for this encryption method. To see the
certificate details, save the profile and navigate to the Certificate payload.

Escrow Location Description
A short location reference to let the end user know where the key will be stored. For example, your organization's
name

[The key will be provided upon request by the IT Dept. 'ﬁ - D

Required

“Record Number” Message
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8. Click Scope.
9. Click Add.

_" Pro

o
0c o Computers

Cb  mnventory

oo Search Inventory
&

Computers :  Configuration Profiles

< Jamf Setup Manager

Options 8

Do

T . Targets Limitations Exclusions
@
Licensed Software
Target Computers Target Users
O Computers to assign the profile to Users to distribute the profile to
[specwic Computers v ] [Specific Users v ]
Policies
Configuration Profiles
Software Updates Selected Deployment Targets
Restricted Software
TARGET TYPE
Mac Apps
10.Click Computer Groups.
11.Click Add for Macs Enrolled with Jamf Setup Manager PreStage.
12.Click Done.
4 rro )
o Computers :  Configuration Profiles
0e o Computers
< Jamf Setup Manager
a
@ e Options  Scope
o, Search Inventory
&
T . Targets Limitations Exclusions
@
Licensed Software
Content Management Add Deployment Targets
Policies 1 0

Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups.

Smart Computer
Groups

tatic Computer Group:

Computers. Computer Groups Users User Groups
QFilter Results 1-30f3
GROUP NAME

All Managed Clients

All Managed Servers

Buildings

Departments

I Macs Enrolled with Jamf Setup Manager PreStage
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13.Click Save.

o Pro o
Computers :  Configuration Profiles

< Jamf Setup Manager

Do

=Y Computers

a
Cb  inventory Options Scope
& Search |nVen!0fy
Search Volume Content Targets Limitations Exclusions
&
Licensed Software
Target Computers Target Users
Content Management Computers to assign the profile to Users to distribute the profile to
[Specific Computers - ] [Specific Users - ]
Policies

Configuration Profiles

Software Updates Selected Deployment Targets

Restricted Software

TARGET TYPE
Mac Apps

PR Macs Enrolled with Jamf Setup Manager PreStage Smart Computer Group

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Classes

Enroliment

Enroliment Invitations

PreStage Enroliments . ] | S
ance ave

This completes Section 3. In the next section we will create a package with Jamf Composer, upload
the package to the Jamf Pro server and create a policy to install the Show Me Your ID 3.0 app.
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Section 4: Create and Deploy a Package file with Jamf Pro

In this section, we will create, upload, and deploy a package using Jamf Pro. Jamf Composer
simplifies the process of packaging software for deployment, and Jamf Pro allows us to upload and
manage these packages efficiently. We will configure a policy that uses a trigger to automatically

install the package on the target macOS devices.

Use Jamf Composer to create a package that contains the application needed for our configuration
of Jamf Setup Manager to run during a Mac computer deployment. This guide will NOT cover
downloading Jamf Composer from Jamf. It is assumed that Jamf Composer is already installed on

your Mac.

1. Open Jamf Composer located in /Applications/Jamf Pro/.

W

2. Click Cancel.
© @ Composer 11.9.1 s P
SOURCES
5 @ jamfcon) Choose a method to create your package:
PACKAGES Monitoring Installation o 5
sl Q i

5% Package Manifests

User Environment

New & Modified Monitor File Normal Snapshot
> Pre-Installed Software Snapshot System Changes

o

kol

Take a snapshot that watches for new files, as well as any files that are
modified. A snapshot will be taken before and after the installation process,
and then the two snapshots will be compared.

Cancel

3. Open the Sample Files folder that you downloaded in Section 1 of this guide. Copy the “HCS

Show Me Your ID 3.0.app” into the Applications folder on your Mac.
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4. Drag and drop the HCS Show Me You ID 3.0.app to the Sources section in Jamf Composer. You
will see a green plus sign indicating the file will be copied into Jamf Composer.

® ® ® Composer 11.9.1 Ly £ ® Qs
New Build as DMG  Build as PKG Search
— >
l > ¥ Show Me Your ID 3.0

PACKAGES

5. After the file is copied, confirm Show Me Your ID 3.0 is under Sources.
6. Expand the folder Applications.
7. Select Show Me Your ID 3.0.app to verify the permissions.

8. Set the permissions to:
A. Owner: Root (R-W-X)
B. Group: Wheel (R- -X)
C. Everyone (R- -X)
D. Click "Build as PKG" (This will ask for the admin credentials of the Mac.)

® ® ® Composer 11.9.1 v Py ® Qs
New Build as DMG  Build as PKG Search
SOURCES v [ Applications
> @ Show Me Your ID 3.0 > [#) Show Me Your ID 3.0.app

PACKAGES

(SN oot (0) [©)

R X
4 4
LG wheel (0) v v
4 v

Everyone:

Show Me Your ID 3.0.app Mode: 755
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9. Save the package to your Desktop.

Favorites

33 Dropbox

~
iii
<
8
<

= 7 Package

@ Recents
2 Applicati...
[ Documents
(= Desktop

@ Downloads

iCloud New Folder
iCloud Dri...

Cancel

Save

10.Rename the package to ShowMeYourlD3.pkg. We are renaming the package to remove any

space from the package name.

Favorites Name
Dropb
¥ Abroptex & ShowMeYourlD3.pkg
@® AirDrop
@ Recents

A Applications
[ Documents
= Desktop

@© Downloads

Cloud

& iCloud Drive

ool

~  Date Modified

Today at 6:32PM

1 item, 306.95 GB available

Size

Kind

559 KB Installe...ackage
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Section 5: Upload Packages to Jamf Pro
1. Go back to your Jamf Pro Server.

2. Click Settings.

3. Click Computer management.

4. Click Packages.

4 rro lp

Do

B3 Dashboard Settings

O Computers »

o > — ("] pisplay icons
& Users > ;

Al System Global Jamfapps Self Service Server Network User Information

15 settings

Packages Scripts Printers

Upload packages, configure settings, and
set deployment priority

Directory bindings

Allow Jamf Pro to bind computers to a

Upload and manage scripts to deploy to
computers, set parameters

Disk encryption configurations

Use to manage and enable FileVault on

Configure printers to deploy to computers

Dock items

Manage Dock items on computers

directory service computers

App Installers Patch management Inventory collection
Configure global settings for App
Installers software titles sourced from the
Jamf App Catalog

Add external patch sources and set
number of times to retry deployment

Configure inventory information to collect
for computers

5. Click New.

_" Pro Cp

Do

Settings : Computer management

< Packages

o0
58

Dashboard

& Computers >

- 00f0 @ B @,

(b Devices >

5 There is no data to display
& Users >

& Settings
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6. Drag the Setup.Manager.1.0-368.pkg from your Downloads folder to the “Drop file here” field.

7. Set the Category to Jamf Setup Manager.
8. Click Save.

g Pro

Settings : Computer management > Packages

89 Dashboard
< New package
0O Computers >
(b Devices N General Options  Limitations
& Users >
Display name
Display name for the package
{8 Settings
[Selup.Manager.1.0-365.pkg
Required
Category
Category to add the package to
[Jamf Setup Manager ~v }
Filename

Filename of the package on the distribution point (e.g., "MyPackage.pkg")

™ Drop file here or browse for a file.

[ setup.Manager1.0-368.pkg | @

Info

® =
Cancel Save

9. Click Previous (<).

%4 Pro

Settings : Computer management > Packages

[] setup.Manager.1.0-368.pkg

82 Dashboard

L8 Computers >

(b Devices 2 Availability pending

10.Click New.

4 rro O

Settings :  Computer management
89 Dashboard +

< Packages
8 Computers >

Q. Search filterable columne < > 1-20f2 @,
(b Devices >

D DISPLAY NA...? |‘\ CATEGORY \‘\ FILENAME \‘\ INFO v || Notes 7 |l MANIFESTF..57 \‘l | DOWNLOAD ‘
& Users >

Setup.Ma... Jamf Setup Ma... Setup.Manage...

{8 Settings D P
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11.Repeat steps 6 through 9 for upload ShowMeYourlD3.pkg.

%4 Pro
Settings : Computer management > Packages

< New package

82 Dashboard

L8 Computers >
(@ Devices N General Options  Limitations
& Users >
= Display name
Display name for the package
& Settings
[ShowMeYourlD:%.pkg
Required
Category
Category to add the package to
[Jamf Setup Manager v ]
Filename

Filename of the package on the distribution point (e.g., "MyPackage.pkg")

( Drop file here or browse for a file.

) showMeYourip3.pkg

Info

®
cancel Save
12.Confirm you have uploaded the following packages before continuing:
* Setup.Manager.1.0-368.pkg
* ShowMeYourlD3.pkg
g Pro [SEY
Settings : Computer management
89 Dashboard +
< Packages
L& Computers >
) G . Q Search filterable columns < > 1-20f2 ) @
D DISPLAY NA... 7 w CATEGORY |‘\ FILENAME 7 \‘l INFO v |l nNoTEs ¥ || mANIFESTF..7 | powNLOAD
88 Users >
@ settings D Setup.Manag... Jamf Setup Ma... Setup.Manage...
D ShowMeYourl... Jamf Setup Ma... ShowMeYourlD...
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Section 6: Create a Policy in Jamf Pro
1. Click Computers.

2. Click Policies.

3. Click New.

4 rro

Computers

Policies

0 g Computers

(o QFilter Policies 1-10f1
00 Search Inventory
=
NAME il FREQUENCY Il TRIGGER i SCOPE
Search Volume Content ~ a ! !
&
Licensed Software v No category assigned
Content Management
> @  Update Inventory Once every week Check-in All computers

4. Configure the following:
A. Display Name: HCS Show Me Your ID 3.0
B. Category: Select a category of your choosing. This guide will use Jamf Setup Manager
C. Trigger: Select Custom and enter install_showmeyourlD
D. Execution Frequency: Ongoing

o 8
&
Computers : Policies
< HCS Show Me Your ID 3.0
Options Scope Self Service User Interaction
(o] General General
Packages Display Name
L s Display name for the policy
[HCS Show Me Your ID 3.0 ] A
Software
(@) updates Enabled
Not Configured
Category
Scripts.
- e Category o 34 te iy o B
Jamf Setup Manager  +
Printers
0 Printers N
Trigger
Event(s) to use to iniiste the polic
pisk () to use e policy
@ Encryption () startwp
Not Configured When a compute” starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work
[ Docklitems (] Login
0 Dock Items, When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to
work
Local
2 Accounts () Network State Change
jstining When a computes network state changes (e.g., when the network connection changes, when the computer name
changes, when the IP address changes)
Management
Enroliment Complete
L hccounts = v

Immediately after a computer completes the enrollment process
Not Configured

() Recurring Check-in
i N

Directory v Jamf ro
¥ sindings
0 Bindings Custom
Ata custom event
o  EFlPassword (:
B ot configured Custom Event
Custom event to use to initiate the policy. Fdf an iBeacon region change event, use “beaconStateChange"
Restart [ ]
" install_showmeyouriD|
& options youro
Not Configured

Execution Frequency

57 Maintenance Frequency at which to run the policy

Not Configured

Ongoing v

Files and
&, Processes () Make Available Offline

Not Configured Cache the policy to ensure it runs when Jamf Pro is unavailable

Microsoft Target Drive

®
Cancel  save
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5. Click the Packages payload.

6. Click Configure.

54 pro

80

0 o Computers
a

;) Inventory

Qo Search Inventory
3

Search Volume Content

Computers :  Policies

< New Policy

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software

Mac Apps

Patch Management

& Configure Packages

Use this section to install, cache, and uninstall packages. Also
use this section to install a single cached package.

Options Scope Self Service User Interaction
General
* Packages
0 Packages
Software
(@J Updates
Not Configured
- Scripts
0 Scripts
. Printers
= oprinters
Disk Encryption
© yp

Not Configured

7. Click add for ShowMeYourlD3.pkg.

Pro

[

80
bs O Computers
a
) Inventory
00 Search Inventory
(s}
Search Volume Content
&

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Computers : Policies

< New Policy

Options

&

i

o B ©

Scope Self Service User Interaction
General
Packages
Packages
OlRsckages NAME CATEGORY
Software Setup.Manager.1.0-368.pkg Jamf Setup Manager
Updates

Not Configured I ShowMeYourlD3.pkg

Jamf Setup Manager

Scripts
0 Scripts

Printers
0 Printers

Disk Encryption
Not Configured

Dock Items
0 Dock Items

Local Accounts

0 Account

®

Cancel Save
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8. Confirm the action is set to install.

A Pro

80
b5 o Computers
a
) Inventory
%0 Search Inventory
>
Search Volume Content
&

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Computers : Policies

< New Policy

Options Scope Self Service User Interaction
- Packages
& packade Packages
Software Distribution Point

(@ Updates

Not Configured

. Scripts

0 Scripts

ey
=

0 Printers

Distribution point to download the package(s) from

[Each computer's default distribution point ¥ J

Printers ShowMeYourlD3.pkg

Disk Encryption

i Dock Items

Action

Action to take on computers

Not Configured
Install

0 Dock Items

Local Accounts
0 Accounts

Management

Do

Save

9. Click Scope.
10.Click Add.

¥4 Pro
82
b5 o Computers
a
) Inventory
00 Search Inventory
(s}
Search Volume Content
&

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Computers : Policies

< New Policy
9

Options Self Service

Targets

Target Computers

Computers to deploy the policy to

User Interaction

Limitations

Target Users

Users to deploy the policy to

[Specif\c Computers

v ] [Speciﬁc Users v J

Do

Selected Deployment Targets

TARGET

No Targets

TYPE

Save
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11.Click Computer Groups.

12.Click Add for Macs Enrolled with Jamf Setup Manager PreStage.

13.Click Done.

¥4 Pro ® s
Computers :  Policies
# o Computers
o
< New Policy
a
(3} Inventory Options Scope Self Service User Interaction
& Search Inventory
Add Deployment Targets
Search Volume Content 1 0
@
Licensed Software
Computers Computer Groups Users User Groups
Content Management Buildings Departments
Policies
Configuration Profiles Q Filter Results 1=861®
Software Updates
GROUP NAME
Restricted Software
All Managed Clients
Mac Apps
All Managed Servers
Patch Management
I Macs Enrolled with Jamf Setup Manager PreStage I_
eBooks
Groups
=]
Smart Computer “« 1 v » Show: | 100 ~ Ca?ce‘ S:ve
14.Click Save.
54 pro L
Computers :  Policies
B o Computers
.
< New Policy
=}
] R Options ~ Scope  Self Service  User Interaction
00 Search Inventory Targets Limitations Exclusions
Search Volume Content
@&

B Target Computers
Licensed Software
Computers to deploy the policy to

Target Users

Users to deploy the policy to

Content Management [Specmc Computers

v ] [Speciﬁc Users

Policies

Confi tion Profil
EIMIEREE e Selected Deployment Targets

Software Updates
Restricted Software TARGET
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Macs Enrolled with Jamf Setup Manager PreStage

TYPE

Smart Computer Group

Remove

®

Cancel

Save
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15.Confirm the policy was created.

¥4 Pro

g0
b5 o Computers

a
) Inventory
%0 Search Inventory
(s}
Search Volume Content
&

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

®

Computers

Policies

NAME il FREQUENCY il TRIGGER il SCOPE i

Jamf Setup Manager

@®  HCS Show Me Your ID 3.0 Ongoing install_hcs  Macs Enrolled with Jamf Setup Manager PreStage

v

No category assigned

@  Update Inventory Once every week  Check-in All computers

4 1 - » Show: | 100 ~

This completes section 6. In the next section, we will create the PreStage enrollment, configure
all components, demonstrate how the macOS minimum required version and FileVault forced
Enablement works alongside Jamf Setup Manager, and test the entire setup.
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Section 7: Configure the PreStage Enrollment using Jamf Setup Manager

In this section, we will finalize the setup by editing the PreStage enrollment from Section 1
and configuring all necessary settings. We will demonstrate how the minimum macOS version

requirement is enforced during the enrollment process with Jamf Setup Manager, as well as ensure
FileVault is automatically enabled. We will test the entire workflow to verify everything functions as

expected, including PreStage enrollment, package deployment, macOS version compliance, and

FileVault enablement.

The minimum macOS version feature in Jamf Pro 11.9 requires macOS 14.4 or later. This guide
is using macOS 14.5. If you're not using 14.4 or later, this feature will be skipped during setup

assistant.

1. Click Computers.

2. Click PreStage Enrollments.

3. Click on Jamf Setup Manager.

Computers

PreStage Enroliments

NAME 3
Jamf Setup Manager

Macs

%4 Pro
eo
0e 0 Computers
1
=) Configuration Profiles
o Software Updates
=3
Restricted Software
&
Mac Apps
Patch Management
eBooks
Groups
Smart Computer
Groups
Static Computer Groups
Classes
Enroliment
Enrollment Invitations
2 g

A~ i LASTSYNC i

09/20/2024 at 3:09 PM

09/16/2024 at 4:11 AM

This guide will only focus on configuring the minimum required macOS Version, FileVault
Enablement, Configuration Profiles and Enrollment packages.

4. On the bottom-right, click Edit.

Smart Computer
Groups

Static Computer Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

= Userana
~I= Location oon ADE N

'!, Purchasing

/) Attachments
7 0Attachments

Certificates

Enroliment

[¢] &) @ z

History Clone Delete Edit

Section 7 Page 38



5. In the General payload, scroll down to Minimum required macOS version.

6. From the menu, select "Latest version based on computer eligibility”. This will verify that the
device is on the latest macOS based on Mac eligibility before going through Automated Device

Enrollment. NOTE: The minimum macOS version requirement for this feature is macOS 14.4 or later.

|

Pro

2 Computers

Inventory
Search Inventory
Search Volume Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates

Restricted Software

Computers

D3

PreStage Enroliments

< New Computer PreStage Enroliment

Options Scope

€ General
Account
x Settings
Configuration
W Profiles
0 Profiles

User and
Location

Minimum required macOS version
Enforce a minimum macOS version that the computer must have before i Device
(mac0S 14.4 or later)

No enforcement |

v Latest version based on computer eligibility
Latest major version

Latest minor version
Specific version

none v

Setup Assistant

2in the Setup Assistant

C] Automatically advance through Setup Assistant (macOS 11 or later only)
i kins all Setun Assistant screens that can he skinned during

7. Scroll down to Setup Assistant Options, click All to select everything.

8. Deselect the box for Location Services and FileVault. We'll leave these unselected so FileVault
will automatically enable with a configuration profile during the setup and the user will be
prompted to enable Location Services during setup assistant.

0
o

=1

- |

Pro

2 Computers

Inventory
Search Inventory
Search Volume Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Classes

Enroliment
Enroliment Invitations

PreStage Enroliments

D3

Computers : PreStage Enroliments

< New Computer PreStage Enroliment

Options Scope

@ Ceneral

& Account
Settings

Configuration
Profiles
0 profiles

5

kG

User and
Location

@ Purchasing

/) Attachments
~ 0 Attachments

Certificates

Enroliment
& Packages
0 Packages

Setup Assistant Options

Selected items are not displayed in the Setup Assistant during enroliment

Al 7

Get Started

C] Location Services
Transfer Information

Apple ID
Terms and Conditions

Siri Unselect the
checkboxes

for Location

Services and
FileVault

App Analytics
Touch ID / Face ID
Enable Lockdown Mode
Apple Pay
Registration
Privacy

() Filevault

iCloud Diagnostics

Al Your Files in iCloud

Choose vour | aak
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9. Click on the Configuration Profile payload.
10.Click Configure.

g Pro 3
. Computers :  PreStage Enrollments
05 O Computers
< New Computer PreStage Enroliment
a
() Inventory Options Scope
0o Search Inventory
= =
3¢ . . .
Search Volume Content @ corera % Select Configuration Profiles
@
Licensed Software Use this section to add configuration profiles to the PreStage
Account
3 - enroliment
Settings
Content Management Configure 1 0
Configuration
Policies Profiles
0 Profiles
Configuration Profiles
User and
Software Updates Location
Restricted Software
@ Purchasing
Mac Apps
Patch Management ;) Attachments
0 Attachments
eBooks
Certificates
Groups
Smart Computer = Enroliment
Groups & Packages
0 Packages
Static Computer Groups
11.Select FileVault Enablement for ADE and Jamf Setup Manager profile.
¥4 Pro &
20 Computers : PreStage Enroliments
bs o Computers
< Jamf Setup Manager
a
(] Inventory
@ Information out of date. Awaiting next sync
00 Search Inventory
o>
Search Volume Content
&

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Options Scope

@ General
Account
1 Settings

Configuration
Profiles
0 Profiles

User and
Location

@ Purchasing

Attachments
0 Attachments

CONFIGURATION PROFILE SCOPE

To ensure the selected configuration profiles remain installed on computers
after enrollment, ensure the scope of the configuration profile includes the
computers in the scope of the PreStage enroliment.

<<

NAME SCOPE
Jamf Setup Manager

FileVault Enablement for ADE Macs Enrolled with Jamf Setup Manager PreStage

Jamf Setup Manager Macs Enrolled with Jamf Setup Manager PreStage

®

Cancel Save

Section 7 Page 40



12.Click Enrollment Packages.

13.Click Configure.

54 Pro

a Computers

Inventory
Search Inventory
Search Volume Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Computers : PreStage Enroliments

< Jamf Setup Manager

@ Information out of date. Awaiting next sync

Options Scope

Contiguration

Profiles
0 Profiles

User and
Location

Purchasing

Attachments
0 Attachments

‘& Configure Enroliment Packages

Use this section to add an enroliment package to the
PreStage enrollment. Compatible packages must be built as
flat, distribution style .pkg files and be signed by a certificate
that is trusted by managed computers.

Certificates

Enroliment

12

g
0 Packages

®

Cancel Save

14.Click Add for Setup.Manager.1.0-368.pkg.

0

a Computers

Inventory
Search Inventory
Search Volume Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Computers : PreStage Enroliments

< Jamf Setup Manager

@ Information out of date. Awaiting next sync

Options ~ Scope

Contiguration

Packages
0 Profiles
User ?nd NAME CATEGORY
Location

I Setup.Manager.1.0-368.pkg Jamf Setup Manager
Purchasing

ShowMeYourlD3.pkg Jamf Setup Manager Add

Attachments

0 Attachments

Certificates

Enroliment
Packages
0 Packages

®

Cancel Save
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15.Select the radio button for Cloud Distribution Point (Jamf Cloud.)

g Pro

a Computers

Inventory
Search Inventory
Search Volume Content

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Smart Computer
Groups

Static Computer Groups

Computers :

< Jamf Setup Manager

Options

@ ceneral

3 3

&

P
XS

PreStage Enroliments

Scope

Enrollment Packages

Account
Settings

Configuration
Profiles
2 Profiles

User and

Location

Purchasing

Attachments
0 Attachments

Certificates

Enroliment
Packages
1 Package

Distribution Point
Distribution point to download the package(s) from

O None

r@ Cloud Distribution Point (Jamf Cloud) I

Setup.Manager.1.0-368.pkg

®

Cancel Save

16.Click Scope.

17.Select a Mac to use for testing with Jamf Setup Manager.
18.Click Save.

g pro

8o

%5 g Computers

a

(%] Inventory

0o Search Inventory
Search Volume Content

&

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Management

eBooks

Groups

Computers :

< Jamf Setup Manager

Options 1 6

Qi

PreStage Enroliments

1-10f1

Select All Deselect All

DEVICE

John's MacBook Pro

il SERIAL NUMBER

C02X8607JGH6

» Show: | 100 ~

MODEL

MacBook Pro 15"

DESCRIPTION

MBP 15.4 SPACE GRAY

ASSET TAG il

DEVICE ASSIGNMENT STA

Unassigned - Pending

®

Cancel
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Section 8: Enrolling and testing Jamf Setup Manager
Now we are ready to enroll a device and see Jamf Setup Manager in action.

1. Power on your Mac computer and follow the on screen instructions. When you get to the
Remote Management screen, Click Enroll and continue to follow the on screen instructions. Jamf
Setup Manager will start once the the device goes past the remote management screen.

Remote Management
This Mac is owned by:
HCS Technology Group
Remote management is required and will allow this organization to
set up email and network accounts, install and configure apps, and

manage the settings of this Mac.

Learn more about remote management

Back I Enroll

2. Since we configured the Minimum required macOS Version we will see the following screen.
Click Continue.

Software Update

t0 *15.0" The currently
61(23683).

staling n 56 seconds.
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3. The macOS update will begin.

Software Update

Installing System Update...

4. The Mac will restart once this process is finished and the remote management screen will once
again appear and ask to enroll the device.

5. Click Enroll

Remote Management
This Mac is owned by:
HCS Technology Group
Remote management is required and will allow this organization to
set up email and network accounts, install and configure apps, and

manage the settings of this Mac.

Learn more about remote management

Back I Enroll

— |
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6. The Jamf Setup Manager process will begin. Provisioning will start when steps 1-6 are completed.

Think different.

HCS Employee

Welcome to your new Mac and remember to eat a slice of Pi

Getting Ready.

step6ore

%

7. Click Help (®) to display the QR code. This will take to the website we configured earlier
in this guide.

HCS Employee

Welcome to your new Mac and remember to eat a sice of Pizzal
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8. Configure the following:
A. Asset Tag - Enter your asset tag
B. Computer Name - Enter your computer name

9. Click Save.

Think different.

HCS Employee
Welcome to your new Mac and remember to eat a lice of Pizzal

Asset Tag A345633

Computer Name  [HCS-macOS]

=—9

CodeRunner
Swp2012

=

HCS Think different.

HCS Employee

Welcome to your new Mac and remember o eat a slice of Pi

e &

Show Me Your ID 3.0 CodeRunner

CodeRunner
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Think different.

HCS Employee

Welcome to your new Mac and remember to eat a slice of Pizzal

&

Show Me Your ID 3.0 CodeRunner

Finished!
Contining sutomaticaly in 42 seconds,

12.Enable Location Services.

13.Click Continue.

US.E W) = 1245PM

4

Enable Location Services

Location Services allows apps like Maps and services like Spotlight
‘Suggestions to gather and use data including your approximate location.

12 s LoaionSaics ot e

About Location Services.

)
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TECHNOLOGY GROUP

14.Confirm the FileVault Disk Encryption appears and has been enabled. Click Continue.

US.GI W) B 12u45PM

FileVault Disk Encryption

Your organization has turned on FileVault for this Mac. FileVault secures information on your Mac by
encrypting the data on your disk and requiring a system password to unlock the screen. FileVault will
store the recovery key in see IT.

15.Create a user account.

16.The Mac was enrolled successfully in Jamf Pro.
17.Go back to your Jamf Pro Server.

18.Click on Computers.

19.Click Search Inventory.

o Computers Q  search Computers. ~ Search

Advanced Computer Searches [+ new ]

Search inventory NAME A wse "

Search Volume Content

No Advanced Computer Searches

Licensed Software

Content Management
Policies
Configuration Profiles
Software Updates
Restricted Software
Mac Apps

Patch Managemant

eBooks

Groups

Smart Computer
Groups.

Static Computer Groups.

Classes

Enrollment
Enrollment Invitations

Prestage Enrollments

20.Search for the name of the computer that you named in Step 8.
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21.Click on the Computer name:

A. General Tab you will see that the device is named as it was in the example: HCS-macOS

B. Scroll down to view the Asset Tag.

Computers

< HCS-macOS

8 o computers

a
@ | inventory Inventory ~ Management History
o, Search Inventory
&
Search Volume Content @ Cenend
@ HCS-macos
Licensed Software

Hardware
oo ar 5-incn, vz,
Content Management 2023)
Policies [ Operating System

mac0s 1500
Configuration Profiles
Software Updates [l User and Location

Restricted Software

n
[ security
Mac Apps
Patch Management @ Purchasing
eBooks
o Swrage
10rive
Groups
e Con Bt @ DiskEncryption
Not Encrypted
Groups
Static Computer Groups Applications
65 Applications
Classes
5 Profiles
@ nerofies
Enroliment
Enroliment Invitations Certificates
5 Certificates

PreStage Enrollments
Package Receipts.
7 Receipts

Local User Accounts
0 Accountls)

Printers
0 Printers

# 0 e &

Services
401 Services

Attachments
0 Attachments

General

Computer Name: HCS-macos A
Jamf Pro Computer ID: n

Jamf Pro D

site None

Last Inventory Update: 09/24/2024 10:05 AM

Last Check-in: 09/24/2024 10:05 AM

IP Address 69109238173

Reported IP Address

Jamf Binary Version:

Platform:

Managed:

Managed Local Administrator
Accounts:

Supervised:

Enroliment Method:

Last iCloud Backup:

Last Enrollment:

MDM Profile Expiration Date:

MDM Capability:

Enrolled via Automated Device
Enroliment:

User Approved MDM:

MDM Capable Users:

Asset Tag:

Rar Code 1

192168102.248

11.91-t1726060704

Mac

Managed

None

Yes

PreStage enrollment: Jamf Setup Manager

1 minute ago

09/16/2026 01:46 PM

A345633 Q@e— B

=)

Jamf Setup Manager: Logs

e /Library/Logs/Setup Manager.log - These logs provide valuable insight into the actions

performed during the setup process, including software installations, configuration changes,

and any potential issues encountered during Jamf Setup Manager. Administrators can

use this log file for troubleshooting, verifying that setup tasks completed successfully, and
ensuring that policies such as installomator installations, app deployments, and branding

have been applied correctly.

This completes the guide.
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