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Section 1: Configuring a TeamViewer Host Package

In this section we will configure a custom TeamViewer Host Package that will automatically add a computer
to a group in TeamViewer. To follow along with this section you will need administrative access to your
TeamViewer management console.

NOTE: Be sure to sign in with an account that owns the group you want to add your computers to. If you sign
into the TeamViewer Management Console and you don't see any groups in the Groups section, you are not
using the correct account.

1.1n a web browser, go to https://login.teamviewer.com.
2. Enter your TeamViewer Administration account.
3.Click Sign In.

e TeamViewer

Management Console

Sign In

Email
jappleseed@hcsonline.com
Password

.......... | [ VS

Keep me signed in

(=]

Forgot password?

New to TeamViewer?
Sign Up

Imprint « Privacy Policy + Copyright + Cookie Settings  Apps

Copyright © 2021 TeamViewer Germany GmbH English (US)

4. In the groups section, notice there are several groups that show up for HCS. If you don't see any
groups in the list then you are not using the correct TeamViewer account.

TeamViewer
Management Console

TeamViewer
Management Console

Monitoring
User management

Asset Management

Endpoint Protection REMOTE MANAGEMENT

Backup
Overview

Web Monitoring [E=T0 Vonitor
lonitoring

Asset Management
ASSIST AR
Endpoint Protection

Overview

Backup
GROUPS Web Monitoring (=78
All

ASSIST AR

HGS-CT &>
HCS-FLA o Overview
asin £ GROUPS
HGS-LA o

Al
HCS-NY o8

My computers
Account with Groups
Account with no Groups
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5.In the Home section, click Design & Deploy.

6. Select the Custom Modules tab, then select PKG (Host & Full client for macOS) from the Download Installer
Menu.

TeamViewer

o HCS Technology Group [Z20y
Z Tell us what you think 9 - m
Management Console ErmEpe e ey |

() HOME Design & Deploy

5 ﬂ Design & Deploy I CUSTOM MODULES POLICIES

9 Download installer ~
Scripts

MSI 64bit (Full
%]53' for) Vlodule Owner
{ . HCS TECHNOLOGY GROUP (20
Search MS| 32bit (Host & Al M -
Full Client for
User management "
NAME LE OWNER LAST UPDATE v  UPDATED BY
HCS Technology . HCS Technology
REMOTE MANAGEMENT HCS Support! Group 07/13/20225:18PM g0
Overview i ”
Keith Test Tost Groun 70572022 608 Y Groun 6

7.Confirm a folder named TeamViewer_PKG in your downloads folder. We will use this in a later step.

Downloads

MName

> [ TeamViewer_PKG

8.Click Add (+)
9. Select Host.

TeamViewer . HCS Technology Group
Q Management Console & Tell us what you think Corporate + Meeting Crew &%)
() HOME Design & Deploy

Design & Deploy CUSTOM MODULES POLICIES

Service queue

8 Torpts Download installer ~

Android Host

Full Client Module Owner
{h HCS TECHNOLOGY GROUP IHost—! 9
User management . .
QuickJoin
. MODULE OWNER LAST UPDATE v  UPDATED BY
QuickSupport
REMOTE MANAGEMENT Host HCS Technology 07/13/2022 5:18 PM HCS Technology
Group roup
fo) i o HCS Technology " HCS Technology
R Keith Test Host Group 07/05/2022 6:08 PM Group
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10. You can customize the host package to your needs. This guide will customize the Title and Logo as shown
on the left side of the picture below.
Configure the host settings:

A. Click the Title Icon and enter a title for your host.

B. Click the Logo icon and select your logo.

C.Text, Text Color, and Background Color are optional.

D.Name: Enter a name, this guide will use HCS Support.

E. Automatically add users to a group in your contacts List: Enabled

F. Select a group from the menu. This guide will use HCS-NY

G. TeamViewer Policy: Select Inherit from group

H. Allow account assignment: Enabled

I. Allow customer to initiate a service case: Enabled

J. Select a group from the dropdown menu. This guide will use HCS-NY

K. Default Assignee: Select an account that owns the group that you want the computer to go
into. This guide will use HCS Technology Group.

L. Click Save

— B
— E
Design & Deploy
CUSTOM MODULES POLICIES
¢Back | My Host
= ,
©  HCS Support Ay
Title)( /" | w8
A Name
Loga) HCS Support D
IEumma(ically add users to a group in your Contacts list
& HES-NY B
TeamViewer polic
Unattended Access L
Inherit from group - O — G
Configure this device to allow secure unattended access st color
Trom your Computers & acts et IC=00 & Allow account o H
Learn more
Configure ‘ Q E:E:mou nd 7 Alow customer to ntiate a service case @m—
HES-NY - J
low Remote Control
Text| 7 Default assignee @
lease tell your partner your ID to connect to this
T O —
C omprier, HCS Technology Group K
(] Allow user to initialize chat
Your ID Password
649 594 001 ky1s54q4
O pisclaimer @
Support:

Ready to connect (secure connaction) Cancel @_ L

11. Copy the token listed below to a text document. Click OK when done.

Your permanent link bt

Share this link to run your customized module.

hitps://get.teamviewer.com FZang

Use this token for your account assignment.

1€
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12. Paste the token into a text document and save it. Name the file API Token. We will need this later.

ece 's API Token
Helvetica Ne... ¢  Medium ¢t/ 14 - @ ~ B |I
API Token
F
] 1 z 3 4
API Token:

13.1f all went well, you should see your new host created below. Sign out of the TeamViewer management
console.

Design & Deploy

CUSTOM MODULES POLICIES

==
Module Owner
Search a Al - Al -
NAME MODULE OWNER LAST UPDATE . UPDATED BY
HGS Support Host HGS Technology Group

07/06/2022 10:56 AM HGS Technology Group

This completes this section.
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Section 2: Creating a Custom TeamViewer Host Package

In this section we will configure a custom TeamViewer Host package that will automatically add a computer to
a group in TeamViewer. To follow along with this section, you will need the following:
- Jamf Composer
- A choices xml file to silently install the TeamViewer Host package. You can download a pre-configured
choices.xml file from: https://github.com/HCSTech/Files/blob/main/HCS%20TeamVeiwer%20Files.zip

1. Confirm you have the following items in your Downloads folder:
- HCS TeamViewer Files
- TeamViewer_PKG

Downloads

MName
> @ HCS TeamVeiwer Files
> @ TeamViewer_PKG

2.In the Applications folder, Open Composer located in the Jamf Pro folder.

< Applications

Name

v % Jamf Pro
@ Composer
== Jamt Admin
# Jamf Remote
+ Recon

3. Confirm Composer opens and you're presented with the screen below.
4. Click Cancel.

Choose a method to create your package:

Monitoring Installation ° o
e i L) i
# Operating System D
Build 0S Package New & Modified Monitor File Normal Snapshot
Snapshot System Changes
54 Package Manifests

> Pre-Installed Software
User Environment

Take a snapshot that watches for new files, as well as any files that are

| ). modified. A snapshot will be taken before and after the installation process, |
|

vj‘hl and then the two snapshots will be compared.
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5.From the Finder select the Go menu then select Go To Folder.

Go Window Help
r

1
| Select Startup Disk on Desktop

Recents
Documents
Desktop
Downloads
Home o
Computer

AirDrop
Network C¥K
iCloud Drive

Shared

Applications

¢ utilities

[=] Box

*Eb®e3peReEeODz0O

Recent Folders >

Go to Folder... %G
Connect to Server...

6. Enter tmp, then select private>tmp and press the return key. When the tmp folder opens, leave it open and
move it to the left side of your screen.

tmg e

private » tmp I

7.0pen your Downloads folder and move it to the right of the tmp folder so the two folders are side by side.
Open the HCS TeamViewer Files folder and select the choices.xml file. Hold the option key and drag the
choices.xml file to the tmp folder on the left. This makes a copy of the file in the tmp folder.

[ BN ) {3 Downloads
tmp » Q
1 of 4 selected, 478.21 GB available
tmp AL Downloads
Name Date Mol Name ~  Date Modified
| choices.xml Jun 24, HCS TeamVeiwer Files Jul 6, 2022 at 11:41 AM
.| assign_teamviewer.sh Jul 6, 2022 at 11:41 AM

R choices.xml Jun 24, 2022 at 8:29 AM

> [0 TeamViewer_PKG Jul 5, 2022 at 12:53 PM
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8. Drag the choices.xml file from the tmp folder to the Sources section of Jamf Composer.

® © @ Composer10.39.1 ® e’ ﬁ ﬁ Q
Delete  Mew Build as DMG  Build as PKG Search

SOURCES ~ [ private
v @me
) choices.xml

PACKAGES

9. Go to your Downloads folder and open the TeamViewer_PKG folder.
10. Select the TeamViewer_Host.pkg.

L ICN J 3 Downloads
1 of 7 selected, 478.07 GB available
Downloads
Name A~ Date Modified
v £ HCS TeamVeiwer Files Jul 6, 2022 at 11:41 AM

.| assign_teamviewer.sh Jul 6, 2022 at 11:41 AM
ica Jun 24, 2022 at 8:29 AM

9 v [ TeamViewer_PKG Jul 5, 2022 at 12:53 PM

icenseAgreement.rtf Jun 23, 2022 at 9:35 AM
o 2 Qoc Ans

10 Jun 23, 2022 at 9:35 AM

11. Drag the TeamViewer_Host.pkg from your Downloads folder into the tmp folder in Composer.

® ® ® Composer10.39.1 @ ﬁ ﬁ ﬁ Qs k.
Delete  New Build as DMG  Build as PKG Search

SOURCES ~ [B private
S i
PACKAGES I ‘@ TeamViewer_Host pkg I

0 B
. O
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12.In the Sources section of Composer, select choices.xml then Control-click on choices.xml.
13. Select Rename choices.xml from the menu.

® ® ® Composer10.39.1

SOURCES

12 —epxarreen

PACKAGES

Reveal in Finder

Build as DMG
Build as PKG

1 3 — I Rename choices.xml .

Delete choices.xml

14.Rename the package to “TeamViewer_Host_15_with_choices"

15. Build as PKG from the Composer menu bar.
NOTE: Version 15 was the latest version of TeamViewer Host at the time of this writing. Adjust the version
to your needs.

r

@ ® ® Composer10.39.1 @ ﬁ ﬁ ‘ Q U 1 5
Delete  New Build as DMG J Build as PKG Search

B private

1 4 —I > ™ TeamViewer_Host_15_with_choices ~ tmp
= choices.xml

PACKAGES

‘e TeamViewer_Host.pkg
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15. Save the package to your Desktop.

i
<
|

<

&% {5 Desktop Q

Name Size Kind Date Added v

New Folder Cancel ﬁ

14.1f all went well, the package was created and is located on your Desktop. Leave the package on your
Desktop. We will need it in a later section of this guide.

TeamViewer_Host_
15_with...oices.pkg

This completes this section.
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TECHNOLOGY GROUP

Section 3: Deploying TeamViewer Host with Jamf Pro

This section will guide you through uploading the TeamViewer Host package to your Jamf Pro server and
creating a policy and script for installing TeamViewer Host. To follow along with this section, you will need the
following:

- Administrative access to your Jamf Pro server.

- The TeamViewer Host package created in section 2 of this guide. This file should be on your Desktop.

- The assign_teamviewer.sh script that was downloaded in section 2 of this guide. This file should be
located in your Downloads folder in a folder named HCS TeamViewer Files.

1. Open a web browser of your choosing and log in to your Jamf Pro server with administrative credentials.

“A jamf PRO

USERNAME

PASSWORD

All contents © 2002-2022 Jamf.
All rights reserved.

2. Click Settings (#) in top right corner.
3. Click on Computer Management.
4. Click Packages.

JELuli L 9 % 2

{Jé} All Settings Computer Management
Computers Devices
- B 4
I]["] System Settings — —
10.301-1656084637 Packages Scripts Printers Directory Disk
Bindings Encryption
@ Global Management Configurations
Computers: 50
- [
Mobile Devices: 6 Dli', Jamf Applications “—; @
Dock Items  Configurations Patch
Computers: 0 é@ Self Service Management
Mobile Devices: 0
oL, sewvermfrastructure
Computer Management - Management Framework
% Network Organization
B : a) o
i ® 1
Inventory Inventory Check-In Security Extension
3 1 computer Management Collection Display Attributes
Device Management u
Removable  App Updates
User Management MAC
Addresses

m Jamf Pro Information
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5. Click New.

jamf

Settings : Computer Management

« Packages

Computers  Devices

10.39.1-11656084637

6. Enter the following:
A. Display Name: TeamViewer_Host_15_with_choices.pkg
B. Category: Select a category. This guide will use Remote Support
C. Filename: Click Choose File.

NOTE: Version 15 was the latest version of TeamViewer Host at the time of this writing. Adjust the version

to your needs.

Settings : Computer Management > Packages

< New Package

General Options Limitations

Display Name Display name for the package

+ New

A _PTeamViewer_HostJ 5_with_choices.pkg|

Category Category to add the package to

B ®Remote Support v

Filename Filename of the package on the distribution point (e.g. "MyPackage.pkg")

C —gy ChoOSse File

Manifest File
Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

®

Cancel

7.Navigate to your Desktop and select TeamViewer_Host_15_with_choices.pkg.
8. Click Upload.

Choose Files to Upload

H
8

v [ Desktop Q

Pa
1
<

oo

gl

Name Size Kind

® TeamViewer_Host_15_with_choices.pkg 52.3 MB Installe...ackage]

Cancel Upload I

&l

Save
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9.Click Save.

< New Package

General

Options Limitations

Display Name Display name for the package

How to Install TeamViewer Host with Jamf Pro

TeamViewer_Host_15_with_choices.pkg

Category Category to add the package to

Remote Support v

Filename Filename of the package on the distribution point (e.g. "MyPackage.pkg")

Choose File

Manifest

File

TeamViewer_Host_15_with_choices.pkg

Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

10. Click Settings () in top right corner.

11. Click on Computer Management.
12. Click Scripts.

jamf

Computers

10.39.1-11656084637

Computers:

Devices

50

Mobile Devices: 6

Compute

]

Mobile Devices:

All Settings

=

[H] System Settings
Global Management
Jamf Applications
Self Service

Server Infrastructure

Network Organization

Computer Management

m U yWe

[_D Device Management

User Management

(D Jamf Pro Information

Computer Management

L

Packages

Dock Items

® =

Cancel Save

> Y Lo
[ — o
Scripts Printers Directory Disk
Bindings Encryption
Configurations
= )
=

Configurations

Patch
Management

Computer Management - Management Framework

Inventory
Collection

=3

Removable

Addresses

Inventory
Display

App Updates

® 1 B

Check-In Security Extension
Attributes
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13.Click New.

jamf

Settings : Computer Management

< Scripts New

Q_ searct 1 1-11of 1 i)

Computers D

14. Enter the following:
A.Display Name: Assign TeamViewer
B. Category: Select a category of your choosing. This guide will use Scripts.
C. Click Script.

Settings : Computer Management > Scripts

< Teamviewer Custom Installer c
|

General Options Limitations

Display Name Display name for the script

A—* Assign TeamViewer

Required

Category Category to add the script to

;

Information Information to display to the administrator when the script is run

15. Open the assign_teamviewer.sh script you downloaded in an earlier step. Copy the contents of the script
and paste into the body of the Script tab in Jamf Pro.

Settings : Computer Management > Scripts

< Teamviewer Custom Installer

General [smn| Options ~ Limitations

Mode Theme
[Default v] Default v @8 (en) ey CE) 35
1§ #!/bin/bash
2
3] # Install TeamViewer Silent
4 /usr/sbin/installer -applyChoiceChangesXML /private/tmp/choices.xml -pkg /private/tmp/TeamViewer_Host.pkg -target /
5
6 # Wait for TeamViewer to start
7 /bin/sleep 60
8

9 # Assign TeamViewer
10 /Applications/TeamViewerHost.app/Contents/Helpers/TeamViewer_Assignment -api-token "$4" —group "$5" -grant-easy-access -reassign

12 # Restrict Changes to Admin users only
13 /usr/bin/defaults write /Library/Preferences/com.teamviewer.teamviewer.preferences.plist Security_Adminrights -integer 1

® &

Cancel Save
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A
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16. Click Options and enter the following:
A. Priority: After
B. Parameter 4. API Token
C.Parameter 5: Group Name
D.Click Save.

Settings : Computer Management > Scripts

< Teamviewer Custom Installer

General Script Options Limitations

Priority Priority to use for running the script in relation to other actions

Parameter Labels Labels to use for script parameters. Parameters 1 through 3 are predefined as mount point, computer name, and username

Parameter 4

B_EAPI Token }

Parameter 5

C_‘-Group l

17

18

® (] D

Cancel Save

Parameter 6

17.Click Computers.
18. Click Policies.
19. Click New.

jamf

= Computers

Policies 19

1rarorer =)\8

NAME . FREQUENCY TRIGGER SCOPE

Computers Devices

Search Inventory
Search Volume

Li Software

B Policies
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20. Select General, then enter the following:
A. Display Name: Install TeamViewer Host
B. Category: Select a category of your choosing. This guide will use Remote Support.
C. Trigger: Set to your needs. This guide will use Recurring Check-in
D. Execution Frequency: Set to your needs. This guide will use Once per Computer
E. Select the Packages Payload.

Computers : Policies > Install Custom Teamviewer

< Install TeamViewer Host

Options Scope Self Service User Interaction

General > General

Display Name Display name for the policy

E_ ﬁ Packages

0 Packages Install TeamViewer Host 1 A
J
{@) Software Updates Enabled
) Not Configured
Category Category to add the policy to B
Scripts
- 1Script Remote Support v

Trigger Event(s) to use to initiate the polic:
Printers 99 Y
B opiners

up
When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work

21 Disk Encryption

191 Not configured Login

When a user logs in to a computer. A login event that checks for policies must be configured in Jamf Pro for this to work

Network State Change
When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the IP address

changes) C
—

Enroliment Complete
Immediately after a computer completes the enrollment process

Dock Items
T 0Docktems

x Local Accounts

0 Accounts

Recurring Check-in

, Management Accounts At the recurring check-in frequency configured in Jamf Pro
i Not Configured

Custom

At a custom event
—

u Directory Bindings

0Bindings Execution Frequency Frequency at which to run the policy

Once per D
® =

Cancel Save

21. Click Configure.

Options Scope Self Service User Interaction

El General

@ Packages >
¥ o Packages

(@ Software Updates
2) Not Configured

- Scripts
1Script

Printers * Conﬁgure Packages
= oriners

Use this section to install, cache, and uninstall packages. Also

use this section to install a single cached package.
. Disk Encryption
@  NotConfigured

Configure

[~ | Dock Iltems

0 Dock Items
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22.Select TeamViewer_Host_15_with_choices.pkg from the list then click Add.

TeamViewer_Host_15_with_choices.pkg Remote Support Add

23. Configure the following:
A. Distribution Point: Set to your needs. This guide will use the Cloud distribution point
B. Action: Install
C. Select the Scripts payload.

Options Scope Self Service User Interaction
2> Packages
' 1Package 2 PaCkageS

Distribution Point Distribution point to download the package(s) from

rE- Software Updates )| A
") Not Configured Cloud distribution point v J

Scripts
C - 1Script

TeamViewer_Host_15_with_choices.pkg

Printers
E‘ Q Printers Action Action to take on computers

Install v

=1 Disk Encryption
o Not Configured

24. Click Configure.

Options Scope Self Service User Interaction

Scripts >
0 Scripts

Printers
0 Printers

Disk Encryption

-

=

100 Notcontgurea
- Configure Scripts
b 4

Dock ltems

0 Dock ltems N . -
Use this section to run scripts.

Local Accounts )
0 Accounts Configure

25. Select TeamViewer_Host_15_with_choices.pkg from the list then click Add.

Assign TeamViewer Scripts Add
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26. Configure the following:
A. Priority: After
B. API Token: Enter the API Token that was created in section 1 of this guide.
C. Group: Set to your needs. This guide will use HCS-NY
D. Click Scope.
NOTE: The group must be configured in your TeamViewer Management Console. This will automatically
add a computer to the group in TeamViewer.

D Options Self Service User Interaction

En Scripts z
| ¢ Scripts
Printers
= 0 Printers Assign TeamViewer B4 +
Priority Priority to use for running the script in relation to other actions
< Disk Encryption
18] notconfigured After A
Dock Items Parameter Values
= 0 Dock Items Values for script parameters. Parameters 1-3 are predefined as mount point, computer name, and username
API Token
Local Accounts
0 Accounts [ 16 } B
Management Group
Accounts ]
Not Configured HCS-NY
| —C
Directory Bindings Parameter 6
0 Bindings { }
® =
Cancel Save
25. Click Scope and scope to your needs. This guide will scope to All Computers.
26.Click Save.
25 Options - Self Service User Interaction
Targets Limitations Exclusions
Target Computers Target Users
Computers to deploy the policy to Users to deploy the policy to
All Computers v Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
No Targets
Cancel Save 26
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Section 4: Create a Privacy Preferences Policy Control (PPPC) Profile
In this section we will create a PPPC profile for TeamViewer Host. This will allow us to install TeamViewer

Host without being prompted to allow access to All Files, Accessibility, and will allow a standard user to allow

access for Screen Recordings. To follow along with this section, you will need the following:
- Administrative access to your Jamf Pro server.

1.1f necessary, Log into your Jamf Pro server.

A jamf PRO

USERNAME

PASSWORD

2.Click Computers in the top-left corner.

3. Click Configuration Profiles.
4. Click New.

jamf

|

~omputers Devices

A

Policies

Configuration Profiles

Computers

Configuration Profiles

NAME

v Q ! J 1-320f32

LOGS

5.In the General section, Configure the following:
A.Name: TeamViewer Host Allowed Settings

B. Description: TeamViewer Host Allowed Settings
C. Category: Select a category of your choosing. This guide will use Remote Support.

D. Scroll down the left column and Select the Privacy Preferences Policy Control payload.

D

Scroll
Down
on this
column

Computers : Configuration Profiles

< New macOS Configuration Profile

Options ~ Scope

=

)

General

Passcode
Not configured

Network
Not configured

VPN

Not configured

DNS Settings
Not configured

DNS Proxy
Not configured

Content Caching
Not configured

Certificate
Not configured

Certificate Transparency
Not configured

General

Name Display name of the profile

COMPLETED

+ New () Upload = 88
PENDING FAILED SCOPE

TeamViewer Host Allowed Settings

Description  Brief explanation of the content or

purpose of the profile

TeamViewer Host Allowed Settings

Category Category to add the profile to

Remote Support -9

Level Level at which to apply the profile

Computer Level

Distribution Method  Method to use for distributing the profile

Install Automatically v

Redistribute Profile After Amount of time afte

Never v

r which to redistribute the profile

®

Cancel

save

20
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6. Click Configure.

Options ~ Scope

Dock
()

Not configured

Mobility
Not configured

Q Notifications o . .
Netconoured &) Configure Privacy

Preferences Policy Control

ES] Printing .

N | Use this section to define access settings for

applications and services (macOS 1014 or

later, User Approved MDM required).

Parental Controls

Not configured

Configure

@ Security and Privacy
Not configured

Privacy Preferences Policy
© control

Not configured

D] AD Certificate
Not configured

Cancel

Save
. Energy Saver
Eo

Not confiauired

7.Configure the following:

A.ldentifier: com.teamviewer.TeamViewerHost

B.Identifier Type: Bundle ID

C. Code Requirement:
anchor apple generic and identifier "com.teamviewer.TeamViewerHost" and
(certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[fie
14.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] =
H7UGFBUGV6)

D.Click Add.

Options Scope

Privacy Preferences Policy

Privacy Preferences Policy Control X
@ Control
1 payload configured
~ App Access i
AD Certificate
EI] Identifier

Not configured

s~ Energy Saver

Not configured Identifier Type

BundleID ~ B

Application & Custom
{g} Settings v Code Requirement
Not configured

anchor apple generic and identifier "com.teamviewerTeamViewerHost" and (certificate

leafffield1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */
Identification and certificate leaf[field1.2.840.113635.100.6.113] /* exists */ and certificate leaf[subject.OU] =

Not configured H7UGFBUGV6)

@ Time Machine D Validate the Static Code Requirement

Not configured
APP OR SERVICE ACCESS

Finder
Not configured

@ Accessibility
Not configured

Cancel Save

21
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8. Add the following items:
A. SystemPolicyAllFiles: Allow
B. Accessibility: Allow
C. ScreenCapture: Allow Standard Users to Allow Access
D. Click Scope

Options I Scope : D

Privacy Preferences Poli ntrol
Privacy Preferences Policy acy Preferences Policy Contro N
@ Control

1 payload configured .~ App Access .
il AD Certificate Identifier
Letsarions com.teamviewerTeamViewerHost

o BieaySaa Identifier Type

Not configured BundleID ~
Application & Custom Code Requirement
{é} Settings v anchor apple generic and identifier "com.teamviewerTeamViewerHost" and (certificate leaf[field1.2.840.113635.100.6.1.9] /* exists

I I */ or certificate 1field1.2.840113635100.6.2.6] /* exists */ and certificate leaflfield1.2.840113635100.6113] /* exists */ and

certificate leaf[subject.OU] = HZUGFBUGV®6)

Identification

Noticonfigured D Validate the Static Code Requirement
@ Time Machine APP OR SERVICE ACCESS
Not configured
ScreenCapture Allow Standard Users to Allow Acce Edit Delete  @uumm— C
Finder
£
ot configured
Accessibility Allow Edit DelCle  qummm— B
@ Accessibility
Not configured SystemPolicyAllFiles Allow Edit Delete  @um— A
E‘A Proxies + Add

Not configured

App-To-Per-App VPN
&) Mapping ® i

Not configured
at Cancel Save

9. Scope to your needs. This guide will scope to All Computers.
10.Click Save.

Options Scope

Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
All Computers v ] Specific Users v
Selected Deployment Targets + Add
TARGET TYPE

No Targets

®

Cancel Save
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Section 5: Installing TeamViewer Host on a Mac Computer

This section will test the installation of TeamViewer Host on a Mac Computer that is enrolled in the Jamf Pro
server.

- Administrative access to your Jamf Pro server.

- Administrative access to your TeamViewer management console.

- A Mac Computer used for testing the TeamViewer Host.

The steps below should be performed on a Mac Computer without TeamViewer Host installed and enrolled in
your Jamf Pro server.

1. Click the Apple Menu, and select System Preferences.

Safari File Edit View

About This Mac

System Preferences...

App Store...

2.Click Profiles.

e @ € G

Software Network Bluetooth Sound Touch ID Keyboard Trackpad Mouse

Update
- & @ =
= 217 [e=e)
Displays Printers & Energy Date & Time Sharing Time Startup Profiles
Scanners Saver Machine Disk

3. Confirm you have the TeamViewer Host Allowed Settings profile.

Py < it Profiles @

User
TeamViewer Host Allowed Settings

CA Certificate Keith Michael Music, LLC Verified

1 setting
Device (Managed) Description TeamViewer Host Allowed Settings
s Jamf Connect Notific... Signed JSS Built-In Signing Certificate

1setting Installed Jul 13, 2022 at 3:29 PM

Jamf Connect PPPC
G 1 setting

Settings Privacy Preferences Policy Control

Jamf Notifications

G 1 setting
DETAILS

MDM Profile " ”
G 3 settings Privacy Preferences Policy Control

Privacy Preferences... Description Privacy Preferences Polllcy Control
Q 1 setting Record the system com.teamviewer.TeamViewerHost -

display Standard User Allowed to Set
Access All Application com.teamviewer.TeamViewerHost -

<\ TeamViewer Host All...

1 settin:
9 Data Allowed
Control the Computer com.teamviewer.TeamViewerHost -
Allowed
o
This Mac is supervised and managed by Keith Michael Music LLC. ?
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4.Open Terminal.app located in /Applications/Utilities.

Terminal

5.Run this command: sudo jamf policy
This will install TeamViewer Host.

r
.

Last login: Wed Jul 13 15:27:56 on console

keith@MacBook—-Air ~ % sudo jamf policy

Password:

Checking for policies triggered by "recurring check-in" for user "keith"...
Executing Policy Install TeamViewer Host

Downloading TeamViewer_Host_15_with_choices.pkg...

Downloading https://usel-jcds.services.jamfcloud.com//download/4d31cf5119844eT69
281760d82c46al6/TeamViewer _Host_15_with_choices.pkg?token=f738a117efa047348504d8
7c747aea27qxrkxk9j2wa5ulmbbvddgyv3cp44wyor. ..

Verifying package integrity...

Installing TeamViewer_Host_15_with_choices.pkg...

Successfully installed TeamViewer_Host_15_with_choices.pkg.

Running script Assign TeamViewer...

6. At the window below, select Request Access in the Screen Recording section.

[ ] @ Review System Access

Review System Access

TeamViewer requires your permission to access system capabilities to provide its
functionality. Please review the permissions below.

If you or others need to access this Mac remotely, Screen Recording and Accessibility permissions are required.

Screen Recording TeamViewer requires Screen Recording access so remote users
can see your screen in Remote Control sessions and Meetings.

® Denied Request Access...

Accessibility TeamViewer requires Accessibility access so your mouse and
keyboard can be controlled remotely.

® Allowed

Full Disk Access TeamViewer requires Full Disk Access to access files and folders
on your Mac for File Transfer.

® Allowed Open Full Disk Access Preferences...

? Close
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7. Click Open System Preferences.
Screen Recording

“TeamViewer Host"” would like to record this
1 computer's screen.

= Grant access to this application in Security & Privacy
preferences, located in System Preferences.

2 I Open System Preferences I Deny

8. Select the checkbox next to TeamViewer Host.

Security & Privacy

General  FileVault  Firewall

Location Services

Contacts

Privacy

How to Install TeamViewer Host with Jamf Pro

Allow the apps below to record the contents of your
screen, even while using other apps.

TeamViewer Host

Calendars

Reminders

Photos

Camera

Microphone

Speech Recognition

Accessibility

PEFER® 00

P~
[E5 Click the lock to make changes.

9. Select Quit & Reopen.

“"TeamViewer Host” will not be
able to record the contents of
your screen until it is quit.

You can choose to quit “TeamViewer
Host" now, or do it on your own later.

Quit & Reopen

Later
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Allow Remote Control %
Get support by telling your ID and Your ID
dynamic password to your partner. 440 065 242
Password
[S——] h8b3raaf ¢

@ Ready to connect (secure connection)
N

11. Using another computer, open a web browser,go to https://loginteamviewer.com.

12. Enter your TeamViewer Administration account.
13.Click Sign In.

TeamViewer
Management Console

Sign In

Email

Password
L3

Keep me signed in

Sign In

Forgot password?
Single Sign-On Login

New to TeamViewer?
Sign Up
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14. Follow these steps:
A. Go to the Groups section and select the group your Mac was added to. This guide will use HCS-NY as

the group.

B.In the search field, enter the name of the Mac Computer you just installed TeamViewer Host on. This
guide will use Keith in the search field.

C. Click the Connect button.

TeamViewer 0 HCS Technology Grouj
& Tell us what you think Corporate + Meeting Crey

Management Console

Computers & Contacts > HCS-NY &8
REMOTE MANAGEMENT

. COMPUTERS & CONTACTS CONNECTION REPORTS
Overview

Monitoring
B s c—B

Asset Management

Endpoint Protection
NAME ¢ STATUS POLICY SERVICES

Backup
Web Monitoring KT8 ) B keiths-Airlocaldomain B m C

B AsSIST AR

Overview

GROUPS
Al

HCS-CT &
HCS-FLA &
HCS-IL &8

Hos-LA @ What's new + Support + Apps + Copyright + Cookie Settings + Imprint + About us
A ——etHCs-NY @ Copyright © 2022 TeamViewer Germany GmbH

15. Choose a connection. This guide will use the WebClient. Click Connect.

Connect to 440065242

Please download and install TeamViewer client for best user
experience and performance or try out the new WebClient below!

TeamViewer WebClient

() Remember this choice @

= o
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16. Click Connect.

Control Remote Device
Partner ID

. |

17. At the message below, choose what best works for you. This guide will choose Allow.

Allow “login.teamviewer.com” to
use your microphone?

You can change this setting in Safari
Websites preferences.

Allow

Never for This Website

Don’t Allow

18.1f everything went well, you will have remote access to your Mac computer without being prompted to
enter in any user credentials.

@ TemtEdr File Edn  Fomat Wi - T Q § Wediil S43PM

e TeamViewer

-O% R ¢
Session list

X Actions Tl View ' Communicate ' Transferfiles &

2032980 389~

Untitied

RemOte ACCeSS Granted!

1IB0®=80Fag @8- 70270 © *=¥

This completes this guide.
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If you'd like help implementing the solution in this white paper, we are ready to help; contact us at info@hcsonline.com or (866) 518-9672.
If you have corrections please send them to info@hcsonline.com.
For more technical articles, visit https://hcsonline.com/support/white-papers.

For more information about HCS, visit https://hcsonline.com.
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