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Manage Login and Background ltems with Jamf Pro

Preface

To follow along with this guide you will need the following:
e A Mac running macOS 13.0 or later enrolled in your Jamf Pro server.
e Administrative access to your Jamf Pro Server version 10.42 or later
¢ A code signing certificate. If you don’t have one, this guide will show you how to create one
using your Jamf Pro server.
e iMazing Profile Editor: https://imazing.com/profile-editor
e Dropbox Installer: https://www.dropbox.com/downloading
e Zoom Installer: https://zoom.us/support/download?os=mac

What are login and background tasks and why would you want to manage them?

Launch daemons, launch agents, and startup items are helper executables that macOS starts

on behalf of the user that extend the capabilities of apps or provide additional capabilities to
users. For example, a LaunchDaemon can provide persistent background service for an app,

a LaunchAgent can provide auxiliary Ul capabilities like menu bar extras, and a Login Item can
provide the ability to auto-mount remote directories or launch applications when the user logs in.

Prior to macOS 13, part of the application-design process of helper executables included scripts
that installed one or more property lists into specific directories based on the type of service, such
as the following locations of property lists:

e $HOME/Library/LaunchAgents

e /Library/LaunchAgents

e /Library/LaunchDaemons

In macOS 13 and later, a new structure in the app bundle simplifies the installation of these login
items and associated property lists. This new structure allows you to keep helper app resources
inside the app’s bundle, which reduces the need for specialized installation scripts or permission to
write files into system directories. The SMAppService object is used to control helper executables
that live inside an app's main bundle. It can also be used to register and control Loginltems,
LaunchAgents, and LaunchDaemons as helper executables for an app and it works with any type
of app regardless of how it was installed. Managing these items with a mobile device management
(MDM) server allows organizations to keep login and background items enabled so users cannot
disable them.
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Section 1: Prepare your Mac

In this section we will prepare your Mac with the items needed to follow along with this guide. To
follow along with this guide you will need the following:

e A Mac running macOS 13.0 or later enrolled in your Jamf Pro server.

e Administrative access to your Jamf Pro Server version 10.42 or later

¢ A code signing certificate. If you don't have one, this guide will show you how to create one

using your Jamf Pro server.

¢ iMazing Profile Editor: https://imazing.com/profile-editor

e Dropbox Installer: https://www.dropbox.com/downloading

e Zoom Installer: https://zoom.us/support/download?os=mac

1. Install the following Applications and accept all the default prompts.
e Dropbox
¢ iMazing Profile Editor
e Zoom

B A =

Dropboxlnsta[ler d iMazingProfileEdit Zoom.pkg
orMac.dmg

2. You will receive notifications when installing the applications.
A. The Managed Login Items Added notification will appear when you enroll your Mac into
your Jamf Pro Server
B. The Background Items Added notification is presented once you install Zoom.
C. The Login Item Added notification is presented when you install Dropbox.
D. The Background Items Added notification is presented when you install Dropbox.

NOTE: If a notification has an Options dropdown menu, you can select to snooze the
notifications for a duration of one day or one week. You can stop these notifications by creating
a notifications profile and disabling Notifications and Critical Alerts for the bundle ID com.apple.
btmnotificationagent. This will be covered this in section 5 of this guide.

‘Snooze for 1 day




3. Open System Settings

4. Click General.
5. Click Login Items.

[ NON J
Q Search

Sign in

with your Apple ID
Wi-Fi
Bluetooth
Network

3 Notifications
o) Sound

Focus
Screen Time

+—

@ Appearance
Accessibility

a Control Center
© siri & spotlight
m Privacy & Security

Desktop & Dock

General

@ About

@ Software Update

0

Storage

)

AirDrop & Handoff

Login Items
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Language & Region

Date & Time

Q

Sharing

(&)

Time Machine
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Transfer or Reset

Startup Disk
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5. Confirm the following:

A. Login Item for Dropbox was added during the installation.

B. A background process was added for Dropbox.

C. A background process was added for Zoom. The background processes for Dropbox and
Zoom can be disabled by toggling the switch to off. This requires administrative credentials.

D. A background process was added for Jamf Self Service. The background process for Jamf
Self Service cannot be toggled off. This is being managed by the Jamf Pro server and was
added automatically by Jamf during computer enrollment.

E. The Dropbox Login item can be removed by clicking Remove (-).

F. Close System Settings.

NOTE: All of these items can be managed by Jamf Pro with a configuration profile. This will
remove the ability to disable Login and Background items by an administrative user.

F—EQ e < Login Items

Q Search Open at Login
These items will open automatically when you log in.

Sign in Item Kind

with your Apple ID
| B Dropbox : Applicatt A
Wi-Fi
Bluetooth
uetoo I E E

Network
g et e e Allow in the Background
Applications add background items to perform tasks when the application isn't
Sound open, such as checking for software updates or syncing data. Turning off a
background item may prevent these tasks from being completed.
Focus
) Dropbox @©—B
Screen Time 1item

o

This item is managed by your organization.
@ Appearance

Accessibility R Zoom @ ——C
e 1 item: 1 item affects all users

@ Control Center

@ siri & Spotlight .

m Privacy & Security

In the next section, we will create a signing certificate using your Jamf Pro server. If you already
have a signing certificate you can skip the next section.

This completes this section.
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Section 2: Creating a code signing certificate using Jamf Pro’s CA
This section will cover creating a code signing certificate using your Jamf Pro server.

Requirements for following along with this section:
e A Mac running macOS 13.0 or later enrolled in your Jamf Pro server.
e Administrative access to your Jamf Pro server version 10.42.

Why do we need a code signing certificate?

Signing a configuration profile ensures all the information will stay in place when uploaded to

the Jamf Pro server. There are times when older versions of Jamf Pro do not understand newer
payloads introduced in later versions of Jamf Pro. In Jamf Pro 10.42.0 or later, you can create a
configuration profile using the com.apple.servicemanagement payload for Managed Login Items
to prevent end users from disabling certain background services of apps that are installed in your
environment by uploading a configuration profile. Failure to sign the profile will result in missing
data on earlier versions of Jamf Pro server prior to 10.42 as the Jamf Pro server will disregard
information that is does not understand. In order to sign a configuration profile you need a signing
certificate.

When creating a code signing certificate using your Jamf Pro server, make sure to follow the steps
in this section on a Mac that is enrolled in Jamf Pro. Failure to do so will result in a code signing
certificate that is not trusted.

NOTE: As of Jamf Pro version 10.42, signing your configuration profile to manage Login and
Background items is NOT required. However, to avoid any unforeseen issues when uploading the
profile to your Jamf Pro server, we recommend signing the configuration profile before uploading.
Jamf currently does not have a way for you to edit the configuration profile in place as of version
10.42. That feature will be included in a later version of Jamf Pro. If you have your own signing
certificate, feel free to use that and skip this section of the guide.

1. Open Keychain Access located in /Applications/Utilities.

Keychain Access

2. Select Keychain Access > Certificate Assistant > Request a Certificate From a Certificate Authority.

Keychain Access File Edit View Window Help

About Keychain Access y

Settings... ¥, |

Certificate Assistant > Open..
| Ticket Viewer LK | Create a Certificate...

- Create a Certificate Authority...
Services >
Create a Certificate For Someone Else as a Certificate Authority...

| Hide Keychain Access Request a Certificate From a Certificate Authority...

Hide Others ¥ H  Setthe default Certificate Authority...

Show All Evaluate a Certificate...
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3. Configure the following:
A. User Email Address: Enter your email address
B. Common Name: Enter a name of your choosing. This guide will use HCS-JamfSign
C. CA Email Address: Leave this blank.
D. Request is: Select the radio button for Saved to Disk.
E. Click Continue.

e Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: kmitnick@hcsonline.com -H— A
Common Name: | HCS-JamfSign — B
CA Email Address: D ———— C

Request is: i
© saved to disk D

Let me specify key pair infermation

T

4. Configure the following:

A. Save as: CSR.txt
B. Where: Desktop

C. Click Save
save As: [ CSRutx{ L —
Tags:
Where: [ Desktop c-————B
Cancel ﬁ_ C
5. Click Done.
[ 3 Certificate Assistant

Conclusion

Your certificate request has been created on disk.

Show In Finder...
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CSR.txt

7. Copy the entire CSR text.

'YK ' CSR.txt
—BEGIN CERTIFICATE REQUEST

ABBe+P4oPWz

Ixmom1CDCNFLI

8. Log into your Jamf Pro Server.

A jamf PRO

USERNAME

PASSWORD




TECHNOLOGY GROUP

9. Click Settings (£3) in the upper-right corner.
10. Click Global.
11. Click PKI Certificates.

Settings

10

20 settings

Categories

Organize components in Jamf Pro and Self
Service

(] MDM profile settings

Manage MDM profile renewal preferences for
computers and devices

JamfApps  SelfService  Server  Network  Computer

Manage Background Tasks with Jamf Pro

Display icons

Device User

,» Push certificates

Manage communication with the Apple Push
Notification service (APNs)

#_ GSX connection

Look up and populate purchasing information
for computers and devices

. PKi certificates

Manage certificate authorities, certificates, and
web tokens

& Volume purchasing

Sync with Apple School Manager or Apple 1 1
[=Buemess Manager Apps and éooﬂs

12. Click Management Certificate Template
13. Click Create Certificate from CSR.

Settings : Global Management

<« PKI Certificates

Certificate Authorities I Management Certificate Template JSON Web

12

Built-in CA

CA Subject Name: CN=Keith Michael Music LL¢

Download CA Certificate Create Certificate from CSR Create CA Backup

| :

14. Configure the following:
A. Paste in the CSR text that you copied in step 7.
B. Certificate Type: Web Server Certificate
C. Click Create.

Create Certificate from CSR

4 sCmfNP
P

1§ NJWARD

<

i JUKPV7Re A
i

4 1dJAOC

¢

9 1GdZ30

K

g KyNMzi
>

4 1ZLX1bH

€

9 TGYOt9
xJ6

—-END CERTIFICATE REQUEST-—- |

Certificate Type Type of cerlificate to create

B \Web Server Certificate v

¢
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15. Click Allow.
NOTE: After downloading the file your web browser may need to be refreshed to properly
display things in Jamf Pro.

Do you want to allow downloads on
"kmm.jamfcloud.com”?

You can change which websites can download files in

Websites Preferences.
Cancel

16. The certificate will download to your Downloads folder. Drag the certificate to your Desktop
and double-click to open the file.

C=US,CN=HCS-
JamfSig...com.pem

17. From the Keychain menu, select login.

18. Click Add.
[ ] Add Certificates
@ Do you want to add the certificate(s) from the file
et | uC=US,CN=HCS-. i itni ine'com!pem®ito
| akeychain?
Keychain: login o = ] 1 7

View Certificates Cancel 18

19. In Keychain Access Click your login keychain, you will see the certificate on the right side.
Double click on your certificate to see more settings.

[ JON ) Keychain Access b ® Qsearch
Default Keychains Allltems Passwords Secure Notes My Certificates Keys Certificates
of" login

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

of" Local Items

System Keychains

A System

@ System Roots Name ~  Kind Date Modified t
§ <key> public key -
§ <key> private key -

/.. Apple Persistent State Encryption  application password Jun 7, 2021 at 4:27:44 PM
/__ com.apple.sco...okmarksagent.xpc  application password Jun 2, 2021 at 10:03:47 PM -
’r com.jamfsoftw...fService.privatekey private key --

¢ com.jamfsoftw...[fService.publickey public key -

L bandait dlon.k sandoff L 1 Lund 2021.06.8:12:10 DA
I B HCS-JamfSign certificate - I
- . "
'y HCS-JamfSign private key ==
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20. Expand ( >) Trust to view the settings.

[ BN HCS-JamfSign

HCS-
Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

rust
Details
Subject Name
Country or Region US
Common Name HCS-JamfSign
Email Address kmitnick@hcsonline.com

Issuer Name
Common Name Keith Michael Music LLC JSS Built-in Certificate Authority

Serial Number 2609016175
Version 3
Signature Algorithm SHA-256 with RSA Encryption ( 1.2.840.113549.1.1.11)
Parameters None

Not Valid Before Tuesday, June 8, 2021 at 7:18:11 PM Eastern Daylight Time
Not Valid After Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time

21. On the first item, When using this certificate section, click the menu and select Always Trust.

[ NN ) HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 8, 2022 at 7:18:11 PM Eastern Daylight Time
This certificate is valid

Trust

When using this certiﬁcate:l Use System Defaults B ? I

Secure Sockets Layer (SSL) no value specified
Secure Mail (S/MIME) no value specified
Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified

Code Signing no value specified

Time Stamping no value specified

X.509 Basic Policy no value specified

22. Close the window.

El ® HCS-JamfSign

HCS-JamfSign

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
Expires: Thursday, June 9, 2022 at 7:18:11 PM Eastern Daylight Time
@ This certificate is valid

Corvtificets

Trust
When using this certificate: Always Trust ?

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust B
Code Signing Always Trust
Time Stamping Always Trust
X.509 Basic Policy Always Trust B
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23. Enter your admin credentials and click Update Settings.

~ You are making changes to your Certificate
| Trust Settings.

Q Enter your password to allow this.

User Name: keith

Password: || |

Cancel Update Settings

24. Confirm the certificate shows up as trusted. Quit Keychain Access.

e0e@® Keychain Access @ @  Q search
Default Keychains All ltems  Passwords Secure Notes My Certificates Keys Certificates
o' login
P HCS-JamfSign
" Local ltems Certfiocate

Issued by: Keith Michael Music LLC JSS Built-in Certificate Authority
ires: 18- ylight Time

System Keychains © This certificate is marked as trusted for this account

£ System

@ System Roots Name ~ Kind Date Modified
G <key> public key -
G <key> private key =

/ Apple Persistent State Encryption application password Jun 7, 2021 at 4:27:44 PM
j“ com.apple.sco...okmarksagent.xpc application password Jun 2, 2021 at 10:03:47 PM
i com.jamfsoftw..fService.privatekey private key -

‘¢ com.jamfsoftw..IfService.publickey public key ==

[__ handoff-own-encryption-key Handoff Encryption... Jun 4, 2021 at 8:12:19 PM
F3 HCS-JamfSign certificate =
Y HCS-JamfSign public key -
¥ HCS-JamfSign private key -

In the next section, we will create a configuration profile to manage Login and Background items
using the iMazing Profile Editor application.

This completes this section.
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Section 3: Create a Configuration Profile to Manage Login and Background ltems
In this section we will create a configuration profile using iMazing Profile Editor. This configuration
profile will allow you to manage Login and Background items. To follow along with this guide you
will need the following:

e A Mac running macOS 13.0 or later enrolled in your Jamf Pro server version 10.42 or later.

e Administrative access to your Jamf Pro Server 10.42 or later.

¢ A code signing certificate. If you don't have one, refer to section 2 of this guide to

create one.
¢ iMazing Profile Editor - Installed in section 1 of this guide.
¢ Dropbox and Zoom - Installed in section 1 of this guide.

1. Go to your Applications folder and open iMazing Profile Editor.

&

iMazing Profile
Editor

2. Click the iMazing Profile Editor menu
3. Select Preferences.

2 _| iMazing Profile Edilorl File Edit Payload

About iMazing Profile Editor

Check for Updates
Check for Manifest Repository Updates

Preferences... ®, I 3

Services >
Hide iMazing Profile Editor ®H
Hide Others X#H
Show All

Quit iMazing Profile Editor ®Q

4. Enter the following:
A. Default organization name: Enter your organization name. This guide will use HCS Technology
Group
B. Default identifier prefix: This will use a reverse DNS nomenclature. This guide will use com.hcs
C. Default signing identity: Select your signing certificate. This guide will use HCS-JamfSign
D. Close the window when done.

E. Quit the iMazing Profile Editor application and re open it. This will allow us to use the new

settings.
D —E Defaults
W F
Defaults Manifests Maintenance
Default organization name: IHCS Technology Group q— A

Default identifier prefix: com.hcs
Default consent message:

Default signing identity: HCS-JamfSign [ C

Set last used values as defaults on profile save

Behavior: Unset boolean properties when toggled to their known default value

Use Option-click to force-set a boolean default value.
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5. Select the General payload then enter the following:
A. Name: Managed Login and Background ltems
B. Notice the Identifier and Organization are now configured with the settings we entered in
step 4.
C. Profile Signing: Select your signing certificate. This guide will use HCS-JamfSign

ene Untitled % macOS i0S tOS 3 Q ®
Configured Domains
conora General
eneral
.
mac0s, i0S, and tvoS
Available System Domains
Restrictions. ® Name
macO0s, i0S, and tvOS Display name of the profile.
Domains Managed Login and Background Items P— A
macOS and i0S X
Required
Global HTTP Proxy
macOs, i0S, and tv0S
® Identifier
[T DNS Proxy A reverse-DNS style identifier (com.example.myprofile, for example) that identifies the profile. This string is used to determine
mac0sS and [0S whether a new profile should replace an existing one or should be added.
? Web Content Filter com.hcs.4504D68C-BD15-4786-836E-9020B48F39FC O— B
macOS and i0S i
Required
Certificate
macOs, i0S, and tv0S
L ® Organization
Certificate Transparency Name of the organization for the profile.
macO0s, i0S, and tvOS
HCS Technology Group
q Passcode
macOS and i0S
= Wi-Fi Payload Description
*  mac0s, i0S, and tvOS Explanation of the purpose of the configuration profile
@ VPN
mac0S and i0S
A AirPlay
A’ 15008 and i0S
Tl AirPlay Security
A o5
1 AirPrint ile Sianit
® Profile Signin,
& macosensios oning
pegg] Calendar I HCS-JamfSign C

6. Click Service Management - Managed Login Items Payload
7. Click Add Configuration Payload.

[ XON ] Untitled = macOS i0S tv0S [ Q ®

@ Security
macOS

Setup Assistant
macOS and i0S

ShareKit

macoS

Single Sign-On . .

ios Service Management - Managed Login ltems

:I:Cgc:: asr:g"‘(;gn ExRRicns Control the user experience for ServiceManagement login items (including launchd agents and daemons) in Login
Items Settings.

SmartCard .
macOS com.apple.servicemanagement

Software Update
mac0s °

Spotlight Y
macOs, i0S, and tvOS

Ol ®e@e X

Submit Diagnostic Informa...
allatl]
macos

&;;3 System Extension Policy I -+ Add Configuration Payload I 7
macOS d

System Logging

mac0s

a
ﬁ System Migration
A
I3

mac0S

System Policy: Control
macOs

System Policy: Managed

mac0S

System Preferences

macOS
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8. Click Add (+) to add a new Rule.

Untitled ™ macOS i0S tvOS [ Q Search Preferences ®

Service Management - M:

Service Management - Managed Login ltems

Available System Domains

Restrictions
mac0S, i0S, and tvOS

o Service Management - Managed Login Items -
omains
macOS and i0S

Global HTTP Proxy Rules
mac0s, i0S, and tvOS An array of rule dictionaries.
DNS Proxy Rule Type Rule Value Comment

macOS and i0S

Web Content Filter
macOS and i0S

Certificate
macO0s, i0S, and tvOS

Certificate Transparency
mac0s, i0S, and tvOS

Passcode
macOs and i0S

Wi-Fi Required
mac0s, i0S, and tvOS

VPN
macOS and i0S

AirPlay
macOS and i0S

M@ ) LR %@

AirPlay Security
tvOS

AirPrint
macOS and i0S

@
=

Calendar
macOS and i0S

9. Confirm the following fields: Rule Type, Rule Value, Rule Comment

[ XON } Untitled = macOS i0S tvOS [ Q Search Preferences ®
+— Service M. it - Ma... 5 %

OfE SaiEEE Service Management - Managed Login ltems

Available System Domains ¢ s N ‘,"_“ i X B Slaunchciacentsans

Restrictions
mac0$, i0S, and tvOS

. Service Management - Managed Login ltems -
ll
macOS and iOS

Global HTTP Proxy ® Rules
mac0s, i0S, and tvOS e

DNS Proxy Rule Type Rule Value Comment
macOS and i0S

Web Content Filter
macOs and i0S

Certificate
mac0s, i0S, and tvOS

Certificate Transparency
macOs, i0S, and tvOS

Passcode
macOS and i0S +]=
Wi-Fi Required

) LR %@

macOs, i0S, and tvOS
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10. Select the Rule Type menu. There are five types of rules:
A. Bundleldentifier: The bundle identifier of the app to match, which must be an exact match.
B. BundleldentifierPrefix: The prefix of the bundle identifier of the app to match.
C. Label: The value of the launchd plist Label parameter to match, which must be an exact
match.
D. LabelPrefix: The prefix of the launchd plist Label parameter to match.
E. Teamldentifier: The team identifier from the code signing attributes, which must be an exact
match.
11. Select Label from the menu.
NOTE: Only use a LabelPrefix if it's absolutely necessary as it can cause malicious software to
leverage an existing LabelPrefix. For example, if you use a LabelPrefix for com.apple, anything
that uses that prefix will be trusted. I.E. com.apple.maliciousSoftware.

eoe Untitled = macOS i0S tOS 3 Q ®
O Service Management - Managed Login Items
aRaEtS oy ecet Doxaais

@ Restrictions
macO0s, i0S, and tvOS

Servira Mananameant - Managed Login ltems -

Domains Bundleldentifier
acOS and i0S
BundleldentifierPrefix
& comn
macos, ios

LabelPrefix
ENVS Prowy Teamidentifier Rule Value Comment
and 108 :
v No Value <
Web Content Filter
macOS and i0S

B Certificate Transparency

mac0s, i0S, and tvOS

Passcode
macOS and i0S +i=

12. Open Terminal from /Applications/Utilities.

Terminal

13. In order to find the information needed to set up the Rule Type and Rule Value, we can run the
command below to print out a list of all currently added Login and Background items.
A. Run this command: sudo sfltool dumpbtm
B. Enter your administrative credentials.
C. Alist of all Login and Background items with their information is printed to the screen.

[ ] [ ] 3 keith — -zsh — 143x50
keith@MacBook-Air 4% sudo sfltool dumpbtm

Password:

DDDD—-CCCC—BBBB—AAA

ServiceManagement migrated: true
SharedFileList migrated: false

Items:

#1:
UUID: CD5C17@A-3981-4DEA-8961-7668CDECBIFD
Name: Jamf Self Service
Developer Name: Jamf Self Service
Type: managed curated developer (xa02@)
Disposition: [disabled, allowed, visible, not notified] (2)
Identifier: Jamf Self Service
URL: (null)
Generation: @
Embedded Item Identifiers:
#1: com.jamfsoftware.task.Every 15 Minutes

#2: C
UUID: 8BEFOCE5-864A-4F58-ABDD-3B54231B1802
Name: Jamf.app
Developer Name: Jamf Self Service
Team Identifier: 483DWKW443
Type: managed curated legacy daemon (0xb@010)
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.jamf.management.daemon
URL: file:///Library/L com. jamf .daemon.plist
Executable Path: /Library/Application Support/JAMF/Jamf.app/Contents/Mac0S/JamfDaemon.app/Contents/MacOS/JamfDaemon
Generation: 2
Assoc. Bundle IDs: [com.jamfsoftware.selfservice.mac 1
Parent Identifier: Jamf Self Service
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14. Scroll down the list until you find us.zoom.ZoomDaemon. Copy this info.

(XN )
#4:
UUID:
Name:
Developer Name:
Type:
Disposition:
Identifier:
URL:
Generation:

[ keith — -zsh — 143x50

7A5F398E-85FE-484F-A99E-92BE2D82CDEF
Zoom

Zoom

curated developer (0x80020)
[disabled, allowed, visible,
Zoom

(null)

]

not notifiedl (2)

i #1: us.zoom.ZoomDaemon I

#5:
UUID:
Name:
Developer Name:
Team Identifier:
Type:

Disposition:
Identifier:

URL:

Executable Path:
Generation:
Bundle IDs:
Parent Identifier:

Assoc.

A65D8C6A-0C93-42A0-80C8-10C69D18DCCB
us.zoom.ZoomDaemon

Zoom

BJ4HAAB9B3

curated legacy daemon (©x90010)

[enabled, allowed, visible, notified] (11)
us.zoom.ZoomDaemon
file:///Library/LaunchDaemons/us.zoom.ZoomDaemon.plist
/Library/PrivilegedHelperTools/us.zoom.ZoomDaemon
1

[us.zoom.xos ]

Zoom

15. Switch back to the iMazing Profile Editor and enter the following:
A. Rule Type: Label
B. Rule Value: us.zoom.ZoomDaemon (this is case sensitive so enter as shown)
C. Comment: Enter a description. This guide will use ZoomDaemon
D. Click Add (+).
NOTE: Zoom installs a daemon as a Background Item during the install. Using a Label Rule Type
will allow you to manage it.

eoce Untitled = macOS i0S tvOS & Q ®

Service Management - Ma...
macos

Service Management - Managed Login ltems

Available System Domains

Restrictions

macO0Ss, i0S, and tvOS . .

Do Service Management - Managed Login Items -
lomains

macOS and i0S

® Rules
An array of rule dictionarfe

Global HTTP Proxy
mac0$, i0S, and tvOS

% @

Rule Value Comment

DNS Proxy

macO$ and i0S I

Rule Type

ZoomDaemon

Label

Web Content Filter ?
macOS and i0S

CIus.zoom,ZoomDaemon

Certificate
mac0s, i0S, and tvOS

Certificate Transparency
macO0s, i0S, and tvOS

) P E

Passcode

mac03 nd 105 .
Wi-Fi Required
macO$, i0S, and tvOS
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16. Scroll down the list until you find com.getdropbox.dropbox. Copy this info.

() (] [ keith — -zsh — 143x50

URL: (null)
Generation: 1

#2:
UUID: BBD7458E-3EE8-4807-A4CO-EQE3D8C26D79
Name: DropboxMacUpdate.app
Developer Name: Dropbox
Team Identifier: G7HH3F8CAK
Type: curated legacy agent (0x90008)
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.dropbox.DropboxMacUpdate.agent
URL: file:///Users/keith/Library/LaunchAgents/com.dropbox.DropboxMacUpdate.agent.plist
Executable Path: /Users/keith/Library/Dropbox/DropboxMacUpdate.app/Contents/Mac0S/DropboxMacUpdate
Generation: 1
Assoc. Bundle IDs: [com.getdropbox.dropbox ]
Parent Identifier: Dropbox

#3:
UUID: 3944E130-61E5-4983-AF08-97FDBD25E41F
Name: Dropbox
Developer Name: (null)
Team Identifier: G7HH3F8CAK
Type: app (0x2)
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: identifier "com.getdropbox.dropbox" and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists
*/ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = G7HH3F8CAK
URL: file:///Applications/Dropbox.app/

GenerafTonT T
Bundle Identilier: com.getdropbox.dropbox I

17. Switch back to the iMazing Profile Editor and enter the following:
A. Rule Type: Bundleldentifier
B. Rule Value: com.getdropbox.dropbox (this is case sensitive so enter as shown)
C. Comment: Enter a description. This guide will use Dropbox-Menubar-Login-ltem
D. Click Add (+).
NOTE: Dropbox installs a Login Item to launch it's Menu Bar item and also adds a Background
Item during the install. Using a Bundleldentifier Rule Type will allow you to manage the

login item.
[ NON ) Untitled = macOS i0S tvO0S [ Q ®
+— Service M t - Ma... " .
e Service Management - Managed Login ltems
Available System Domains

Restrictions
macOs, i0S, and tvOS

oomai Service Management - Managed Login Items -
omains
macOS and i0S

Global HTTP Proxy ® Rules A
mac0s, i0S, and tvOS An array of rule dictiongries.

DNS Proxy Rule Type Rule Value Comment
macOS and i0S

Lahel £ us.zoom.ZoomDaemon ZoomDaemon

NS Lor )

Web Content Filter I tifier com. dropbox Dropb ]
macOs and i0S ?

el

Certificate
macOs, i0S, and tvOS

Certificate Transparency
macO0s, i0S, and tvOS

Passcode
macO$ and i0S

Wi-Fi Rdquired
macOS, i0S, and tvOS

PV LR % @D
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18. Scroll down the list until you find Team Identifier for zoom shown below. Copy this info.

[ N ) [ keith — -zsh —143x50

URL: (null)
Generation: 1

#2:
UUID: BBD7458E-3EE8-4807-A4CO-EGE3D8C26D79
Name: DropboxMacUpdate.app
Developer Name: Dropbox
Team Identifier: G7HH3F8CAK
Type: curated legacy agent (0x90008)
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.dropbox.DropboxMacUpdate.agent
URL: file:///Users/keith/Library/LaunchAgents/com.dropbox.DropboxMacUpdate.agent.plist
Executable Path: /Users/keith/Library/Dropbox/DropboxMacUpdate.app/Contents/Mac0S/DropboxMacUpdate
Generation: 1
Assoc. Bundle IDs: [com.getdropbox.dropbox 1
Parent Identifier: Dropbox

#3:

UUID: 3944E130-61E5-4983-AF@8-97FDBD25E4LF
Name: Dropbox

Developer Name
Team Identifier
Type: app (0x.
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: identifier "com.getdropbox.dropbox" and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6]1 /* exists
*/ and certificate leaf[field.1.2.840.113635.100.6.1.13] /% exists %/ and certificate leaf[subject.OU] = G7HH3F8CAK
URL: file:///Applications/Dropbox.app/
Generation: 1

Bundle Identifier: com.getdropbox.dropbox

19. Switch back to the iMazing Profile Editor and enter the following:
A. Rule Type: Teamldentifier
B. Rule Value: G7THH3F8CAK (this is case sensitive so enter as shown)
C. Comment: Enter a description. This guide will use Dropbox
NOTE: Dropbox installs a Background Item during the install. Using a Teamldentifier Rule Type
will allow you to manage it.

eoe Untitled = mac0S i0S tOS 3 Q ®
Service M, it - Ma... g .
SIS Service Management - Managed Login ltems

Available System Domains

ﬁ Restrictions
macOs, i0S, and tvOS

@ Domains
macOS and i0S

oP Global HTTP Proxy ® Rules
mac0s, i0S, and tvOS An array of rule dictionaries. A

Service Management - Managed Login ltems -

DNS Proxy Rule Type
macOS and i0S

Rule Value Comment

Label ¢ us.zoom.ZoomDaemon ZoomDaemon
Web Content Filter

macOS and i0S

om.getdropbox.dropbox Dropbox-Menubar-Login-ltem
7HH3F8CAK Dropbox C

Teamldentifier <

Certificate 4 B

macOs, i0S, and tvOS

Certificate Transparency
macOs, i0S, and tvOS

Passcode

macOS and i0S + -
Wi-Fi Required
mac0s, i0S, and tvOS

¥
Q
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20. Save the Payload.

- Edit Payload View Win(

New #EN
Open... #0
Open Recent >
Qse EW
Save... ®S |
Save As... &S

Save to iMazing Library ~¥S

Show in Finder

Install Profile on this Mac

21. Enter the following:

A. Save As: Managed Login and Background Items
B. Where: Desktop

C. Sign profile with: Select your signing certificate. This guide will use HCS-JamfSign

D. Click Save
save As: | Managed Login and Background tel ¥ A
Tags:
Where: Desktop e~ B
Sign profile with: ~ HCS-JamfSign a8—C

22. Enter your password at the message below and click Always Allow.

m~ iMazing Profile Editor wants to sign using key
[ | "HCS-JamfSign” in your keychain.

To allow this, enter the “login” keychain password.

Password: || I

? Always Allow Deny Allow

23. Confirm the file was saved to your Desktop.

@

CONFIG

Managed Login
and Bac...nd Items
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24. Log in to your Jamf Pro server with administrative credentials.

2 jamf PRO

USERNAME

PASSWORD

25. Click Computers
26. Click Configuration Profiles.
27. Click Uplaod.

jamf

= Computers

Fompters MRS e Configuration Profiles I— 27
1-320f 32 + N 1) Upload = 88
AL ° | @ | = 8

&, Configuration Profiles

NAME LOGS COMPLETED PENDING FAILED SCOPE
Restricted Software

28. Click Choose File.

Upload OS X Configuration Profile

Choose File No File Chosen

Cancel

29. Navigate to the Desktop and select the Managed Login and Background Items configuration
profile.

30. Click Upload.

Choose Files to Upload

M~v v [ Desktop Q

29 I B Managed Logi...ground Items

s>

CONFIG

o [EEB}—30
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31. Click Upload.

Upload OS X Configuration Profile

Choose File Managed Login and Background Items.mobileconfig

Cancel Upload

32. Notice the profile is signed.
33. Select a Category of your choosing. This guide will select Managed Items.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options  Scope

@, General
SIGNED PROFILE

Remove Signature
This profile is read-only because it is signed. O — 32

General

Name

Description

Category Category to add the profile to

=== 33

Level Level at which to apply the profile

Computer Level +

®
Cancel Save
34. Click Scope.
35. Click Add.
Computers : Configuration Profiles
< New macOS Configuration Profile
Options ﬁ
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers v Specific Users v
Selected Deployment Targets + Add 35
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TECHNOLOGY GROUP

36. Add a Mac of your choosing by clicking Add.

Computers : Configuration Profiles

< Managed Login and Background Items (€D

Options Scope

Targets Limitations Exclusions

Add Deployment Targets Done
Computers Computer Groups Users User Groups Buildings Departments

Q 1-10f1
NAME

keith's MacBook Air

37. Click Save.

Computers : Configuration Profiles

< Managed Login and Background ltems

Options Scope
Targets Limitations Exclusions
Add Deployment Targets Done
Computers Computer Groups Users User Groups Buildings Departments

‘ Q 1-10f1
NAME

1 v Show: 100 ~ ® B

Cancel save

38. Confirm the configuration profile was deployed successfully.

jamf

Q Computers

Computers D Configuration Profiles

v ‘Q 1-30f3 + New M Upload =
Search Inventory
NAME LoGs COMPLETED PENDING FAILED scope
Search Volume
N Managed Items

Managed Login and

Background Items View

0 0 1 computer

Configuration Profiles
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40. Click General
41. Click Login Items.

[ JON ] General

Q Search

Sign in
with your Apple ID

B wi-Fi
B Bluetooth
Network

About D

Software Update >

Storage >

0O @ @

©)

AirDrop & Handoff >
Login Items >
3 Notifications
o) Sound

Focus

8 Screen Time

40— CEEI—

@ Appearance
Accessibility

@ Control Center
© siri & spotiight
m Privacy & Security

®@ @

Language & Region >

®

Date & Time >

Sharing >

(&)

Time Machine >

© e

Transfer or Reset >

()

Startup Disk >

42. Confirm the Login Item for Dropbox is now managed as well as all the Background Items. The
toggle switch is greyed out and cannot be modified.

[ JON ] < Login Items
Q Search Open at Login
These items will open automatically when you log in.
Sign in tem Kind
with your Apple ID
B8 Dropbox Application
Wi-Fi
Bluetooth
.
Network
Items grayed out
g Notifications Allow in the Background g y
Applications add background items to perform tasks when the application isn't and cannot be
M sound open, such as checking for software updates or syncing data. Turning off a .
= background item may prevent these tasks from being completed. modified
Focus
. e Dropbox «©
a Screen Time This item is managed by your organization.
@ General 5 Jamf Self Service [ @)
& This item is managed by your organization.
@ Appearance
Accessibility Zoom ©
This item is managed by your organization.
@ Control Center

© siri & Spotiight 2
m Privacy & Security

In the next section, we will go over some command line tools and other helpful files for viewing
information related to Login and Background items.

This completes this section.
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Section 4: Identifying Applications Using Login and Background Iltems

In this section we will discuss ways to identify applications that are using Login and Background
items. To follow along with this section you will need the following:
¢ A Mac running macOS 13.0 or later enrolled in your Jamf Pro server version 10.42 or later.
e Administrative credentials on the Mac.

It's important to be aware of any items that use helper applications and executables that are
deployed and registered with the SMAppService framework. There are command line tools that can
assist with gathering pertinent information about Login and Background items.

Here are a list of helpful tools:
e Terminal
e Console
e attributions.plist

1. Open Terminal in /Applications/Utilities.

Terminal

2. There are helpful Terminal commands to gather information on login and background items.

A. sudo sfltool dumpbtm - Prints the current status of login and background items, including
loaded servicemanagement payload UUIDs.

[ 2O N J [ keith — -zsh — 145x52

Last login: Thu Oct 20 12:31:55 on ttys@el
keith@keiths-Air ~ % sudo sfltool dumpbtm
Password:

Records for UID -2 FFFFEEEE-DDDD-CCCC-BBBB-AAAAFFFFFFFE

ServiceManagement migrated: true
SharedFilelist migrated: false

Items:
#1:
UUID: CD5C170A-3981-4DEA-8961-7668CDECBYFD
Name: Jamf Self Service
Developer Name: Jamf Self Service

Type:

managed curated developer (@xa802e)

Disposition: [disabled, allowed, visible, not notified] (2)
Identifier: Jamf Self Service
URL: (null)
Generation: @
Embedded Item Identifiers:
#1: com.jamfsoftware.task.Every 15 Minutes

#2:
UUID: B8BEF@CE5-864A-4F58-ABDD-3B54231B1802
Name: Jamf.app
Developer Name: Jamf Self Service
Team Identifier: 483DWKW443
Type: managed curated legacy daemon (@8xb0e1@)
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.jamf.management.daemon
URL: file:///Library/LaunchDaemons/com.jamf.management.daemon.plist
Executable Path: /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfDaemon.app/Contents/Mac0S/JamfDaemon
Generation: 2
Assoc. Bundle IDs: [com.jamfsoftware.selfservice.mac ]
Parent Identifier: Jamf Self Service

#3:
UUID: D887@C32-QEEF-475E-8972-20C2DD1CICAA
Name: jamf
Developer Name: Jamf Self Service
Team Identifier: 483DWKW443
Type: managed curated legacy daemon (@xb@e1@)
Disposition: [enabled, allowed, visible, notified] (11)
Identifier: com.jamfsoftware.task.Every 15 Minutes
URL: file:///Library/LaunchDaemons/com.jamfsoftware.task.1.plist
Executable Path: /usr/local/jamf/bin/jamf
Generation: 2
Assoc. Bundle IDs: [com.jamfsoftware.selfservice.mac ]
Parent Identifier: Jamf Self Service
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B. sudo sfltool resetbtm - Resets login and background item data. This is useful when testing
managed background items. A reboot is recommended when running this command. The
pictures below show their Login and Background items before and after the sudo sfltool
resetbtm command was ran.

[ JON ) < Login Items
Q Search Open at Login

These items will open automatically when you log in.
3 Focus

Item Kind
Screen Time

© Dropbox Application
@ Appearance

+ | =

Accessibility
a Copticliceniey Allow in the Background

- 5 Applications add background items to perform tasks when the application isn't
° Siri & Spotlight open, such as checking for software updates or syncing data. Turning off a
m YAy Elsecurity background item may prevent these tasks from being completed.

e Dropbox [ @)

1item

Desktop & Dock

a Displays

~y Jamf Self Service O
\i:) Wallpaper @ This item is managed by your organization.
4| Screen Saver
o a Zoom [ @)
Batter 1item: 1 item affects all users
O eattery Before
eoe@ < Login ltems
Q Search Open at Login
These items will open automatically when you log in.
3 Focus
Item Kind
Screen Time
@ Appearance
ne
Accessibility
Control Center ?
& After

You can also stream the logs and get real time log information using the following command:

log stream --debug --info --predicate "subsystem = 'com.apple.

backgroundtaskmanagement'and category = 'mcx

[ XN ) keith — log stream --debug --info --predicate subsystem = 'com.apple. 'and category = 'mcx' — 145x52
keith@keiths-Air ~ % log stream --debug —-info --predicate "subsystem = 'com.apple.backgroundtaskmanagement'and category = 'mcx'"
Filtering the log data using "subsystem == "com.apple.backgroundtaskmanagement" AND category == "mcx""

3. Open Console in /Applications/Utilities.

WARNIN

Y 7:36

Console
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4. You can monitor Login and background item management activity using the Console application
by searching on the following:
e subsystem:backgroundtaskmanagement
® category:mcx
In the search field enter backgroundtaskmanagement then press the return key. Click the filter
menu and select Subsystem from the list.

[ JON ]

Devices

2 keith's MacBook Air
Reports

/\ Crash Reports

@ Spin Reports

[E) Log Reports

% Diagnostic Reports
il Mac Analytics Data

[ system.log

Console ® S ® U ' Q. ANY v backgroundtaskmanag... | l
0 messages
Start UL v Any
D All Messages Errors and Faults Date & Time Save
Process

Process Path
PID

Library
Library Path
Thread ID
Message
Message Type

Subsystem

ategory
Activity ID

No Messages

Streaming log messages will impact system performance.

® Start streaming

v Contains
Does Not Contain
Equals
Does Not Equal

5. In the search field after the word backgroundtaskmanagement enter mex then press the Return key.

[ BN J
Devices

2 keith's MacBook Air

Console ®

i) [c UBSYSTEM v backgroundtaskmanag... mcx{]
0 messages

Start

[ AllMessages Errors and Faults Save

6. Click the filter menu and select Catergory from the list.

Devices

[ keith's MacBook Air
Reports

/\ Crash Reports

@ Spin Reports

B Log Reports

9% Diagnostic Reports
il Mac Analytics Data

[ system.log

Console ®
0 messages

[ Q UBSYSTEM v backgroundtaskmanag... L -
Start > v Any

Date & Time
Process

@ Al Messages Errors and Faults
Process Path
PID

Library
Library Path
Thread ID
Message
Message Type
Message ID

Category
—_—
AL

No Messages

Streaming log messages will impact system performance.

@ Start streaming

7. You can save this search for future use by clicking Save.

( Q | SUBSYSTEM v~ backgroundtaskmanag... C.]

Save
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8. Save the search as Background Task Management.
9. Click Save.

Save Search As: |Background Task Managemen’d |

Canco

10. The item shows up in the Saved Search bar. The next time you need to perform this search, just
click on it.

© ® Console ® Q_ SUBSYSTEM v backgroundtaskmanag... C.

0 messages
t Start

Devices [ AllMessages Errors and Faults| Background Task Management

I3 keith's MacBook Air

11. macOS 13.0 includes a file named attributions.plist which contains a listing of helper
applications and executables used by a specific application. This will help you identify what
applications and executable files show up in a users login items at startup. The file contains a
myriad of information like Teamldentifier, Bundleldentifiers, and Program Arguments. The file is
located at the path below.

/System/Library/PrivateFrameworks/BackgroundTaskManagement.framework/Versions/A/
Resources/attributions.plist

YY) :;it:;i:utions.plist - w Binary s e
Add Duplicate Delete PLIST Format Sort  Find

Key ~  Type Value

£ NI YUy G uas o Uicavniary v

v com.jamf.management.agent Dictionary C 4items

Attribution String £ Jamf Self Service
Teamldentifier String £ 483DWKW443
v ProgramArguments Array <
String C Jusr/local/jamf/bin/jamf
String C userLoginNotification
v AssociatedBundleldentifiers Array o]

String ¢ com.jamfsoftware.selfservice.mac

> com.jamf.management.daemon Dictionary o]

> com.jamfsoftware.startupltem Dictionary <

> com.jamfsoftware.task.checkForTasks Dictionary <

> com.jamfsoftware.task.Every 15 Minutes Dictionary ol

> com.jamfsoftware.task.Every 60 Minutes Dictionary <

> com.logi.cp-dev-mgr Dictionary <

> com.logi.ghub Dictionary <

> com.logi.ghub.updater Dictionary o}
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Section 5: Managing Login and Background Item Notifications

In this section we will create a configuration profile to manage Login and Background item
Notifications as shown below.

X _

“) Background Items Added \ Login Item Added ]
“Zoom" added items that can run in the “Dropbox” will open automatically when
background. You can manage this in Login you log in. You can manage this in Login

| Items Settings. ] Items Settings. )

[ Managed Login Items Added Background Items Added
Your organization added items that can run “Dropbox” added items that can run in the
in the background. You can view these in @ background. You can manage this in Login
{ Login Items Settings. Items Settings. )

To follow along with this section you will need the following:

¢ A Mac running macOS 13.0 or later enrolled in your Jamf Pro server version 10.42 or later.

e Administrative credentials on your Jamf Pro Server.
NOTE: This section is optional. If you have a need for your users to see these notifications you can
skip this section.

1. Log in to your Jamf Pro server with administrative credentials.

Zjamf PRO

USERNAME

PASSWORD

2. Click Computers
3. Click Configuration Profiles.
4. Click New.

jamf

2 g Computers

Computers | Devices Configuration Profiles |
Pol v Q 1-320f 32 + New ) Upload = B8
olicies
3 &, Configuration Profiles
NAME LOGS COMPLETED PENDING FAILED SCOPE

Restricted Software

30



Manage Background Tasks with Jamf Pro

4. Enter the following:
A. Name: Managed Login and Background Item Notifications
B. Category: Select a category of your choosing. This guide will use Managed Items.

Computers : Configuration Profiles

< New macOS Configuration Profile

Options Scope

&, General General

Name Display name of the profile

p Passcode Managed Login and Background Item Notifications 0—}_ A
Not configured

Description  Brief explanation of the content or purpose of the profile

~ Network
®  Not configured
\'El VPN
Not configured Category Category to add the profile to
Managed Items v B
@ DNS Settings
'8 Not configured Level Level at which to apply the profile

Computer Level v

F DNS Proxy
Not configured Distribution Method Method to use for distributing the profile
9
Install Automatically v
9 Content Caching
Not configured Redistribute Profile After Amount of time after which to redistribute the profile
Never 4
Certificate
Not configured ®
Cancel Save
5. Click the Notifications Payload
6. Click Add.
Computers : Configuration Profiles
< New macOS Configuration Profile
Options Scope
® Login Window
N figured i :
pdle Notifications S—— 4 Add 6

Use the switch to enable the setting configuration (macOS 1015 or later)

=) Dock

Not configured

Ii \ Mobility
1 Not configured

Q Notifications
Not configured

Printin
=] ]

Not configured

Parental Controls
Not configured

& Security and Privacy &
Not configured
Privacy Preferences Policy
©  control
Not configured ®

Cancel Save
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7. Enter the following:
A. App Name: Managed Login and Background Items
B. Bundle ID: com.apple.btmnotificationagent
C. Turn on Critical Alerts
D. Click Disable
E. Turn on Notiifications:
F. Click Disable
G. Click Scope

Computers : Configuration Profiles

< New macOS Configuration Profile

G e

= Login Window
Not configured Notifications

Remove all -+ Add
1 payload configured
[ Dock
Not configured .
M d Login and Background Items  Bundie ID: com.apple btmnotificationagent X A
Settings configured: 2
I Mobility
1 Not configured A
App Name I Bundle ID
a Notifications I Managed Login and Background Items I I com.apple.btmnotificationagent I B
1payload configured ' | — |
Settings Include

Printin
S g

Not configured Critical Alerts Disable D— C
[

Critical Alerts can ignore Do Not Disturb and ringer settings for this app

Parental Controls

Not configured
e Notifications Disable @ —E
[1

Allow notifications to be displayed for this app

& Security and Privacy ¥
Reteentghes Banner alert type
Banner alerts appear in the upper-right corner. Temporary banners clear automatically and persistent banners.
. require the end user to take action before clearing.
Privacy Preferences Policy
@ Control -
Not configured @ =
Cancel Save
8. Scope to your needs.
9. Click Save.
Computers : Configuration Profiles
< Managed Login and Background Item Notifications
Options Scope
Targets Limitations Exclusions
Target Computers Target Users
Computers to assign the profile to Users to distribute the profile to
Specific Computers - Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
keith’s MacBook Air Computer Remove
® =
Cancel Save

10. To make scoping configuration profiles for Login and Background items easier, In Jamf Pro
version 10.42 or later, create a Smart Computer Group with a Profile Identifier of com.jamf.
servicemanagement.backgroundapps and scope both your Managed Login ltems and
Notifications payloads to that Smart Computer Group. This will allow you to deploy the
configuration profiles only to Mac running macOS 13.0.

This completes this guide.
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