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What'’s the Difference between a personal Apple ID and a Managed Apple ID?

A user can have two types of Apple IDs: a Managed Apple ID and a personal Apple ID. A Managed Apple ID is owned
and managed by an organization. This provides access to iCloud for collaboration with iWork and backup for iPhone
and iPad devices. Apple Business Manager makes it easy for organizations to create and manage these accounts at
scale. A personal Apple ID is used to access personal data such as Photos, iMessages, and other personal iCloud data
when signed in to a personal device.

If a user with a Managed Apple ID forgets their password, the user must contact any user with the role of Administrator
or People Manager to reset the password. A personal Apple ID has to go through Apple’s process of resetting the
password.

Can Managed Apple IDs work with Google Workspace or Microsoft Azure Active Directory?

Yes they can! In Apple Business Manager, You will need to use federated authentication to link Google Workspace or
Microsoft Azure Active Directory (Azure AD) with Apple Business Manager. After setup, your users can leverage their
Google Workspace or Azure AD user names (User Principal Name) and passwords as Managed Apple IDs. Users can
then use those credentials to sign in to their assigned iPhone, iPad, or Mac and even to iCloud on the web.

The minimum requirements for:
® Google Workspace: iOS 15.5, iPadOS 15.5, MacOS 12.4
® Microsoft Azure Active Directory: iOS 11.3, iPadOS 13.1, MacOS 10.13.4

What happens if a user is using a personal Apple ID with our domain name?

When you configure federated authentication, Apple Business Manager checks whether your domain name is already
part of any existing Apple IDs:

Personal Apple IDs: If someone else is using an Apple ID that contains the domain you want to use, that Apple ID user
name can be reclaimed from the user so you can use it.

Managed Apple IDs: If a different organization has Managed Apple IDs in the domain that you want to use, Apple will
investigate who owns the domain and notify you when the investigation is complete. If more than one organization has
a valid claim to the domain, no organization can federate it.

In this guide, from the users perspective, we will show
® How to resolve an Apple ID for Your Domain

¢ \What the user will see when signing into a Managed Apple ID on a Mac
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Section 1: Resolve a conflicting Apple ID

After a domain is successfully verified and federated, Apple searches through all existing Apple IDs to
find one that uses that specific domain name. If one is found, Apple Business Manager lets you notify
that person and any device connected to their iCloud account to update their personal Apple ID so
you can use it for your organization. The user or organization will need to update their username but
they do not need to change their password. All of their data and purchases will remain as well.

Apple will identify users whose personal Apple ID contains the domain name you've registered.
Those users receive an email and a notification telling them they must rename their personal Apple
ID. If they've not renamed their personal Apple ID yet, they keep receiving notifications and emails,
with one final mail message at 60 days. After 60 days, the user’s personal Apple ID is automatically
renamed to a temporary user name, and the original user name is released and claimed by your
organization.

The Apple ID changes to a temporary username that includes @temporary.appleid.com. For example,
john@example.edu changes to john-example.edu@temporary.appleid.com. To update the Apple ID
after the requested time period, sign in with the temporary Apple ID username.

1. When Apple finds a conflicting Apple ID, the user will get an email.

Apple £ Inbox - 0365 Test Account  1:27 PM
Update Apple ID
To: Craig Cohen

Update Apple ID

Dear Craig Cohen,

InstructUs Training Group LLC has claimed "®@hcstechgroup.com". Starting
February 18, 2023, you will no longer be able to use
"ccohen@hcstechgroup.com" as the email address for your Apple ID.

Choose a different email address to continue using this Apple ID. Your data and
purchases will not be affected by this change. Update your Apple ID at
appleid.apple.com or on any of your macOS or iOS devices where you are signed
in to iCloud.

Learn more

Apple Support

Apple ID | Support | Privacy Policy
Copyright (c) 2022 Apple Inc. One Apple Park Way, Cupertino, CA 95014, United States All rights reserved.

2. In a web browser, go to https://appleid.apple.com
3. Log in with the conflicting Apple ID.

Apple ID Sonn CresteYourAppleld | FAQ

Apple ID

Manage your Apple account

ccohen@hcestechgroup.com O]

Remember me

Forgot Apple ID or password? 2
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4. The user will get a message that they need to update their Apple ID. Enter an email address.
NOTE: The user will need to enter an Apple ID that has access to email.

5. Click Continue.

Apple ID Signin  Create Your AppleID  FAQ

Apple ID Update Required

InstructUs Training Group LLC has claimed "@hcstechgroup.com".
Starting February 18, 2023, you will no longer be able to use
"ccohen@hcstechgroup.com" as your Apple ID. Enter a new email
address to use as your Apple ID.

Emal adress ]
craig@myjamf.com| J 4

Don't have an email address?
Create an iCloud email at iCloud.com

=1 5

More ways to shop: Find an Apple Store or other retailer near you. Or call 1-800-MY-APPLE,
Copyright © 2022 Apple Inc. Allrights reserved.  Privacy Policy | Terms of Use | Sales and Refunds | Legal | Site Map United States

6. An email will be sent to the new Apple ID with a verification code.

Apple B Inbox - iCloud ~ 2:23 PM
Verify your email address.

To: craig@myjamf.com,

Reply-To: noreply@apple.com

Verify your email address.

You recently selected craig@myjamf.com as your new Apple ID. To verify this
email address belongs to you, enter the code below on the email verification
page:

842103

Why you received this email.
Apple requires verification whenever an email address is selected for your
Apple ID. Your email cannot be used until you verify it.

If you did not make this change or you believe an unauthorized person has
accessed your account, you should change your password as soon as possible
from your Apple ID account page at https://appleid.apple.com.

Apple Support

Apple ID | Support | Privacy Policy
Copyright © 2022 One Apple Park Way, Cupertino, CA 95014, United States All rights reserved.
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7. Enter the verification code and click Continue.
8. Confirm the Apple ID has been updated.
9. Click OK.

iPhone

Apple ID Signin  Create Your Apple 1D FAQ

Your Apple ID has been updated.

©

From now on, sign into your account with
craig@myjamf.com

More ways to shop: Find an Apple Store or other retailer near you. Or call 1-800-MY-APPLE.

Copyright © 2022 Apple Inc. All rights reserved.  Privacy Policy | Terms of Use | Sales and Refunds | Legal | Site Map United States

10. Confirm you can access your account with the new Apple ID.

Apple 1D

Sign-In and Security

Manage settings related to signing in to your account, account security, as well as how to recover
your data when you're having trouble signing in.

Craig Cohen

craig@myjamf.com
Apple ID & Password (=)
craig@myjamt.com Last updated December 19, 2022

Sign-In and Security

Personal Information

Payment Methods

Family Sharing Account Security ® App-Specific Passwords >

Devices Two-factor authentication View details

) 1trusted phone number
Privacy
(S support PIN

More ways to shop: Find an Apple Store or other retailer near you. O call 1-800-MY-APPLE,
Copyright © 2022 Apple Inc. Al rights reserved.  Privacy Policy | Terms of Use | Sales and Refunds | Legal | Site Map United States
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Section 2: Log in with Managed Apple ID - macOS

After an Apple ID has been federated or reclaimed, the user may log in to their Macs with their
Apple ID using their account credentials.

1. On a Mac, open System Settings.

2. Click Sign in.
3. Enter the Managed Apple ID.
4. Click Next.

[ NON ) Signin
Q Search
Sign in
2 — with your Apple ID
B wi-Fi
Bluetooth
Network

3 otiications One account for everything Apple.

) d :
e Your Apple ID lets you access your music, photos, contacts, calendars,
Focus and more on your devices, automatically.

8 Screen Time

Apple ID ccohen@h hgroup.cor : 3

@ General
@ oo 4

Accessibility This Mac will be associated with your Apple ID and data such as photos, contacts, and

T T e S P T ooy

5. Confirm the Apple ID you are signing into is owned and managed by the company.
6. Click Continue.

[ XON ] Signin
Q Search
Sign in

with your Apple ID

Wi-Fi

Bluetooth
Network
g Notifications
Sound Apple ID for InstructUs Training Group LLC
Continue to https://login.microsoftonline.com to sign in to your InstructUs Training
Focus Group LLC account.
Screen Time

Cancel

E)J General
@ Appearance
Accessibility
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TECHNOLOGY GROUP

7. A web browser will launch asking you to login into a directory account. Enter the account
password.

8. Click Sign in.

EE jogin.microsoftonline.com @ — Private Browsing

B Microsoft

ccohen@hcstechgroup.com
Enter password

Forgot my password

Sign in with another account

Sign in 8

9. If the account is using multi-factor authentication, approve the login from another device.

B login.microsoftonline.com @ — Private Browsing

B Microsoft

ccohen@hcstechgroup.com

Approve sign in request

@ Open your Microsoft Authenticator app and
approve the request to sign in.

| can't use my Microsoft Authenticator app right now

More information
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TECHNOLOGY GROUP

10. Click Yes.

eoe B2 login.microsoftonline.com & — Private Browsing

B2 Microsoft
jappleseed@hcstechgroup.com
Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

Don't show this again

No

Terms of use  Privacy & cookies

11. Click Don't Merge.

Q
er
raining Group LLC
[to sign in to your InstructUs Training
. ' ‘tuun!
Do you want to merge Safari jontinue
with iCloud? |
®@ Your information on this Mac will be
uploaded and merged with the Safari
Merge

A
=)
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12. Confirm you have successfully logged in to your company's managed Apple ID.

oo < iCloud
Q Search iCloud You have 5 GB of total iCloud storage. | Manage...
@y Crela Cohen ( L)
Apple ID
Optimize Mac Storage «©
Wi-Fi The full contents of iCloud Drive will be stored on this Mac if you have
enough space. Older Documents will be stored only in iCloud when space is
Bluetooth il
Network
“ iCloud Drive On >
3 Notifications
Sound & Photos «©
Focus
@ contacts «©
Screen Time
“7 Calendars -
@ General
Appearance :  Reminders «©
Accessibility
~ Notes «©
@ Control Center
© siri & spotiight @ satari .
() Privacy & security
N News «©
Desktop & Dock
€3 isplays @ stocks «©
Wallj
EUEE @ Freeform (@)
| Screen Saver
& Battery Access iCloud Data on the Web «©
Access your mail, contacts, calendar, photos, notes, reminders, files, and
oon the web at iCloud.com and pri 1l m. Learn more...
g Lock Screen
) Touch ID & Password ?
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Addendum: Managed Apple ID restrictions

The following shows what features a Managed Apple ID can use or cannot use.

Services Supported operating system Description

Apple Pay iOS, iPadOS, macOS The user can't use Apple Pay.

Continuity macOS The user can't access the following services:
eSidecar

eMarkup

eSketch

eCamera

eUniversal Control

Enterprise services Web Accounts with the role of Staff can't use the following:
and programs e Apple Push Notification Certificate web portal
e AppleSeed for IT

¢ Global Service Exchange (GSX)

Find My i0OS, iPadOS, macOS, Web The app appears, but the user can't use it.
Home i0S, iPadOS, macOS The user can't add HomeKit devices to the Home app.
Media services i0S, iPadOS, macOS, Web The user can't access the following services:

e Apple One

e Apple Arcade

e Apple Music

e Apple Music radio
e Apple Fitness+
® Apple News+

e Apple TV+
News Publisher macOS, Web The user can't use News Publisher to manage channels
in Apple News.
Specific iCloud iOS, iPadOS, macOS, Web The user can't access the following services:
features e iCloud Mail

e iCloud Family Sharing

e iMessage (allow in iCloud)

e iCloud+ services: (Private Relay, Hide My Email,
Custom Email domain, Advanced Data Protection)

¢ iCloud Keychain (although keychain items are
saved and restored on Shared iPad devices).

Allows browsing but not purchasing, paid or free in:
® App Store
e iTunes Store
® Apple Books
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