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Preface

Managing modern Apple fleets has evolved far beyond simply pushing profiles or enforcing a
handful of payloads. As organizations grow, so does the need for a more adaptive, resilient, and
secure management framework that can enforce policy at scale while remaining flexible enough

to support real-world workflows. Declarative Device Management (DDM) represents Apple’s
answer to this evolution. When paired with managed service configuration files, Declarative Device
Management (DDM), introduces a new level of precision and predictability in controlling sensitive
system components across macOS devices.

One of the most valuable applications of this capability is the management and restriction of files
like sudoers on macOS. For years, limiting access to sudo, whether by user, group, or role, has
been a cornerstone of macOS hardening. The challenge, however, has always been enforcing these
restrictions without completely removing a user’s administrative capabilities. Many organizations
still depend on allowing users to handle everyday admin-level tasks such as installing printers,
capturing Wi-Fi settings, or running specialty applications. Declarative Device Management (DDM),
provides a modern and tamper-resistant way to accomplish this. Users can have administrative
rights where appropriate, while the system remains protected from unauthorized privilege
escalation.

This guide will focus on two key workflows: customizing sudo access by modifying the sudoers

file, and enabling Touch ID authentication for sudo through a Pluggable Authentication Module
(PAM) file. Together, these configurations demonstrate how Declarative Device Management
(DDM) can enforce privilege controls in a consistent, tamper-resistant way across your macOS fleet.
Apple has expanded this managed-service architecture to cover several core system components.
Beginning with macOS 14, the following built-in services automatically check for managed service
configuration files, which, when present, override the standard local configuration on the device:

¢ sudo

¢ sshd

e PAM

e CUPS

® Apache

e zsh (/private/etc/zprofile)
® bash (/private/etc/profile)

This shift represents a meaningful step in Apple’s long-term strategy: reducing reliance on
traditional one-way MDM commands and empowering devices to remain in a consistent, compliant
state even when intermittent or offline. If you want to better understand the foundational concepts
behind this architecture, Apple outlines the entire model in their Platform Deployment guide:

https://support.apple.com/quide/deployment/service-configuration-files-declarative-
depdac2c8d89/1/web/1.0

The following tools and prerequisites are essential for completing the sections outlined in this
guide:

Requirements:

e A Jamf Pro server with version 11.23 or later.

¢ Two non-production Mac computers with macOS Sonoma 14.0 or later. Touch ID enabled
with two macOS administrator accounts, and enrolled in your Jamf Pro server. One Mac
computer will be used to follow along with the steps in this guide, the other will be used to
test our work.

¢ A GitHub repository hosting publicly available files. Content must be accessible over HTTPS
and no authentication or token required for access. A web server can be used instead of
using GitHub to store the files publicly. This guide will NOT cover setting up a web server.

¢ A device management service that supports managed service configuration files. In Jamf
Pro, these appear as Service Configuration Files within Blueprints

¢ Working knowledge of the Terminal and the zsh command-line environment.


https://support.apple.com/guide/deployment/service-configuration-files-declarative-depdac2c8d89/1/web/1.0
https://support.apple.com/guide/deployment/service-configuration-files-declarative-depdac2c8d89/1/web/1.0

This guide will use the following two macOS administrator accounts with Touch ID enabled for both

accounts:

Full Name: John Appleseed
Account Name: jappleseed
Password: Apple321!

Full Name: Corby Slice
Account Name: cslice
Password: Apple321!

[ XN ) < Users & Groups
Q Search @ John Appleseed
Appearance Admin
(=) Menu Bar 5, Corby Slice
Admin
Desktop & Dock
a Displays @ Guest User
-« Ooff
Y spotiight
Add Group...
| Wallpaper
g Notifications Automatically log in as
L) Sound

Network account server

Focus

Add User...

Off

<

Edit...

Optional: Consider making a Static Computer Group in Jamf Pro named “Proof of Concept Static
Group” and add a non-production Mac for testing the workflow we create in this guide. This guide
will use a pre-configured Proof of Concept Static Group and add our non-production test Mac

computer to it so we can test our workflow in the last section of this guide.




Section 1: Configure sudo Access and Touch ID for sudo Authentication

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:

Requirements for following along with this section:
® A non production Mac computer with macOS 14 or later with Touch ID Enabled.
¢ A working knowledge of the Terminal and the zsh command-line environment.

In this section, we will walk through two critical privilege-management workflows that strengthen
macOS security while maintaining a streamlined user experience. This guide will use jappleseed
and cslice as the macOS administrator accounts as discussed in the preface of this guide.

First, we will customize the sudoers configuration so that only a single designated local account is
permitted to run the sudo command. We will remove sudo privileges from all other users, including
those in the traditional admin group. By the end of this process, you will have a properly structured
and deployable sudoers file, ready to be enforced through managed service configuration files to
ensure consistent, hardened privilege controls across your macOS environment.

Next, we will create a Pluggable Authentication Module (PAM) configuration to enable Touch

ID authentication for sudo in the Terminal. With macOS Sonoma, Apple introduced a native

and repeatable method for using Touch ID to authorize sudo commands replacing older script-
based approaches that were difficult to maintain and often required re-deployment after macOS
updates were applied. With Declarative Device Management (DDM) and Jamf Pro Blueprints, this
functionality can now be deployed reliably and automatically. When used together, these workflows
provide a robust and secure model for controlling elevated privileges on macOS devices using
Declarative Device Management (DDM) and Apple’s modern managed-service framework.

Configure sudo access:
1. Open the /Applications/Utilities folder.

2. Open Terminal.

Terminal

3. Make a backup of your existing sudoers file. Adjust the date at the end of the command to
today’s date. Enter the following command and press Return:

sudo cp /etc/sudoers /etc/sudoers bak <Today’s Date>

[ ) @ 0l jappleseed — -zsh — 80x24

Last login: Wed Nov 26 10:07:37 on ttys@0@
[jappleseed®Johns-MacBook-Air ~ % sudo cp /etc/sudoers /etc/sudoers_bak_112625l
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4. Enter the administrator’s password.

@® © @ [ jappleseed — sudo — 80x24

Last login: Wed Nov 26 18:07:37 on ttyseee
jappleseed@Johns-MacBook-Air ~ % sudo cp /etc/sudoers /etc/sudoers_bak_112625
Password:

5. Enter the following command and press Return:
ls -1 /private/etc

6. Confirm the file “sudoers_bak_<Today's Date>" has been created.

@ © @ [ jappleseed — -zsh — 80x24

1rwxr-xr-x 1 root wheel 22 Oct 28 20:21 resolv.conf -> ../var/run/resolv
.conf
—TW-r—-r-— root wheel @ Oct 28 20:21 rmtab
—IW-I— root wheel 1735 Oct 28 20:21 rpc
—TW-I— root wheel 891 Oct 28 20:21 rtadvd.conf
drwxr-; root wheel 224 Oct 28 20:21 security
—IW-I— root wheel 678268 Oct 28 20:21 services
—TW-r—-r-— root wheel 189 Oct 28 20:21 shells
drwxr-xr-x root wheel 128 Oct 28 20:21 snmp
drwxr-xr-x root wheel 288 Oct 28 20:21 ssh
drwxr-xr-x root wheel 192 Oct 28 20:21 ssl

- root wheel 257 Oct 28 20:21 sudo_lecture

root wheel 1709 Oct 28 20:21 sudoers
root wheel 1709 Nov 26 10:10 sudoers_bak_112625 - ie——

root wheel 64 Oct 28 20:21 sudoers.d
root wheel 96 Oct 28 20:21 syslog.conf
root wheel 1316 Oct 28 20:21 ttys
drwxr-xr-x root wheel 160 Oct 28 20:21 uucp
drwxr-xr-x root wheel 192 Oct 28 20:21 wfs
root wheel 0 Oct 28 20:21 xtab
root wheel 304 Oct 28 20:21 zprofile

root wheel 3191 Oct 28 20:21 zshrc
root wheel 9335 Oct 28 28:21 zshrc_Apple_Terminal

PRERPOORPENRRERREROOVORRPENRRR

—IW-I—-r-—
jappleseed@Johns-MacBook-Air ~ % [
\

7. The sudoers file must be edited with the visudo command. Enter the following command and
press Return:
sudo visudo /etc/sudoers

@ © @ [ jappleseed — -zsh — 80x24

jappleseed@Iohns-MacBook-Air ~ % sudo visudo /etc/sudoersf]

Section 1 Page 6



8. Enter the

administrator's password.

Password:

jappleseed — sudo — 80x24

|jappleseed@Johns-MacBook-Air ~ % sudo visudo /etc/sudoers

9. Scroll down to the section that says “#root and users in the group wheel can run anything on any

machine as any user”

eoe
# Host alias
##

# Host_Alias
# Host_Alias
# Host_Alias
# Host_Alias

##
# Cmnd alias
##
# Cmnd_Alias
##

#H

jappleseed — sudo » vim — 80x24
specification

CUNETS 128.138.0.0/255.255.0.0
CSNETS 128.138.243.0, 128.138.204.0/24, 128.138.242.0
SERVERS = master, mail, www, ns
CDROM = orion, perseus, hercules

specification

PAGERS = /usr/bin/more, /usr/bin/pg, /usr/bin/less

# User specification

root
%admin

# root and users in group wheel can run anything on any machine as any user

ALL
ALL

(ALL) ALL
(ALL) ALL

## Read drop-in files from /private/etc/sudoers.d
## (the '#' here does not indicate a comment)
#includedir /private/etc/sudoers.d

10.Move your mouse cursor to the line beginning with %admin.

# Host alias
##

# Host_Alias
# Host_Alias
# Host_Alias
# Host_Alias

##
# Cmnd alias
##
# Cmnd_Alias
##
##

root
Badmin

jappleseed — sudo » vim — 80x24
specification

CUNETS = 128.138.0.0/255.255.0.0
CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0
SERVERS = master, mail, www, ns
CDROM = orion, perseus, hercules

specification

PAGERS = /usr/bin/more, /ust/bin/pg, /usr/bin/less

# User specification

# root and users in group wheel can run anything on any machine as any user
AL

L = (ALL) ALL
ALL = (ALL) ALL

## Read drop-in files from /private/etc/sudoers.d
## (the '#' here does not indicate a comment)
#includedir /private/etc/sudoers.d
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11.Enter the following to delete the line:
dd

@® © @ [ jappleseed — sudo » vim — 80x24

# Host alias specification

##

# Host_Alias  CUNETS = 128.138.0.0/255.255.0.0

# Host_Alias  CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0
# Host_Alias  SERVERS = master, mail, www, ns

# Host_Alias CDROM = orion, perseus, hercules

##
# Cmnd alias specification
##

# Cmnd_Alias PAGERS = /usr/bin/more, /usr/bin/pg, /usr/bin/less

##
# User specification
##

Confirm # root and users in group wheel can run anything on any machine as any user
. t ALL = (ALL) ALL

the line ) i°°

has been ## Read drop-in files from /private/etc/sudoers.d

deleted ## (the '#' here does not indicate a comment)

#includedir /private/etc/sudoers.d

12.Enter a lowercase (i) to enter insert mode:

1
Confirm — INSERT - at the bottom of the Terminal window.

® ([ J jappleseed — sudo » vim — 80x24

# Host alias specification

##

# Host_Alias  CUNETS = 128.138.0.0/255.255.0.0

# Host_Alias  CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0
# Host_Alias  SERVERS = master, mail, www, ns

# Host_Alias  CDROM = orion, perseus, hercules

##
# Cmnd alias specification

#t
# Cmnd_Alias  PAGERS = /usr/bin/more, /usr/bin/pg, /usr/bin/less
##

# User specification

#

# root and users in group wheel can run anything on any machine as any user
root ALL = (ALL) ALL

## Read drop-in files from /private/etc/sudoers.d

## (the '#' here does not indicate a comment)
#includedir /private/etc/sudoers.d

— - INsERT —

13.In this guide, we are only allowing the jappleseed user to use sudo. Enter the following
and press Return:
jappleseed ALL = (ALL) ALL

® © @ [ jappleseed — sudo » vim — 80x24

# Host alias specification

#t

# Host_Alias  CUNETS = 128.138.0.0/255.255.0.0

# Host_Alias CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0
# Host_Alias  SERVERS = master, mail, www, ns

# Host_Alias  CDROM = orion, perseus, hercules

##
# Cmnd alias specification
##

# Cmnd_Alias PAGERS = /usr/bin/more, /usr/bin/pg, /usr/bin/less

##
# User specification
##

# root and users in group wheel can run anything on any machine as any user
root ALL (ALL) ALL
| japPleseed ALL = (ALL) ALL

## Read drop-in files from /private/etc/sudoers.d
## (the '#' here does not indicate a comment)
#includedir /private/etc/sudoers.d

== INSERT --
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14.Press the escape key to exit insert mode.

@® © @ [ jappleseed — sudo » vim — 80x24

# Host alias specification

##

# Host_Alias CUNETS 128.138.0.0/255.255.0.0

# Host_Alias  CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0
# Host_Alias  SERVERS = master, mail, www, ns

# Host_Alias  CDROM = orion, perseus, hercules

##
# Cmnd alias specification
##

# Cmnd_Alias PAGERS = /usr/bin/more, /usr/bin/pg, /usr/bin/less

##
# User specification
##

# root and users in group wheel can run anything on any machine as any user
root ALL = (ALL) ALL

jappleseed ALL = (ALL) ALL
## Read drop-in files from /private/etc/sudoers.d
## (the '#' here does not indicate a comment)
#includedir /private/etc/sudoers.d

15.Enter the following:
:wq

[ ) [ ) jappleseed — sudo » vim — 80x24
# Host alias specification

##

# Host_Alias  CUNETS = 128.138.0.0/255.255.0.0

# Host_Alias  CSNETS = 128.138.243.0, 128.138.204.0/24, 128.138.242.0
# Host_Alias  SERVERS = master, mail, www, ns

# Host_Alias  CDROM = orion, perseus, hercules

##

# Cmnd alias specification

##

# Cmnd_Alias  PAGERS = /usr/bin/more, /usr/bin/pg, /usr/bin/less

##

# User specification

##

# root and users in group wheel can run anything on any machine as any user
root ALL = (ALL) ALL

jappleseed ALL = (ALL) ALL

## Read drop-in files from /private/etc/sudoers.d
## (the '#' here does not indicate a comment)
#includedir /private/etc/sudoers.d

swal

—_—

16.Press Return to write the change and exit visudo.

[ ] @ (3 jappleseed — -zsh — 80x24

|jappleseed@Johns-MacBook-Air ~ % sudo visudo /etc/sudoers
Password:
jappleseed@Johns-MacBook-Air ~ % [
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Enable TouchID for sudo authentication

17.Make a copy of the PAM file named sudo_local.template and name it sudo_local. Enter the
following command and press Return:
sudo cp /etc/pam.d/sudo local.template /etc/pam.d/sudo local

@ © @ [ jappleseed —-zsh— 80x24

Last login: Wed Nov 26 18:13:31 on ttyseel
[jappleseed@Johns-MacBook-Air ~ % sudo cp /etc/pam.d/sudo_local.template /etc/pam]
.d/sudo_localll

18.Enter your administrator password and press Return.

® © @ | jappleseed — sudo — 80x24

Last login: Wed Nov 26 18:13:31 on ttyseel

[jappleseed@Johns-MacBook-Air ~ % sudo cp /etc/pam.d/sudo_local.template /etc/paml
.d/sudo_local

Password:

19.If a window appears asking you to allow Terminal to administer your Mac computer, click Allow.

Section 1 Page 10



TECHNOLOGY GROUP

20.Enter the following and press Return:
ls /private/etc/pam.d

Confirm the sudo_local file was created.

[ ] @ [ jappleseed — -zsh — 80x24

jappleseed@lohns-MacBook-Air ~ % ls /private/etc/pam.d

authorization login.term screensaver_new_ctk

authorization_aks other screensaver_new_la

authorization_ctk passwd smbd

authorization_la screensaver sshd

authorization_lacont  screensaver_aks su

checkpw screensaver_ctk sudo

chkpasswd screensaver_la 5UA0_10C ] < —
cups screensaver_new sudo_local.template

login screensaver_new_aks

jappleseed@Johns-MacBook-Air ~ % [

21.Run the following command to open the sudo_local file. Enter your administrator password if
prompted.

sudo nano /etc/pam.d/sudo local

NOTE: nano is a command line text editor.

@® © @ @ jappleseed — -zsh — 80x24

jappleseed@Johns-MacBook-Air ~ % sudo nano /etc/pam.d/sudo_locall]

22.Using your arrow keys, navigate to the #auth line.

® [ ] jappleseed — sudo » pico — 80x24
UW PICO 5.09 File: /etc/pam.d/sudo_local
# sudo_local: local config file which survives system update and is included fo$

# uncomment following line to enable Touch ID for sudo
—p Hauth sufficient pam_tid.so

K& Get Help Q) writeout [ Read File @ Prev Pg g Cut Text Q& Cur Pos
R Exit W Justify Wy Where is @Y Next Pg WY UnCut Textigl To Spell
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23.Delete the octothorp (#) at the beginning of #auth. This will uncomment the line so Touch ID can
be enabled.

® [ ] jappleseed — sudo » pico — 80x24

PICO 5.09 File: /etc/pam.d/sudo_local Modified
# sudo_local: local config file which survives system update and is included fo$
# uncomment following line to enable Touch ID for sudo

— BUth sufficient pam_tid.so

Rg Get Help [ writeout Read File [Xf Prev Pg [@ Cut Text [§§ Cur Pos
B Exit W Justify Where is [ Next Pg WY UnCut Textilll To Spell

24.Press Control () and X keys.

25.Enter Y to save the changes

[ N ) jappleseed — sudo » pico — 80x24

PICO 5.09 File: /etc/pam.d/sudo_local Modified
# sudo_local: local config file which survives system update and is included fo$
# uncomment following line to enable Touch ID for sudo

auth sufficient pam_tid.so

[Save modified buffer (ANSWERING "No" WILL DESTROY CHANGES) ?
Yes
Cancel N No

26.Press the Return key

® [ ] jappleseed — sudo » pico — 80x24
UW PICO 5.09 File: /etc/pam.d/sudo_local Modified

# sudo_local: local config file which survives system update and is included fo$
# uncomment following line to enable Touch ID for sudo
auth sufficient pam_tid.so

File Name to write : /etc/pam.d/sudo_locall
Hg Get Help QM To Files
¥ Cancel LY Complete
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27.If presented with the message below, click Allow.

gg (%
“Terminal” would like to
administer your computer.
Administration can include

modifying passwords,
networking, and system settings.

28.Let’s test our work. If necessary, log in as John Appleseed.

l m John Appleseed

29.Run the following command:
sudo jamf recon

[ ] @ 3 jappleseed — -zsh — 80x24

Last login: Mon Dec 8 16:84:16 on console
jappleseed®Johns-Macbook-Air ~ % sudo jamf reconf]

30.You will be prompted to use Touch ID or enter your password. Use Touch ID.

sudo

sudo is trying to execute a
command as administrator.

Touch ID or enter your password to
allow this.

Cancel
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31.The command executes because jappleseed is listed in the sudoers file.

([ J @ (3 jappleseed — -zsh — 88x33

Last login: Mon Dec 8 18:30:06 on ttyseel
[jappleseed@Johns-MacBook-Air ~ % sudo jamf recon

Retrieving inventory preferences from https://kmm.jamfcloud.com/...
Finding extension attributes...

Locating accounts...

Locating applications...

Locating package receipts...

Locating hard drive information...

Searching path: /System/Applications

Gathering application usage information from the JamfDaemon...
Searching path: /Applications

Locating hardware information (macOS 26.1.0)...

Submitting data to https://kmm.jamfcloud.com/...
<computer_id>238</computer_id>

jappleseed@Johns-MacBook-Air ~ % [

32.Logout out of the John Appleseed account and login as Corby Slice.

/)

Corby Slice

Eong
m John Appleseed

33.0pen Terminal located in /Applications/Utilities.

>

Terminal

34.Run the following command:
sudo jamf recon

o @ 0[5 cslice — -zsh — 80x24

Last login: Mon Dec 8 16:59:39 on console
cslice@Johns—Macbook-Air ~ % sudo jamf reconf]
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sudo is trying to execute a
command as administrator.

Touch ID or enter your password to
allow this.

Cancel

36.The command will fail because the user cslice is not in the sudoers file. This is the expected
result.

——
® © @ [ cslice—-zsh—80x24

Last login: Mon Dec 8 16:59:45 on ttys000
[cslice@Johns-Macbook-Air ~ % sudo jamf recon

cslice is not in the sudoers file.

This incident has been reported to the administrator.
cslice@Johns-Macbook-Air ~ % I

This completes this section. In the next section, we will create the sudoers configuration and the
sudo_local configuration zip files so they are ready for deployment.
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Section 2- Package Configuration Files and Prepare Them for Deployment

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:

Requirements for following along with this section:
¢ A non production Mac computer with macOS 14 or later and administrative privileges
e A user with sudo access. This guide will use jappleseed
e A working knowledge entering commands in the Terminal using zsh

In this section, we will walk through the process of creating properly structured ZIP archives for
both your customized sudoers file and your sudo_local Pluggable Authentication Module (PAM)
configuration file. Each ZIP archive must follow Apple’s required directory structure and must be
accompanied by a corresponding SHA-256 hash. These two components, the ZIP file and its hash,
are mandatory for deploying service configuration files through Declarative Device Management
(DDM) in Jamf Pro.

Once each ZIP archive and its hash have been created, you will upload them to a publicly
accessible GitHub repository, ensuring that macOS devices can securely retrieve and apply
these configurations during deployment. By the end of this section, you will have fully prepared,
hosted, and deployment-ready packages for both privilege control and Touch ID based sudo
authentication.

1. If necessary, Open Terminal and make a directory to contain the modified sudoers file. Enter the
following command and press Return:
mkdir -p ~/Desktop/sudoers package/etc

@ © @ @& jappleseed — -zsh — 80x24

[jappleseed@Iohns-MacBook—-Air ~ % mkdir -p ~/Desktop/sudoers_package/etcl]

2. Confirm the sudoers_package folder was created on your Desktop with the etc folder inside of it.

sudoers_package
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3. Copy the modified sudoers file to the etc folder inside the sudoers_package folder on your
Desktop. Enter the following and press Return:
sudo cp /etc/sudoers ~/Desktop/sudoers package/etc

@® © @ [ jappleseed — -zsh — 80x24

Ijappleseed@Johns-MacBook-Air ~ % sudo cp /etc/sudoers ~/Desktop/sudoers_packagel
Jetcll

4. Enter the administrator’s password or Touch ID.

® () jappleseed — sudo — 80x24

Ijappleseed@Johns-MacBook-Air ~ % sudo cp /etc/sudoers ~/Desktop/sudoers_package
/ete
Password: [}

5. Open the sudoers_package folder on your Desktop. Expand the etc folder and confirm that you
see the sudoers file.

> sudoers_package

Name A~ Dat
v etc Tod|
sudoers Tod

6. Let's create the zip file that contains the sudoers file inside the etc directory, enter the following
command and press Return:

cd ~/Desktop/sudoers package && zip -r ../sudoers configuration.zip etc . && cd ..

[ ] @ 8 Desktop — -zsh — 80x24

jappleseed@Johns-MacBook-Air Desktop % cd ~/Desktop/sudoers_package && zip -r ..
/sudoers_configuration.zip etc & cd ..J|
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7. You will see the results of the command in the Terminal window.

[ ] @ 3 Desktop — -zsh — 80x24

Ijappleseed@Johns-MacBook-Air Desktop % cd ~/Desktop/sudoers_package & zip -r ..
/sudoers_configuration.zip etc & cd ..

adding: etc/ (stored @%)

adding: etc/sudoers (deflated 53%)
jappleseed@Johns-MacBook-Air Desktop % I

8. Confirm the sudoers_configuration.zip file is on your Desktop.

sudoers_configura
tion.zip

9. Create the SHA-256 hash of the sudoers_configuration.zip file which is required for the Blueprint
in Jamf Pro. Enter the following and press Return:
shasum -a 256 ~/Desktop/sudoers configuration.zip

[ ] @ 05 Desktop — -zsh — 80x24

Ijappleseed@JIohns-MacBook-Air Desktop % shasum -a 256 ~/Desktop/sudoers_configural
tion.zip

10.The SHA-256 hash of the zip file will be shown in the Terminal. It appears as a long string of
numbers and letters. Copy the SHA-256 hash from the Terminal.

[ ] @ 5 Desktop — -zsh — 80x24

Copy [jappleseed@Johns-MacBook-Air Desktop % shasum -a 256 ~/Desktop/sudoers_configural
i tion.zip

this 1d6d48513c6c2b31b6  /Users/japples
Sffiﬂg eed/Desktop/sudoers_configuration.zip

jappleseed@Johns-MacBook-Air Desktop % fI
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11.0Open TextEdit located in the Applications folder.

Textedit

12.From the Format menu.

13.Select "Make Plain Text".

12 -ui ~ Format View Window Help

Make Plain Text 1 3
Prevent Editing

Wrap to Page
Allow Hyphenation
Make Layout Vertical

= List...
E8 Table...

14.Enter the following: sudoers configuration hash:
15.Paste in the SHA-256 hash that you copied in an earlier step.
16.Enter TouchID hash: (This will be used in a later step)

@ © @ untitled — Edited
14 ———<sudoers configuration hash:

I 184933@acl2 o o 3ed7796743cl16feef7aa35f91 15

16 =———¢ TouchID hash:

17.In TextEdit, select the File menu, choose Save.

File Edit Format View

+ New
2 Open...
@ Open Recent

X_Close

18.Enter Hash for the name.
19.Navigate to your Desktop.
20.Click Save.

Untitled — Edited

Save As: 1 8

Tags:

Where: [ Desktop < | O— 19

Plain Text Encoding:  Unicode (UTF-8)

Vv If no extension is provided, use “.txt".

20

Section 2 Page 19



21.Confirm the file named Hash was created on your Desktop and minimize TextEdit.app.

22.Switch back to the Terminal and make a directory to contain the modified sudo_local file. Enter
the following command and press Return:
mkdir -p ~/Desktop/sudo local package/etc/pam.d

[ ] @ (3 jappleseed — -zsh — 80x24

iappleseed@]uhns—MacBook—Air ~ % mkdir —p ~/Desktop/sudo_local_package/etc/pam.d

23.Confirm the sudo_local_package folder was created on the your Desktop with the etc and
pam.d folders inside of it.

sudo_local_package

—

Name ~

sudo_local_packa
ge

v £ pam.d

24.Copy the modified sudo_local file to the /etc/pam.d folder inside the sudo_local_package
folder on your Desktop. Enter the following command and press Return:
sudo cp /etc/pam.d/sudo local ~/Desktop/sudo local package/etc/pam.d

[ ] @ (3 jappleseed — -zsh — 80x24

Ijappleseed@Johns-MacBook-Air ~ % sudo cp /etc/pam.d/sudo_local ~/Desktop/sudo_lol
cal_package/etc/pam.df]
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25.Enter the administrator’s password or Touch ID.

® [ ] jappleseed — sudo — 80x24

[jappleseed@Johns-MacBook-Air ~ % sudo cp /etc/pam.d/sudo_local ~/Desktop/sudo_lo]
cal_package/etc/pam.d
Password:{}

26.0pen the sudo_local_package folder on your Desktop. Expand the etc folder then the pam.d
folder and confirm that you see the sudo_local file.

sudo_local_package

Name ~  Date|
& etc Tod
v @ pam.d Tod.

| sudo_local Topt

27.Let’s create the zip file that contains the sudo_local file inside the /etc/pam.d directory, enter the
following command and press Return:

cd ~/Desktop/sudo local package && zip -r ../sudo local configuration.zip etc && cd ..

[ ] @ [ Desktop — -zsh — 80x24

jappleseed@Johns-MacBook-Air Desktop % cd ~/Desktop/sudo_local_package && zip -r
../sudo_local_configuration.zip etc && cd ..JI

28.You will see the results of the command in the Terminal window.

[ ] @ 03 Desktop — -zsh —121x24

= A ckage && zip -r ../sudo_local_configuration.zip etc && cd ..
adding: etc/ (stored 0%)
adding: etc/.DS_Store (deflated 97%)

adding: etc/pam.d/ (stored 0%)
adding: etc/pam.d/sudo_local (deflated 27%)

29.Confirm the sudoers_configuration.zip file is on your Desktop.

sudo_local_config
uration.zip
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30.Create the SHA-256 hash of the sudoers_configuration.zip file which is required for the Blueprint
in Jamf Pro. Enter the following and press Return:
shasum -a 256 ~/Desktop/sudo local configuration.zip

[ ] @ [ Desktop — -zsh — 80x24

|jappleseed@Iohns-MacBook-Air Desktop % shasum -a 256 ~/Desktop/sudo_local_config!
uration.zipl

31.The SHA-256 hash of the zip file will be shown in the Terminal. It appears as a long string of
numbers and letters. Copy the SHA-256 hash from the Terminal.

[ ] @ [ Desktop — -zsh — 80x24

Co [jappleseed@Iohns-MacBook-Air Desktop % shasum —a 256 ~/Desktop/sudo_local_config
Py uration.zip

this 5663t ‘cf8349 /Users/japples
string ced/Desktop/sudo_local_configuration.zip

jappleseed@Johns-MacBook-Air Desktop % [|

32.Go back to your TextEdit document, Hash.txt. and paste in the SHA-256 hash that you copied in
an step 31.

sudoers configuration hash:

18493 S A — - ~ aa35fol

TouchID hash:

Iase45522. . — e c 7 fAC D3 ST I

33.Save the file.

File Edit Format View W

+ New #¥N
2 Open... Q
@ Open Recent >
X . Close

¢ Save %®S
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34.Minimize or hide the Hash.txt document. We will need in the next section.

@  Hash.txtv
sudoers configuration hash:

1849336 ~ ~  eef7aa35f91

TouchID hash:

A8E4C5 2 7 T4 C Th3 B T

This completes this section. In the next section, we will upload the two zip files we created to our
GitHub repository.
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Section 3: Upload Configuration Files to GitHub

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:

¢ A non production Mac computer with macOS 14 or later and administrative privileges
e Access to your Github repository with administrative privileges

NOTE: We are using a Github repository in this section however, the files uploaded in this section
can also be hosted on a web server. This guide will NOT cover hosting the files on a web server.

1. Using a web browser of your choosing, go to: https://github.com/login and sign in with your
preferred method.

@)

Sign in to GitHub

Username or email address

Password Forgot password?

or

&¢ Continue with passkey
G Continue with Google
& Continue with Apple

New to GitHub? Create an account

2. Click the Repositories Tab and from the sidebar, click New.

Top repositories

Find a repository...

Home
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3. Enter Managed-Service-Configuration for Repository name.
4. Enter Managed Service Configuration Files for Description.
5. Select from Public from the Choose visibility menu.

6. Leave everything else at their default settings

7. Click Create repository

Create a new repository

Repositories contain a project's files and version history. Have a project elsewhere? Import a repository.
Required fields are marked with an asterisk (*).

1 General

Owner * Repository name *

@ keith-mitnick - | [ Managed-Service-Configuration —— 3

© Managed-Service-Configuration is available.

Great repository names are short and memorable. How about effective-spoon?

Description

Managed Service Configuration Files O—

35/ 350 characters

2 Configuration

Choose visibility *
Choose who can see and commit to this repository

Add README off o
READMES can be used as longer descriptions. About READMES

Add .gitignore No_gitignore -
gitignore tells git which files not to track. About ignoring files
Add license

Licenses explain how others can use your code. About licenses

No license ~

Create repository

8. Click on the "uploading an existing file” link.

@ Managed-Service-Configuration pusic L Pin | ©Wach 0 - ¥ Fork 0 - || fy Str 0

e} oy

Set up GitHub Copilot Add collaborators to this repository
Use GitHub's Al pair to ! ions as you code. Search for people using their GitHub username or email address.
Get started with GitHub Copilot Invite collaborators

Quick setup — if you've done this kind of thing before

(¥ set up in Desktop or HTTPS  SSH https://github.com/keith-mitnick/Managed-Service-Configuration.git @

Get started by creating a new file g uploading an existing fi

/e recommend every repository include a README, LICENSE, and gitignore.

9. Make sure you have the sudo_local_configuration.zip and sudoers_configuration.zip files on your
Desktop.
NOTE: We created these files and saved then to the Desktop in an earlier section of this guide.

sudo_local_config
uration.zip

sudoers_configura
tion.zip
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10.Drag and drop the sudo_local_configuration.zip and sudoers_configuration.zip files from your
Desktop to the field.

11.Confirm the files show up in the window once the upload is done.

12.Click Commit changes

Managed-Service-Configuration /

— W mm

-
k sudo_tocal_contig
D uration.zip 1 o
Drag additional files here to add them to your repository .
Or choose your files R
[ sudo_local_configuration.zip X
[ sudoers_configuration.zip X

Commit changes

Add files via upload

Add an optional extended description...

12—

changes Cancel

13.Click on the sudo_local_configuration.zip file.

= o keith-mitnick / Service-Confi i Q Type 7] to search

<> Code ( Issues 11 Pullrequests () Actions [ Projects [0 wiki @ Security |~ Insights &3 Se|

& Managed-Service-Configuration rubiic £ Pin | ® Watch 0
¥ main ~ ¥ 1Branch © 0 Tags Q Gotofile t + <> Code ~
@ keith-mitnick Add files via upload 127b54d - 4 minutes ago ) 1 Commit

I [ sudo_local_configuration.zip I Add files via upload 4 minutes ago
[ sudoers_configuration.zip Add files via upload 4 minutes ago

14.Hold down the Control key and click on Raw to show its menu.

15.Select Copy Link.

[0 Files Managed-Service-Configuration / sudo_local_configuration.zip (3
¥ main e @ keith-mitnick Add files via upload f27b54d - 9 minutes ago 1 4
Q Gotofile t
Code  Blame Raw 0 & 2 ~
[ sudo_local_configuration.zip
. L View raw @ Open Link in New Tab
[ sudoers_configuration.zip o E o D
@ Open Link in Tab Group >

© Download Linked File
©® Download Linked File As...

B

Add Link to Bookmarks...
00 Add Link to Reading List

L +—1s5

& Share...
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16.If necessary, open the Hash file located on your Desktop and create a new line under the Touch
ID configuration hash string.

[ ) o Hash.txt — Edited

TouchID hash:

agedcsi — -— - - Ifc7facfb3fasf

17.Select the Edit menu, then choose Paste and Match Style.
NOTE: We are not choosing Paste as it will not show the full link to the file.

‘ Edit Format View Window Hel*

© Undo ®Z
@ Redo S¥Z
8< Cut #8X
® Copy ®C

@ paste oy
| G —————|
L Paste and Match Style X< %V

W _Delete

18.The direct link to the sudo_local file will appear under the TouchID hash string. Create a new line
under the sudoers configuration hash string.

[ ] [ ] Hash.txt — Ed

sudoers configuration hash:

184933 - - - - ifeef7aa35f91

TouchID hash:
agel - - - - c7f4cfb3f8f

https://github.com/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudo_local_configuration.zip

19.Switch back to GitHub and click on the sudoers_configuration.zip file.
20.Hold down the control key and click on the Raw button to show its menu.

21.Select Copy Link.

= () reithminick / Service-Configurati Q Type (7)to search 8- +-0n@®

<> Code (O Issues 17 Pullrequests ( Actions [ Projects [ wiki @ Security |~ Insights @ Settings

[ Files d-Service-Configuration / sudoers_¢ i ion.zip (3

¥ main s te @ keith-mitnick Add files via upload 127054d - 17 minytes ago__{0) Hi 20
Q Go tofile t

Code  Blame Rw 0 & 2 ~
[ sudo_local_configuration.zip
View raw Open Link in New Tab
1 9 [ sudoers_¢ H) & Open Link in New Window
@ Open Link in Tab Group >

© Download Linked File

©® Download Linked File As...
M Add Link to Bookmarks...
00 Add Link to Reading List

L F—o

& Share...
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22.Select the Edit menu, then choose Paste and Match Style.
NOTE: We are not choosing Paste as it will not show the full link to the file.

‘ Edit Format View Window Hel
S Undo ®Z
@ Redo oBZ
8< Cut ®X
® Copy #C

Paste and Match Style X438V

@ Delete

23.The direct link to the sudoers file will appear under the sudoers configuration hash string.

] @ © Hash.txt — Edited
sudoers configuration hash:

18493302¢ S 6743¢ 116 eef 7230191

- Wt tps: //github. com/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudoers_configuration.zip

TouchID hash:
a8e4c52087 e - © 12ebe072dfc7f4cfb3faf

https://github. con/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudo_local_configuration.zip

24.Choose the File menu and select Save.

File Edit Format View |

+ New
2 Open...
© Open Recent >

Close

X ,

Duplicate

|

25.Confirm the Hash file is on your Desktop.

Hash

This completes this section. In the next section, we will create and deploy a Blueprint in Jamf Pro.
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Section 4: Create and deploy Blueprints with Jamf Pro

What You'll Need:
Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
® A non production Mac computer with macOS 14 or later and administrative privileges
e Access to a Jamf Pro Server running 11.23 or later with administrative privileges
¢ Access to the file named Hash that we created earlier in this guide. It includes the SHA-256
Hash strings and GitHub URL's

In this section, we will walk through how to create Blueprints in Jamf Pro to deploy both the
customized sudoers file and the Pluggable Authentication Module (PAM) configuration that
enables Touch ID authentication for sudo in the Terminal. Blueprints provide a powerful way to
deliver complex management workflows by leveraging the capabilities of Declarative Device
Management (DDM). SSO needs to be enabled in your Jamf account in order to use Blueprints.
You can find instructions to enable SSO in your Jamf account here:

https://learn.jamf.com/en-US/bundle/jamf-pro-documentation-current/page/Jamf SSO.html

Blueprints allow you to scope management settings to specific devices using modular,
customizable components, such as payloads, configuration files, and service configurations, all
organized in a single, unified location. By using Declarative Device Management (DDM), devices
proactively and autonomously apply the settings defined in the Blueprint, verify their compliance
state, and report any changes back to the Device Management Server asynchronously. This modern
approach ensures that your macOS devices continuously maintain the intended security posture
while reducing administrative overhead and improving reliability across your fleet.

NOTE: Blueprints can only be scoped to Smart Computer Groups and Static Computer Groups.

1. Log into Jamf Pro with administrative privileges.

g pPro

Username

( )

Required

Password

[ =)

Required

2. Select Blueprints from the sidebar.
3. Click Create blueprint (+).

2 Pro 4 @3

8 Computers >

Cb Devices >

Users >

| o

2 _'+ T s Choose a blueprint to begin

Discover an array of Declarative Data Management (DDM) configurations,

Compliance tailored to address various needs.

& @

Settings
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4. In the Components library, Enter Service in the search field.

5. Select Service Configuration Files.

o s P

80 Dashboard Blueprints / New blueprint
Untitled blueprint ‘ ]
4 Computers ’ Describe what this blueprint is used for.
(b Devices >
& Users > Status Scope d Recent activity

Incomplete Not configured Just now Never
3 Blueprints Define scope and add components Select groups to begin configuring this blueprint Last updated Last deployed

© Compliance

Components Declaration grou|
& Ssettings comp! Al v group
library
( .
Q service #K
L Drag components from the library to add them.

Service Background
&5 Tasks

com.apple.configuration..

)

Configuration

Service Configuration a
Files — 5
Configuration
com.apple.configuration..

6. Open the Hash file that was saved to your Desktop earlier in this guide.
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7. Copy the URL in the sudoers configuration hash section of the Hash file and paste it in the
Data URL field (Must start with https://).

8. Copy the hash string in the sudoers configuration hash section of the Hash file and paste it
in the SHA-256 field.

9. From the Service type pulldown menu, select “sudo”.

10.Click Add configuration (+).
® [ ) Hash.txt ditec

sudoers configuration hash:

P | 18493302¢ - — - 26743c116feef7aa35f91

https://github.com/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudoers_configuration.zip

TouchID hash:

a8e4c52087 - - o 12ebe072dfc7f4cfb3f8SE

https://github.com/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudo_local_configuration.zip

Service Configuration Files 7
com.apple.configuration.services.configuration-files

Apply Service Configuration Files settings X

macOS 14.0+

Service configuration @

Asset reference

Data URL The URL to retrieve data, which must start with https://.

[hc i itnick d-Service-Confi _confi i ip W

SHA-256 hash A SHA-256 hash of the data stored at the Data URL.

[.18.4.93 feef7aa35f91 ]

Content type m hat r
application/zip
Service definition

Service type
9 _-.[ sudo v ]

[ i + Add i i i 10

oy

=] - )
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11.Copy the URL in the TouchlID hash section of the Hash file and paste it in the Data URL field
(Must start with https://).

12.Copy the hash string in the TouchID hash section of the Hash file and paste it in the
SHA-256 field.

13.From the Service type menu, select "PAM".

14.Click Add.
® @  Hash.txt —

sudoers configuration hash:

1849330ac - - 26743¢116feef7aa35f91

https://github.com/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudoers_configuration.zip

TouchID hash:

" |a8e4c52087 — - © 12ebe072dfc7facfb3faf

https://github.com/keith-mitnick/Managed-Service-Configuration/raw/refs/heads/main/sudo_local_configuration.zip

Service Configuration Files

com.apple.configuration.services.configuration-files

Apply Service Configuration Files settings X
macOS 14.0+
SHA-256 hash A SHA-256 hash of the data stored at the Data URL.
[184935 aa35f91 ]

Content type The media type that describes the ¢ ed at the

Service definition

Service type

e 2

12

Service configuration W

Asset reference

Data URL The URL to retrieve data, which must start with https://.

Al

application/zip 1

[[ ithub. i itni vice-Ci i in/sudo_local _ i i ip

)

SHA-256 hash A SHA-256 hash of the data stored at the Data URL.

[ a8edch! dfc7facfb3f8f ]

Content type The media type that the data stc at the Data URL
application/zip
Service definition

Service type

13 ——.[PAM v]

[ + Add configuration ]

[ Cancel 14
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15.Single-click on Untitled blueprint to rename it.

Blueprints / New blueprint

Describe what this blueprint is used for.

Status Scope > Recent activity
Incomplete Not configured Just now Never
Define scope Select groups to begin configuring this blueprint Last updated Last deployed
Components [ Al o ] Declaration group
library
Q' Service 38K . ) . .
Service Configuration Files 0
com.apple.configuration.services.configuration-f.. Configuration

Service Background o
{y  Tasks

Configuration
com.apple.configuration..

Service Configuration o
Files

Configuration

Untitled blueprint ]

16.Enter sudo and Touch ID configuration for the name.

17.Enter This Blueprint deploys the sudoers file limiting the use of sudo to the jappleseed user
on Staff laptops. It also enables Touch ID for terminal commands for the Description.

Blueprints / Sudo and Touch ID Configuration

Sudo and Touch ID Configuration

This Blueprint deploys the sudoers file limiting the use of sudo to the jappleseed user on Staff laptops. It also enables Touch ID for terminal commands.

18.Click Scope.

Scope g Ry

Not configured
Select groups to begin configuring this blueprint La

19.In the search field, enter proof.

20.Select the check box for Proof of Concept Static Group. (if you did not create this optional

static group as outlined in the preface of this guide, select a non-production test group of your
choosing).

21.Click Save.

Edit scope x
19 _—Fﬂmﬁ proof SGKJ][ © Fiters

Group name Group type Devices

20 — g}

Proof of Concept Static Group Static
Cancel w [ Save ]
-

0

21
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22.In the Declaration group section, confirm the Service Configuration Files is listed.

23.Click Deploy to deploy the Blueprint.

Blueprints / Sudo and Touch ID Configuration

Sudo and Touch ID Configuration

This Blueprint deploys the sudoers file limiting the use of sudo to the jappleseed user on Staff laptops. It also enables Touch ID for terminal commands.

Status Scope ->

Recent activity

Not deployed
Blueprint ready for deployment

Just now
Last updated

1 eroup O Devices Never

Last deployed
Proof of Concept Static Group

com.apple.universalaccess

Components library | All v | Declaration group
Q search K
@ Service Configuration Files a
- con.apple.configuration. services. configuration-files Configration
-~ Accessibility o e ]

Legacy payload

24 After a few moments, refresh the page. You will see the status as Deployed.

Status

Deployed

@ 1 Deployed

25.Confirm the status of the Blueprint shows as Deployed.

Blueprints

Manage your devices with our quick start solutions

My blueprints | Quick start

Sudo and Touch ID
Configuration

Search blueprints

Deployed

This Blueprint deploys the sudoers file limiting the
use of sudo to the jappleseed user on Staff
laptops. It also enables Touch ID for terminal
commands.

Last updated Dec 9, 2025 at 7:05 PM

Scoped to 1group

Open -

This completes this section. In the next section we will log into the Mac computer that we deployed
the blueprint to to make sure all is working.
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Section 5: Testing the Deployed Blueprint
What You'll Need:

Learn what hardware, software, and information you'll need to complete the tutorials in this section.

Hardware and Software:
Requirements for following along with this section:
¢ A non-production Mac computer with macOS 14 or later and administrative privileges

Before beginning this section, make sure you have access to a secondary, non-production Mac
computer that is part of the Proof of Concept Static Group in Jamf Pro. We scoped the Blueprint to
that static computer group in section four of this guide. If you did not create the Proof of Concept
Static Group, You can use an existing smart or static computer group but make sure only non-
production Mac computers are in that group.

The non-production test Mac computer must already contain the jappleseed and cslice macOS
administrative accounts, and Touch ID must be enabled for both accounts. The steps for creating
these accounts and enabling Touch ID were outlined in the Preface. If those preparations are not
yet complete, return to the Preface and finish them before continuing.

In this section, we will test our work to ensure the blueprint was deployed and the settings we
configured are working properly.

1. Log into your non-production test Mac computer as John Appleseed.

-

~1.Corby Slice

m John Appleseed

2. Click on the Apple logo and select System Settings.

@& Finder Fie Ed

M About This Mac

I # System Settings...
4 App Store...
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3. Click General.

4. Click Device Management.

3 — (I

Accessibility
Appearance

@ Menu Bar

9 Apple Intelligence & Siri
Desktop & Dock

g Displays

Spotlight

@) AirDrop & Handoff

0

AutoFill & Passwords

®

Date & Time

®

Language & Region

Login Items & Extensions

(ONN il

Sharing

Startup Disk

e 0

Time Machine

Focus

Device Management

(o)

a Screen Time

Transfer or Reset

5. Scroll down to the MDM Profile and double click the profile.

< Device Management

CA Certificate
1 setting

Device (Managed)

2 settings

7 settings

Jamf Connect Notifications
1 setting

Jamf Connect PPPC

1 setting

Jamf Notifications
1 setting

2 settings
Jamf Remote Assist PPPC
1 setting

KMM MDM Profile
3 settings

1 setting

1 setting

App Installers - PPPC and Managed Login Items

Default Plan - Jamf Protect Configuration

Jamf Protect PPPC and System Extension

Managed Login Items - Jamf Apps

Privacy Preferences Policy Control
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6. Scroll down to the Device Declarations section: Confirm the com.apple.pam and com.apple.

sudo configuration files that were deployed with the blueprint are listed.

7. Click OK
[ < Device Management
Managed Apps #=u Aoole Unified Network Settinas GarageBand
Q Search Keynote
iMovie
Numbers
G Adam Karn
Apple Accg
SCEP Enroliment
(' amily
Description JAMF Enrollment Payload: SCEP
Server t o itall.j com/CA/SCEP
Certificate EEF95F6C-9D20-4C6F-80ED-FC235AF648B2
VPN
Expires Nov 4, 2027 at 8:45PM

Battery

General

Apple Intelligen

ktop & Dock

Issuer Karneboge Consulting LLC JSS Built-in Certificate Authority

Device Declarations

Others

Spotlight

Wallpaper

Notifications

Sound

Time

Q;J Configuration Files: com.apple.pam

&_}) Configuration Files: com.apple.sudo

8. Open Terminal located in /Applications/Utilities.

Terminal

9. Run the following command:
sudo jamf recon

@® © @ [ jappleseed — -zsh — 80x24

Last login: Mon Dec 8 16:04:16 on console
jappleseed@Johns-Macbook-Air ~ % sudo jamf reconfl

10.You will be prompted to use Touch ID or enter your password. Use Touch ID.

sudo

sudo is trying to execute a
command as administrator.

Touch ID or enter your password to
allow this.

Cancel
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11.The command executes because jappleseed is listed in the sudoers file.

@® © @ [ jappleseed — -zsh — 88x33

Last login: Mon Dec 8 18:30:06 on ttyseel
[jappleseed@Johns-MacBook-Air ~ % sudo jamf recon

Retrieving inventory preferences from https://kmm.jamfcloud.com/. ..
Finding extension attributes...

Locating accounts...

Locating applications...

Locating package receipts...

Locating hard drive information...

Searching path: /System/Applications

Gathering application usage information from the JamfDaemon...
Searching path: /Applications

Locating hardware information (macOS 26.1.8)...

Submitting data to https://kmm.jamfcloud.com/...
<computer_id>238</computer_id>

jappleseed@Johns-MacBook-Air ~ % [

12.Logout out of the jappleseed account and login as Corby Slice.

FriDec 5

Corby Slice

”,,"’ John Appleseed

13.0pen Terminal located in /Applications/Utilities.

Terminal

14.Run the following command:
sudo jamf recon

[ ) @ [ cslice — -zsh — 80x24

Last login: Mon Dec 8 16:59:39 on console
cslice@Johns-Macbook—Air ~ % sudo jamf reconl
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sudo is trying to execute a
command as administrator.

Touch ID or enter your password to
allow this.

Cancel

16.The command will fail because the user cslice is not in the sudoers file. This is the expected
result. The deployed blueprint is working correctly.

@ © @ [ cslice—-zsh—80x24

Last login: Mon Dec 8 16:59:45 on ttys@ee@
[cslice@Johns—-Machook—-Air ~ % sudo jamf recon

cslice is not in the sudoers file.

This incident has been reported to the administrator.
cslice@Johns—-Macbhook-Air ~ %

This completes this guide.
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