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Preface

This guide outlines the steps to properly offboard a Mac computer from Jamf Pro when an 
organization sells or transfers ownership of a device to a staff member� It is essential to ensure that 
the Mac computer is fully removed from management before it is released�

Steps Covered in This Guide:
• Remove the MDM configuration profile from the Mac computer
• Uninstall the Jamf framework
• Delete the inventory record from the Jamf Pro server
• Promote all users to administrators (Optional, required if the current user lacks admin rights)
• Release the Mac from Apple School Manager or Apple Business Manager

Requirements:
• Access to a Jamf Pro server with administrative privileges
• A test (non-production) Mac enrolled in Jamf Pro
• Access to Apple School Manager or Apple Business Manager with administrative privileges
• Download the macOffboarding�sh script here:  

https://hcsonline�com/images/Apps/macOffboarding�zip

https://hcsonline.com/images/Apps/macOffboarding.zip
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Section 1: Configure an Offboarding Workflow in Jamf Pro

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section�

Hardware and Software:
Requirements for following along with this section:

• A Jamf Pro server with administrative privileges
• Download the macOffboarding�sh script and place it on your Desktop�  

https://hcsonline�com/images/Apps/macOffboarding�zip

In this section we configure the following in Jamf Pro to create an Mac Offboarding Workflow:
• API Role and Client
• Category
• Script

1� Log into your Jamf Pro Server with administrative privileges�

2� Click Settings�

3� Enter api in the search field� 

4� Click API roles and clients�

5� Click New (+)�
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• Static Computer Group
• Policy

https://hcsonline.com/images/Apps/macOffboarding.zip
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6� Configure the following:
A� Enter Mac Offboarding for the Display name� 
B� Enter and select the following under Privileges:

• Delete Computers
• Read Computers
• Send Computer Unmanage Command

C� Click Save�

7� Click Previous (←)�

8� Click API Clients

9� Click New (+)�
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10�  Configure the following:
A� Enter Mac Offboarding for the Display name
B� Select Mac Offboarding for API Roles
C� Enter 60 for Access token lifetime
D� Click Enable API client�
E� Click Save�

11� Click Generate client secret�

12� Click Create secret�
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13� Click Copy client credentials to clipboard�

14� Open TextEdit�app and paste the contents of the clipboard in a new document� Save it to the 
Desktop and name it API client secret� We will need this information later on in the guide�

15� Click Close�

16� Confirm your settings were created succcessfully� 
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17� In the sidebar, click Settings ()�

18� Enter categories in the search field� 

19� Click Categories�

20� Click New (+)�

21� Configure the following:
A� Enter Mac Offboarding for the Display name�
B� Select 9 for Priority in Self Service�
C� Click Save�
D� Click Previous (←) 
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22� In the sidebar, click Settings ()�

23� Enter scripts in the search field� 

24� Click Scripts�

25� Click New (+)�

26� Configure the following:
A� Click General�
B � Enter Mac Offboarding for the Display name�
C� Select Mac Offboarding for Category�
D� Click Script�
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27� Open the macOffboarding�sh script located on your Desktop and copy the contents of the script 
to the clipboard�

28� Return to Jamf Pro and paste in the script� You will need to update the “Jamf Pro credentials 
and URL” section with the URL of your Jamf pro server�

Enter the 
URL for 
your Jamf 
Pro server.
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29� Open the API client secret document located on your Desktop� This has the client id and client 
secret info we created earlier in this guide� 

30� Return to the script in Jamf Pro� Paste your client id and client secret into the client_id and 
client_secret sections� 

31� Promote all users to administrators on the Mac� This is enabled in the script by default at the 
end of the script but you can comment that out or remove it if not needed� 

32�  Click Save�

Copy and 
paste your 
client id  
and client 
secret in 
place
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33� In the sidebar, click Computers�

34� Click Static Computer Groups� 
NOTE: There are many different ways you can scope the Mac offboarding workflow we are 
creating in this guide� We choose to use a Static Computer Group for simplicity� Scope to your 
needs�

35� Click New�

36� Configure the following:
A� Click Computer Group�
B� Enter Mac Offboarding for Display Name
C� Click Assignments�
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37� Configure the following:
A� Enter your non production test computer name in the search field
B� Select the checkbox for the Mac computer�
C� Click Save

38� Click Previous (←)�

39� Confirm the static group has been created�
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40� Click Computers�

41� Click Policies�

42� Click New

43� Configure the following:
A� Enter Mac Offboarding for Display Name
B� Select Mac Offboarding for the Category
C� Execution Frequency: Ongoing
NOTE: We are not adding a trigger to the policy as its will run via Self Service�

44� Click Scripts�

45� Click Configure�

46� Find the Mac Offboarding script and click Add�

40 42
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47� Confirm the Priority is set to After�

48� Click Scope�

49� Select Specific Computers for Target Computers�

50� Click Add

51� Configure the following:
A� Select Computer Groups
B� In the search field, enter Mac Offboarding
C� Click Add
D� Click Self Service
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52� Configure the following:
A� Select the checkbox for Make the policy available in Self Service�
B� Enter Mac Offboarding for Self Service Display Name�
C� Enter Offboard Mac for Button Name Before Initiation�
D� Enter Run Again for Button Name After Initiation� 
E� Enter This will remove your Mac from the Jamf Pro Server for Description�
F� Select the checkbox for Ensure the users view the description�
G� Upload Icon: Optional�
H� Select Mac Offboarding for Categories�
I� Click Save�

A

F

H

B

C

D

E

G

I



Section 1 Page 17

53� Click Previous (←)�

54� Confirm the policy shows in the list under the Mac Offboarding Category�

This completes this section� In the next section we will test this workflow by offboarding our test 
Mac computer using Self Service��
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Section 2: Offboarding a Mac

What You’ll Need:
Learn what hardware, software, and information you’ll need to complete the tutorials in this section�

Hardware and Software:
Requirements for following along with this section:

• A test (non-production) Mac enrolled in Jamf Pro
• A Jamf Pro server with administrative privileges
• Access to Apple Business or School Manager with administrative privileges� This guide will 

use Apple Business Manager�

In this section we will offboard our non-production test Mac using the Mac offboarding workflow 
we created in section one and release it from Apple Business Manger�

1� Open Self Service located in your Applications folder�

2� Select the Mac Offboarding Category

3� Click Offboard Mac

4� You are presented with the description which we required when setting up the workflow� Click 
Offboard Mac�

5� Confirm a notification appears when the MDM profile is removed�

2
3
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6� When the offboarding process is completed, you will be presented with the message below� 
Click OK�

7� Let’s check to make sure the jamf framework was removed from your Mac� Perform the following:
A� Open the Terminal app�
B� Enter this command:  

  which jamf
C� If the jamf framework was successfully removed You will see “jamf not found”�

8� Click the Apple menu in the upper-right corner

9� Select About This Mac�

10� Copy the serial number and save it to a document on your Desktop�  
We will need this in a later step�

11� Log into your Jamf Pro Server with administrative privileges�
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12�  Click Computers�

13�  Click Static Computer Groups

14�  Confirm the Mac was removed from the Mac Offboarding Group�

15� Log into your Apple Business or School manager with an Apple account that has administrative 
privileges�  

16� Enter your password and press enter�
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17�  Click Devices from the sidebar�

18�  Enter your serial number in the search field� (You saved this to your Desktop in an earlier step)

19�  Click Options ()�

20�  Select Release from Organization

21� Select the checkbox for “I understand this cannot be undone�”

22� Click Continue�
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23� Confirm the Mac computer was released� Click Done�

This completes this guide�
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