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Preface

If you federated your Apple Business Manager (ABM) with Microsoft Entra ID and turned on
Directory Sync using System for Cross-domain Identity Management (SCIM), you will be asked to
renew the token. Apple will begin sending e-mails to ABM administrators at 60 days, and then
recurring intervals thereafter. It is critical that you renew this token so that users will continue to
sync to ABM and have managed Apple accounts set up.

While this guide will focus on renewing a SCIM token, you may also switch to OpenlD Connect
(OIDCQ) directory sync, as described in the HCS technical article , “How to Setup a Federated
Connection to Apple Business Manager.”

https://hcsonline.com/support/white-papers/how-to-setup-a-federated-connection-to-apple-business-manager

What are the requirements?
You will need to previously be federated to Microsoft Entra ID (formerly Azure) and enabled

directory sync using SCIM

What was used in this guide:
® Apple Business Manager
® Microsoft Entra ID



Section 1: Obtain a new Client Secret

1. Log into Apple Business Manger with administrator credentials.

@& Business

Manage your organization's devices, apps,
and accounts.

[ Apple Account /-;J

[J Remember me

Forgot Managed Apple Account or password?

Not yet an Apple Business? Sign up now.

2. Select your name in the lower left hand corner
3. Click Preferences.

4. From the sidebar, select Managed Apple Accounts.

®#Business
My Profile

Do

- (¢] Managed Apple Accounts
et Starte

Organization Information

®

@ Subscription
User signin
A~ Activity
Organization Settings e— ft Entra ID

i W Microsof ntra
</ Locations B (dentity Provider - Connected

8 ©

3 Payments and Billing .
28 Users Directory sync
4 L User Croups I & ™ d Apple =- Microsoft Entra Connect Sync Setup >
E Access

X BetaFeatures

L0 Devices ® Domains
@ Assignment History Your MDM Servers ad
- Manage
) LD MDM Server Assignment
Collections . Manage
3 @ = AJK-cubswonitall Jamf Pro . [i]
D el 1Device
- Manage
2 ?
® What's New? =) Apple Business Essentials
0 Devices . Manage
Sign Out
() BCA Jamf Pro * Manage
R 0 Devices
2 1® B N eictUs Training Crou R . Manage

CBRH- lamé Dy
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5. Under Directory Sync, you will see Microsoft Entra Connect Sync. Click Set up. Observe the
existing Directory Sync connection that is using SCIM.

(¢] Managed Apple Accounts

User signin

Wm Microsoft Entra ID
B (dentity Provider - Connected

Directory sync

=. Microsoft Entra Connect Sync Setup >

Domains

6. Click "+ Client Secret” to obtain a new Client Secret.

Managed Apple Accounts > Directory Sync

Tenant URL https://federation.apple.com/feeds/business/scim ®

Status ® Connected

Client Secret

Token 2 Expires 10/21/2024

+ Client Secret

Auto Merge Account Conflicts @

Allow future conflicting accounts to be automatically merged. Learn more
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8. Click Done.

7. Copy the client secret and save it in a plan text document. It is critical that you copy this client
secret as you will need it later to create a new SCIM token. If you do not copy it, you will need to
generate a new secret as you cannot view it again.

Client Secret

Save this client secret. It will not be shown again. If lost, you will be
required to create a new one.

Client Secret
11027003 SN -
ARG o— e — . —CQ i
- —— o —CJKE3N Click Copy to copy
0P}

DMayc Y the Client Secret to
Q the Clipboard

T B T i S, | )
0B2yONrO0=

Expires October 14, 2025
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Section 2: Renew the Token in Microsoft Entra ID

1. Open a new tab in your web browser and log into your Microsoft Entra ID administrator console.

B Microsoft
Sign in
to continue to Microsoft Entra

Email, phone, or Skype

No account? Create one!

Can't access your account?

Back Next

2. In the Microsoft Entra ID admin center sidebar, click Identity.

3. Click Applications.

4. Select Enterprise applications.

5. Locate the Apple Business Manager application that has an icon resembling a brown suitcase.

Click on the application. NOTE: You will only see this application if you previously set up
Directory Sync in ABM using SCIM. OIDC integrations will not create this application.

Microsoft Entra admin center D Search resources, services, and docs (G+/)

Home > Enterprise applications
& Home A L. L
Enterprise applications | All applications
“ What's new HCS Technology Group
[ Diagnose & solve problems < + New application () Refresh - Download (Export) | @ Preview info Columns | (3l Py
Overview
% Favorites v © Oveniiew View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their
X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
S Identity ~
Manage > Apple Business <]
— @ Overview M i - .
2 © B Al applications Application type == Enterprise Applications .  Application ID starts with X 5 Add filters
R Users v ! Private Network connectors 2 applicatiens found
& User settings Name Ty  ObjectID Application ID Homepage URL Created on
% Groups v
B8 App launchers [ﬁ Apple Busines... 1¢ f. fo 0-.. httpsis 5 12/19/202‘-
B Devices v
&} Custom authentication Y Apple Busines... 3f 4. @ b.. httpi// le... 5/27/2024
3 S ~ extensions
B Security
4 ———te] cnterprise appiications
® Conditional Access
App registrations
@ Consent and permissions
B Protection v
Activity
(8] 1dentity Governance ~ S sign-inlogs
B External Identities ~ i Usage & insights
S, B Auditlogs
& Provisioning logs
& Protection v = Access reviews
@ Admin consent requests
&2 Learn & support ~
% Bulk operation results
« )
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Microsoft Entra admin center

A Home

“ What's new

Diagnase & solve problems.

*

& 8 % » 0 ¢

Favorites

Identity
Overview
Users.
Groups
Devices
Applications
| Enterprise applications
App registrations

Protection

]
83 Identity Governance

& External Identities

Show more

& Protection

& Learn & support

5 Search resources, services, and docs (G+/)

HES TECHNOLOGY GROUP

Home > Enterprise applications | All applications >

Apple Business Manager | Overview

Enterprise Application

=

Overview

Properties

Deployment Plan Nome

Apple Business Manager [

Application ID

X Diagnose and solve problems

Manage

Properti
operties Object ID

28 Owners 1t 7. 0

&, Roles and administrators )

Getting Started
28 Users and groups
2 Single sign-on

® Provisioning 9 1. Assign users and groups
")
& selfsenice Provide specifc users and groups access
to the applications

9 Custom security attributes Assign users and groups
Security

% Conditional Access

» Permissions 3. Conditional Access

Secure access to this application with a
customizable access policy.

@ Token encryption

Activity Create a policy
D sign-inlogs

il Usage & insights

B Auditlogs What's New

& Provisioning logs .

Sign in charts have moved!

(D) 2. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

© 4 selfservice

Enable users to request access to the
application using their Microsoft Entra
credentials

Get started

In the Apple Business Manager SAML | Overview pane, click Edit provisioning.

Microsoft Entra admin center A Search resources, services, and docs (G+/)

®
“

*

B o

Bo

Home
What's new

Diagnose & solve problems

Favorites

Identity

Overview

Users.

Groups

Devices
Applications
Enterprise applications
App registrations
Protection

Identity Governance
External Identities

Show more

Protection

Learn & support

akarneboge

Home > Enterprise applications | All applications > Apple Business Manager | Provisioning >

(i Apple Business Manager SAML | Overview

;[ stop

© Overview

3
% Provision on demand Current cycle status

Manage
g Incremental cycle completed,

100% complete

> Provisioning

2 Usersand groups
Users

E3 Expression builder 2

Monitor
View provisioning logs

& Provisioning logs

& Auditlogs

Manage provisioning
9 Insights Update credentials

Edit attribute mappings
Troubleshoot Add scoping filters

Provision on demand
2 Newsupport request

' Restart p

& Editpy

<%, provision on demand

Statistics to date

~ View provisioning details

~ View technical information
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8. Expand Admin Credentials,

9. Enter the Client Secret that you copied in Section 1, Step 7 in the Secret Token field.

- akarneboge!
+,
icrosoft Entra admin center P Search resources, services, and docs (G+/) HCS TECHNOLOGY GROUP

A Home > Enterprise applications | All applications > Apple Business Manager | Provisioning > Apple Business Manager SAML | Overview >
Home

Provisioning X

¥ What's new

B Diagnose & solve problems save < Discard

J  Favorites N
Provisioning Mode
Automati
2 Identity ~
Use Microsoft Entra to manage the creation and synchronization of user accounts in Apple Business Manager SAML based
@ overview on user and group assignment.
R users v
2 Groups ~
Admin Credentials
& Devices 2 Microsoft Entra needs the following information to connect to Apple Business Manager SAML's API and
synchronize user data.
|® Appiications ~
Tenant URL *
Enterprise applications \ P! apple. 9
App registrations Secret Token ‘ Pa§te the c//erjt
[ o Client Secret into the
& protection h Secret Token field
23 Identity Governance ~
& External Identities ~ ~ Mappings
Show more
v Settings
& Protection ~
Provisioning Status
2 Learn & support A

10.Click Test Connection.

11.In the upper right corner of the Provisioning pane, you should see a notification that “The
supplied credentials are authorized to enable provisioning.”

akameboge

rosoft Entra admin center 2 Search resources, services, and docs (G+/)

g
HCS TECHNOLOGY GROUP (HCS... @)

Home > Enterprise applications | All applications > Apple Business Manager | Provisioning > Apple Business Manag

A Home @ Testing connection to Apple Business X
Provisioning Manager SAML
“ Whats new The supplied credentials are authorized to enable S r— 1 1
provisioning

B Diagnose & solve problems Save X Discard

J Favorites ~
Provisioning Mode
Automatic
S Identity A
Use Microsoft Entra to manage the creation and synchronization of user accounts in Apple Business Manager SAML based
@ overview on user and group assignment.
R users ~
A Admin Credentials
& Groups ~
Admin Credentials
&1 Devices h Microsoft Entra needs the following information to connect to Apple Business Manager SAML's API and
synchronize user data.
|8 Appiications ~
Tenant URL*
Enterprise applications [ ttpsi/stederation apple com/feeds/business/scim |

App registrations Secret Token

& Protection v
10
& Identity Gavernance 2
B External Identities ~ ~ Mappings
Show more

v Settings
& Protection ~

Provisioning Status ©
& Learn & support A off )
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12.Click Save.

13.In the upper right corner of the Provisioning pane, you will see a notification that you
"Successfully updated Apple Business Manager SAML”

S akarneboge@hcstec!
icrosoft Entra admin center P Search resources, services, and docs (G+/) HCS TECHNOLOGY GROUP (HCS.

Home > Enterprise applications | All applications > Apple Business Manager | Provisioning > Apple Business Manag
A Home @ Updating user provisioning settings X
. . . g Of— 1
Provisioning - Successfully updated Apple Business Manager SAML
¥ What's new
8 Diagnose & solve problems. Discard
* Favorites v 1 2
Provisioning Mode
Automatic
2 Identity ~
Use Microsoft Entra to manage the creation and synchronization of user accounts in Apple Business Manager SAML based
@  Overview on user and group assignment.
R Users v
-~ Admin Credentials
A Groups v
Admin Credentials
£ Devices A2 Microsoft Entra needs the following information to connect to Apple Business Manager SAML's API and
synchronize user data.
| B Applications ~
Tenant URL * OO
Enterprise applications [ ttpsy/federation.apple.com/feeds/business/scim |
App registrations ‘56““ Token !
& Protection v
[estComecion ]
{8 identity Governance v
g0 Extemal Identities % ~ Mappings
Show more
~ Settings
& Protection v
Status
& Learn & support ~
«
J

14.Return to Apple Business Manager > Preferences > Managed Apple Accounts. You may discard
the previous token (Token 2 in this case).

. )

®Business Managed Apple Accounts > Directory Sync

2 My Profile
O Get Started Tenant URL https: ffederation.apple.comffeeds/business/scim
® SEET @ Organization Information
» Subscription

P Status ® Connected

A Activity

{5} Organization Settings
</ Locations Client Secret

Click Remove to

5 Payments and Billing Token 2 Expires 10/21/2024 w p— iscard the old token
22 Users
® User Groups Token 3 Expires 10/14/2025 w

(] Managed Apple Accounts
B3 Access Management

= BetaFeatures
LD Devices Auto Merge Account Conflicts @

@
Assignment History Your MDM Servers Add
Allow future conflicting accounts to be automatically merged. Learn more
- L0 MDM Server Assignment
ollections

= Settings .

= AJK-cubswenitall Jamf Pro
S Apps 1Device

Apple Business Essentials
@ 0 Devices
BCA Jamf Pro

=

e Adam N 0 Devices
InstructUs Training Grou.
J
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15.0nce the previous token is removed, you may return to the Microsoft Entra ID Provisioning
pane and Test the connection again to ensure that Directory Sync is operative under the new
connection.

®Business Managed Apple Accounts > Directory Sync
2 My Profile
O Get started Tenant URL https://federation.apple.com/feeds/business/scim ®
@ Organization Information
@ Subscription
Status
A Activity
{ﬁ} Organization Settings
</ Locations Client Secret
5 Payments and Billing Token 3 Expires 10/14/2025
22 Users
= + Client Secret
User Groups
cl P (] Managed Apple Accounts
Access Management
Auto Merge Account Conflicts &
< Beta Features
LD Devices
® Allow future conflicting accounts to be automatically merged. Learn more
Assignment History Your MDM Servers Add

LD MDM Server Assignment
Collections

== Settings .
=] AJK-cubswonitall Jamf Pro

© Apps 1Device

Apple Business Essentials
= Aep

0 Devices

=] BCA Jamf Pro
ST 0 Devices
InstructUs Training Grou...

CDW_ lamfD

This completes this guide.
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