A jamf

How to Deploy DEPNotify as a Jamf Pro
PreStage Enrollment Package

with Custom Launching Scripts




DEPNotify lets your users know what’s going on when they turn on a brand new Mac and your Mobile
Device Management (MDM) solution automatically configures their Mac. This guide illustrates how

to create a signed package that you can use as a Jamf Pro PreStage Enrollment package to install
DEPNotify for Mac computers that use Device Enrollment with Apple Business Manager or Apple
School Manager. There are many approaches; this guide illustrates using a postinstall script that
creates a LaunchDaemon and some supporting scripts to get DEPNotify running as soon as possible,
then to clean up after itself.

Signed Certificate

Before you can sign the package, you need a certificate. One option is to use a certificate signed by
your Jamf Pro instance’s Certificate Authority. Another option is to use your Apple Developer ID. This
guide covers both options.

Option A: Create a certificate that only Mac computers enrolled with your Jamf Pro will trust
1. Open Keychain Access.

2. Go to the Keychain Access menu, choose Certificate Assistant, then choose Request a Certificate
From a Certificate Authority.

& LCTIEIVCTE File  Edit View  Window  Help
About Keychain Access |

Preferences... 3,
Certificate Assistant > | Open...
Ticket Viewer 38K Create a Certificate...
. Create a Certificate Authority...
Services

Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access 38H Request a Certificate From a Certificate Authority...

Hide Others T %H Set the default Certificate Authority...

Show All Evaluate a Certificate...

Quit Keychain Access #¥Q

3. In the Certificate Information window, in the User Email Address field, enter an organizational
email address.

4. In the Common Name field, enter your organization’s name.
5. Select “Saved to Disk”.
6. Click Continue.

® C Certificate Assistant

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: | it@arekdreyer.com

Common Name: Dreyer Network Consultants Inc

CA Email Address: || |

Request is: Emailed to the CA
° Saved to disk
| Let me specify key pair information

Continue



7. In the Save As dialog, optionally change the destination (this guide uses Desktop as an example)
then click Save.

Save As: I CertiﬁcatesigningRequest.certSigningRsl

Tags:

Where: | [ Desktop v

Cancel Save

8. In the Conclusion message, click Done. A private key is automatically generated and saved in your
login keychain.

® O Certificate Assistant

Conclusion

Your certificate request has been created on disk.

Show In Finder...

Done

9. Open the file you just created. In the Finder, Control-click the file, then choose Open With, then
choose a Text Editor. Usually when you edit script files, you should avoid TextEdit, but it’s fine to use
TextEdit to copy the contents of the Certificate Signing Request.

Open
Open With

¥ TextEdit (default)

Certificat

(e  Move to Trash ki Certificate Assistant

Get Info App Store...
Rename Other...
Compress “CertificateSigningRequest.certSigningRequest”

Duplicate

Make Alias

Quick Look “CertificateSigningRequest.certSigningRequest”

Share >

Quick Actions >

Copy “CertificateSigningRequest.certSigningRequest”

Import from iPhone or iPad >
Use Stacks
Sort By »

Clean Up Selection
Show View Options



10. Press Command-A to select all the text in the file.

[ BON ) || CertificateSigningRequest.certSigningRequest

Dﬂﬂ%sﬂ.@/ldﬁmmﬁ.ﬁlﬁ9.151.155591)‘ FPPMKTAP1eMF2ta2c8Bb6xwdb830QF 081
GFIX0cBiZmfKSPAIuud30eN2R5m0/ yHw275K2LnWluSG3H1UFsGeomr)3xgX2Bod
PhBLE5@Hry0Ghtw8sAYUL2b+IGYYReyUNK7hZItxtfTI4MEQLF4KBISHRCM1TSUs
XcobY8fx0pha08x6jkixYgiD1iR806zdurexwWh9L4XtGOtdVfgdXF40XmfFa7RE
0doQHKXnAGMBAAGGADANBgkahk1G9w@BAQSFAAOCAQEAMDKMN+VEE@6GTVM/aR2s
&Dlels'll.ml&\mmiﬂmQLNMQZ&.ZRQQMA?VMU.U.@AMFN&§AtlE§§§.¥.CM9Z§QZ§§
0J8MeVzMOpc17YUdb4Z62Uv7WOWSFV/L7SwF2z6hAUAPDHCNIVOKCMnhUFQXGKnn
x&rﬁhSYthhl‘lﬁUHsJé&tSEﬂﬁibﬁY 1FbOVBMjQdY6CtdQpnsGabdgrIpuWtl 3Npl
r/MSZ8XT/elwlp5ZSZpSANXCWTLptWLDWDPN] i+aazbs 1Xae579T3140Gv8B7RAa
3908F1/Lb3HRHIIL19A0VKYZ210BOCNR3 T aanI RIINANTAARSTIA0RZRCAAEIR

11. Press Command-C to copy the text.

12. With a web browser, log in to your Jamf Pro web interface. Navigate to Settings > Global

Management > PKI Certificates

Global Management

a e« 2 @& S

Categories Push GSX Jamf Pro URL PKI VPP Accounts  User-Initiated
Certificates Connection Certificates Enrollment
] ) N
G . T T S
Device Apple Re-enrollment Event Logs Webhooks AirPlay Conditional
Enrollment Education Permissions Access
Program Support
Inventory
Preload
13. Click Management Certificate Template.
Settings Global Management
PKI Certificates
Certificate Authorities Management Certificate Template JSON Web Token Configuration
14. Click Create Certificate from CSR.
Settings Global Management
PKI Certificates
Certificate Authorities Management Certificate Template JSON Web Token Configuration
Built-in CA External CA
CA Subject Name: CN=Dreyer Network Consultants Inc. JSS Built-in Certificate Authority

Download CA Certificate Create Certificate from CSR Create CA Backup



15. Click inside the CSR field, then press Command-V to paste.

Create Certificate from CSR

CSR Certificate signing request in Base64-encoded PEM format

CERTIFICATE TYPE Type of certificate to create

Client Certificate v

16. Click the menu for Certificate Type then choose Web Server Certificate, then click Save.

Create Certificate from CSR

CSR Certificate signing request in Base64-encoded PEM format

————— BEGIN CERTIFICATE REQUEST-----
MIIChTCCAYUCAQAWWDEgMB4GCSqGSIb3DQEJARYRaXRAYXJla2Ry
ZXlIci5jb20x
JzAIBgNVBAMMHKRYZXIIciBOZXR3b3JrIENvbnN1bHRhbnRzIEILYZELM
AkGATUE
BhMCVVMwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKACIBAQ
CjSh5i+pWEdYRY
Kn8wd2F+7Q2KUyW13/wvwL4w4KyWTvtmchlAd9Clac3NHawB586Q6
6q0YGC2BDXt
DHgDAcd9/2dEgdapB6Is91GIliKS5CjfFPpmKTAP1eMF2tg2c8Bb6xwdb
830QFo081
GFIXOcBjZmfKSpAJuud30eN2R5mO/yHW275K2LnWIu5G3H1UFsGc9
mrJ3xgX2Bod

phBIESOHryOGhtw8sAYUt2b+IGYYReyUnK7hZItxtf TJAMEQtF4KBO5Hp
CM1fsUs
XcobY8fx0pha08x6jkjxYgjD1iR8Q6zdurexWWh9IL4XtGOtdVigdXF40X
mfFq7RF
0OdoQHKXnNAgMBAAGgADANBgkghkiGSwOBAQsFAAOCAQEAMbkMN
+VEEO6GfVm/aR2s
CDZyJkm4oKWhso3WpJOINdgAgZ82QoOWnBV4zuuai3giFNz6zHESG
sxCm978Q2s3
0J8MeVzMOpc17YUdb4Z62Uv7WOwsFV/L7SwFz6hAuAPDHcNIvoKCM
nhuFQtXGKnn

yxr9hSvtITfThHGUMcJ3itSFMGdb97iFb9VBmjQdY6 CtdQpnsGabdgripu
WIL3Np1
1/MSZ8XT/elwlp5ZSZpSANXcWFLptWLbWpPNji+aaZbsIXge579T3j40G
v8B7RAa
3908FI/Lb3WPHI11gaQvKyZ4ioBhCnS3tlagmIEUJnONnId6sTTSOxPZBcl
qFGQp

————— END CERTIFICATE REQUEST-—--

CERTIFICATE TYPE Type of certificate to create
L

V Client Certificate
Web Server Certificate

Vz

SSO Certificate




17. Your browser automatically downloads a newly signed certificate to the browser’s default location;
for this guide, the default location is your Downloads folder. Your browser might display a wait
status indicator indefinitely. After the certificate is downloaded, you can safely close the browser
window or navigate to a different page.

Settings Global Management

PKI Certificates

18. In the Finder, navigate to the folder that contains the newly signed certificate. In the following
example, the file is in the Downloads folder, and its name reflects your organization’s name, and
has the “.pem” suffix (though pem historically stands for Privacy-enhanced Electronic Mail, you
won'’t be using this certificate for mail).

[ NN [ Downloads
<[> EEEED =2 =Ev v £ g Q Search
Favorites Name Size Kind Date Added
((('.))) AirDrop I C=US,CN=Dreyer Net...arekdreyer.com.pem 1KB printabl..archive  Today at 4:24 PM

19. Open the pem file.



20. If you're prompted to add the certificate to a keychain, select your login keychain, then click Add.

@ Add Certificates

= Do you want to add the certificate(s) from the file
Cefiecte | ug=ys,CN=Dreyer Network Consultants
: A Inc,E=it@arekdreyer.com.pem” to a keychain?

Keychain: [ login

View Certificates Cancel Add

21. In Keychain Access, in the lower-left corner, click My Certificates. To confirm that the certificate
you just imported is displayed with the private key, select the certificate and click the disclosure
triangle. Note: At this point your Mac is the only place where your private key is stored.

000 + @ Q_ Search
Keychains
. ¥ = Dreyer Network Consultants Inc

¢ login it | Issued by: Dreyer Network Consultants Inc. JSS Buit-in Certificate Authority

n’ Local Items - Expires: Friday, June 12, 2020 at 4:24:41 PM Central Daylight Time

&) System @ This certificate is valid

System Roots
Name ~ Kind Expires Keychain
v [] Dreyer Network Consultants Inc certificate Jun 12, 2020 at 4:24:41PM login

| Dreyer Network Consultants Inc  private key -- login

> B member: B22C...B4-6F907A42AB30 certificate Jun 12, 2020 at 4:13:01 PM login

Category
,‘;\ All Items
/.. Passwords
Secure Notes
I Keys
[ certificates



22. If your Mac that you used to create the Certificate Signing Request (CSR) is enrolled in your Jamf
Pro instance, your Mac trusts the Jamf Pro Certificate Authority (CA), which signed your CSR, so
that Mac trusts the new certificate. If your Mac is not enrolled with your Jamf Pro instance, you
need to configure your Mac to trust the certificate so that Composer can use the certificate.

To do this

A. Double-click the certificate you just imported.

B. Click the disclosure triangle next to Trust, click the menu next to “When using this certificate”

and choose “Always Trust.”

» Trust
Vv Details
Sul
Countr

Common Name

Em;

Dreyer Network Consultants Inc [ JOX ) Dreyer Network Consultants Inc

Dreyer Network Consultants Inc

Issued by: Dreyer Network Consultants Inc. JSS Built-in Certificate Authority
Expires: Friday, June 12, 2020 at 4:24:41 PM Central Daylight Time

Dreyer Network Consultants Inc
Issued by: Dreyer Network Consultants Inc. JSS Built-in Certificate Authority
Expires: Friday, June 12, 2020 at 4:24:41 PM Central Daylight Time

@ "Dreyer Network Consultants Inc” certificate is not trusted Q@ "Dreyer Network Consultants Inc” certificate is not trusted

bject Name
y or Region US

ail Address  it@arekdreyer.com

Issuer Name

Common Name

Certificate Authority

Serial Number 3352548839

Signature Algorithm

Not Valid Before
Not Valid After

Version 3

Parameters None

Dreyer Network Consultants Inc

Dreyer Network Consultants Inc. JSS Built-in

v Trust

When using this certificat¢ v Use System Defaults |  ?

Secure Sockets Layer (SSL%

Secure Mail (S/MIME) | no vaiue speciTiea

Extensible Authentication (EAP) no value specified

15151

IP Security (IPsec) no value specified

SHA-256 with RSA Encryption (1.2.840.113549.1.1.11)

Wednesday, June 12, 2019 at 4:24:41 PM Central Daylight Time
Friday, June 12, 2020 at 4:24:41 PM Central Daylight Time

C. Choose File > Close to close the certificate window, then at the “You are making changes to
your Certificate Trust Settings” dialog, provide your credentials to allow the update.

D. Confirm that the certificate is displayed with “This certificate is marked as trusted for this
account.”

Name

Dreyer Network Consultants Inc

Issued by: Dreyer Network Consultants Inc. JSS Built-in Certificate Authority
Expires: Friday, June 12, 2020 at 4:24:41 PM Central Daylight Time

© This certificate is marked as trusted for this account

~ Kind Expires Keychain

F@ Dreyer Network Consultants Inc  certificate Jun 12, 2020 at 4:24:41 PM login

23. Optionally, export the certificate with your private key so you have a backup of it, and so that you
can import it on another Mac. With the certificate selected, Choose File > Export ltems.

@&  Keychain Access G Edit View Window Help

New Password Item... 8N

New Secure Note Item... 48N

New Keychain... XN Dreyer o e

New Identity Preference... ‘ Issued by: Dreyer Network Consultants Inc. JSS Buil
Expires: Friday, June 12, 2020 at 4:24:41 PM Centra

Import Items... oI © This certificate is valid

Export ltems... \ O$8E

Add Keychain... T 8A Name ~ Kind

Delete Keychain “login ¥ v B Dreyer Network Consultants Inc certificate

Close

®BW § Dreyer Network Consultants Inc  private key



24. In the Save As field, enter a name like JamfProSignedCert.
A. Enter a location to save; this guide uses Documents.

B. Leave the File Format as Personal Information Exchange (.p12) because this format includes
the private key.

C. Click Save.

Save As: I JamfProSignedCert I

Tags:

Where: @ Documents v A

File Format:  Personal Information Exchange (.p12) B— B
Cancel M C

25. Enter a password to secure the certificate, enter it again to verify, then click OK. You can click
the key icon to open the Password Assistant to help generate a secure password. If you use an
organizational password vault system, record this password.

7~ Enter a password which will be used to protect the

. exported items:

Password: eeeeeecccce m

Verify: Ioooooooooool I

{ J

Password Strength: Fair

Show password

? Cancel m
26. In the dialog, enter your login password then click Allow.

7\ Keychain Access wants to export key “Dreyer
1 Network Consultants Inc” from your keychain.

% To allow this, enter the “login” keychain password.

Password: quuu I

Always Allow Deny m

-~

27. Copy the exported certificate to secure location, backup media, organization shared folder, or
another Mac.

28. Quit Keychain Access.



Option B: Use your Developer ID Installer certificate
1. Double-click your Developer ID Installer file.

2. In the dialog that appears from Keychain Access, leave Keychain set to “login”, then click Add.
Note: if you already had Keychain Access open with your System keychain selected, you might
need to use the following workaround to use your login keychain instead: Open Keychain Access,

in the upper-left corner of Keychain Access, select your login keychain, then quit Keychain Access.

® Add Certificates

Do you want to add the certificate(s) from the file
“DeveloperiDInstaller.p12” to a keychain?

Keychain: | login

View Certificates Cancel Add

3. In the dialog, enter the password that protects the .p12 file, then click Add.

7\ Enter the p d for “DeveloperiDInstaller.p12":

Q Password: I |

Show password

Cancel

4. To confirm your certificate and private key are imported, in the lower-left corner select My
Certificates, then click the disclosure triangle for your certificate.

ece +|® Q sesrch
Keychains
. Developer ID Installer: Dreyer Network Consultants, Inc. (QDYKF3353J)
m login

Issued by: Developer ID Certification Authority
Expires: Friday, January 19, 2024 at 10:22:09 AM Central Standard Time
@ This certificate is valid

Local Items

@
() System
System Roots

Name ~ Kind Expires Keychain
Developer ID In...Inc. (QDYKF3353J) certificate Jan 19, 2024 at 10:22:09... login

-- login




Use Composer to create a signed package
1. Open Composer.

2. Enter your login password if necessary.
3. If Composer displays the Snapshot dialog, click Cancel.

BN Composer 10.10.1

- %‘ &‘ Q Search
New Build as DMG Build as PKG Search
sou
pacy Chooseamethod to create your package:

8§ Monitoring Installation - -

0 o
C{h I .;‘O I
¥ Operating System
Build OS Package New & Modified Monitor File Normal Snapshot
5% Package Manifests Snapshot System Changes

P Pre-Installed Software
User Environment

Take a snapshot that watches for new files, as well as any files that are
| modified. A snapshot will be taken before and after the installation process,
kol and then the two snapshots will be compared.

Cancel

4. From the Composer menu at the top of the screen, choose Preferences.
5. Click the checkbox for “Sign with”.

6. Click the menu and choose an appropriate certificate.

For the certificate signed by Jamf Pro, it will have your organization’s name:

e0e Composer Preferences
Pwknam Exclusion List Advanced
2 suild flat PKGs

Sign with ¥ D32A57DD-B781-4AAA-92E6-40E76A38592B
Remove DS Dreyer Network Consultants Inc

member: B22C72B1-795A-48D8-91E7-193FDC1C8E8C 501584AF-0CE9-421E-8AB4-6F907A42AB30
Scan images wnen puiaing LMGS '
Play sounds

Reveal in Finder when done

DMG Target Filesystem:  Prompt

Cancel Save

For your Developer ID Installer, it will start with “Developer ID Installer.”
[ JON ) Composer Preferences

Packaging Exclusion List Advanced ‘

) k
EDBuitd flat PKC 1135557DD-5781-4AAA-02E6-40E76A385928

(SELRW v Developer ID Installer: Dreyer Network Consultants, Inc. (QDYKF3353J)

RomoverDg member: B22C72B1-795A-48D8-91E7-193FDC1C8E8C 501584AF-0CE9-421E-8AB4-6F907A42AB30

Scan images when building DMGs r
Play sounds

Reveal in Finder when done

DMG Target Filesystem:  Prompt

cancl

7. Close the Preferences window.



8. Download the latest DEPNotify installer package from https://gitlab.com/MacTroll/DEPNotify/-/tags

e®e® <> m @ gitlab.com ] ul W=

e
& GitLab Projects Groups Snippets Help Search or jump to... o} (229l Sign in / Register
D DEPNotify Joel Rennich > DEPNotify > Tags
& Project Tags give the ability to mark specific points in history as being important Filter by tag name Last updated Y
O Repository ¥ 1.1.4
-o- f8balc34 - copy/paste added - 5 months ago o B
Files
Package Installer - DEPNotify-1.1.4.pkg
Commits
@ 1.1.0 Official 1.1.0 Release, build 29
Branches < fea3415f - 1.1.0 Release - 1 year ago
Qv
Tags Binary - Q DEPNotify-1.1.0.zip
Contributors Package Installer - & DEPNotify-1.1.0.pkg
&« Collapse sidebar ® 1.0.3 Official 1.0.3 Release, build 23

- 23096444 - Merae branch 'parseJamfLoa’ into 'master' - 1 vear aao

9. If Terminal is not open yet, open Terminal, then create a folder for the installer with the following
command:

sudo mkdir -p /usr/local/depnotify-with-installers

| NN ) 72 ladmin — -bash — 80x24

demo:~ ladmin$ sudo mkdir -p /usr/local/depnotify—with—installersl

10. Open the folder you just created. You can do this in Terminal with the following command:

open /usr/local/depnotify-with-installers

| NON ) 72 ladmin — -bash — 80x24

[demo:~ ladmin$ sudo mkdir -p /usr/local/depnotify-with-installers
[Password:
demo:~ ladmin$ open /usr/10cal/depnotify—with—installersl

11. Drag the DEPNotify installer package from your Downloads folder to the /usr/local/depnotify-with-
installers folder.

12. Open the /usr/local folder; one way to this is the following: while viewing the depnotify-with-
installers folder, Command-click the name of the folder in the Finder window toolbar, then choose

local.
[ NON | [ depnotify-with-installers

< g = [ EM Q
— B —— [0 usr | | SS—|
Favorites Name | & Macintosh HD

@) AirDrop & DEPNotify- m demo 2:35 PM

@ Recents



13. Drag the /usr/local/depnotify-with-installers folder to the Sources section of Composer. Note: be
sure to drag the folder, not just the package inside the folder, otherwise the package will be in the
Packages section, not the Sources section (if this happens, don’t click Convert to Source, instead,
Control-click the DEPNotify package in the Packages section of Composer and choose Remove,

then try again).

Composer 10.10.1

= g ®

New Build as DMG Build as PKG

SOUI g 8lepnotify-with-installers

[ local
Zv o #v M

Favorites A
@) Airbrop [ bin
v a3 depnotify-with-installers

E Recents 7 7
N ‘& DEPNOotify-1.1.4.pkg

14. In the main window of Composer, select the usr folder.

{ NN
New Build as DMG Build as PKG

SOURCES BT

> & depnotify-with-inst...
PACKAGES

15. Click the disclosure triangle for the usr folder.

16. Click the disclosure triangle for the local folder.

17. Click the disclosure triangle for the depnotify-with-installers folder.
18. Confirm that the DEPNotify installer package is visible.

[ NON ) Compc
New Build as DMG Build as PKG

SOURCES 'V B usr
b & depnotify-with-inst... ¥ B local

¥ | | depnotify-with-installers

PACKAGES : :
‘e DEPNotify-1.1.4.pkg



19. Select the usr folder.
A. Confirm the Owner is set to root.

B. Confirm the Group is set to wheel.

C. Click the Action menu (looks like gear) and choose Apply Owner and Group to user and Al
Enclosed ltems.

‘o000 Composer 10.10.1

‘ ‘Q Search

New Build as DMG Build as PKG Search

SOURCES .|
b & depnotify-with-inst... ¥ [local

., v 12 depnotify-with-installers

& DEPNotify-1.1.4.pkg

Apply Owner and Group to usr and All Enclosed Items

Apply Owner to usr and All Enclosed Items
Apply Group to usr and All Enclosed Items

Apply Mode to usr and All Enclosed Items

20. In the Sources section of Composer, click the disclosure triangle for the depnotify-with-trigger

eoe Composer 10.10.1
‘ j‘ i i Q Search
New Build as DMG Build as PKG Search
SOURCES
¥ & depnotify-with-instal ¥ [ local
» [ Scripts v [ depnotify-with-installers
» [ Settings ‘& DEPNotify-1.1.4.pkg

» [ Snapshots

PACKAGES

SIOUL(O) E—

e

en




21. Right-click the Scripts folder then choose Add Shell Script, then choose postinstall.

o0 @ Composer
- VAR
New Build as DMG Build as PKG
SOURCES
V & depnotify-with-instal
» [sew; Add Perl Script >
@R Add Shell Script preupgrade

PACKAGES Ty [ InstallationCheck

preinstall
postinstall
VolumeCheck

22. In the left side of Composer, select the postinstall script.

[ JON J Composer
New Build as DMG Build as PKG
1 #!/bin/sh
SOURGES 2 ## postinstall
V & depnotify-with-instal
v [ Scripts 4 pathToScript=$0
= 5 5 pathToPackage=$1
6| et teartors
P [ Settings 7 targetVolume=$3
» | Snapshots 8
9
PACKAGES 10
1
12
13
14 exit @ ## Success
15 exit 1 ## Failure
16

283. In your browser open https://gist.github.com/arekdreyer.

[O https:,’/gist.github.com,’arekdreyer|

24. Click postinstall-for-Composer-for-DEPNotify.zsh.

® e < > @ gist.github.com

Instantly share code, notes, and snippets.

All gists 4 starred 4 Sort: Recently created ~

[El1file  Yoforks [J0comments ¥ 0stars

. / il fi for-D| ify.zsh
¥ Created 29 minutes ago

Postinstall script for Jamf Composer to install DEPNotify with supporting scripts and a LaunchDaemon

#1/bin/zsh
## postinstall

A

AN pathToScript=$0
pathToPackage=$1
Arek Dreyer targetLocation=s2
arekdreyer targetVolume=$3
22 Dreyer Network Consultants ... # This postinstall script for Composer creates the following

® ERBasosomelimas # A LaunchDaemon that starts a separate script to run a Jamf Pro policy command



TECHNOLOGY GROUP

25. Click Raw.

eve < il & gist.github.com ¢ Bl W=l

GitHub Gist Allgists Back to GitHub ign in l Sign up ‘

Instantly share code, notes, and snippets.

ﬂarekdreyer/ postinstall-for-Composer-for-DEPNotify.zsh Kstar 0  YFork 0

Created 29 minutes ago

<> Code Revisions 1 Embed v  <script src="https://gi: E2 [  Download ZIP

Postinstall script for Jamf Composer to install DEPNotify with supporting scripts and a LaunchDaemon

[ postinstall-for-Composer-for-DEPNotify.zsh

#1/bin/zsh
## postinstall

pathToScript=50

pathToPackage=$1

+arnatl aratian—e?

26. In the web browser window that displays the new postinstall script, click, press Command-A to
select all, press Command-C to copy (if you want to edit the script, the steps to edit it in the text
editor of your choice is outside the scope of this guide).

e0e < @

& gist.githubusercontent.com [ LN N =N

#1/bin/zsh
## postinstall

pathToScript=$0
pathToPackage=$
targetLocation=$2
targetvolume=$3

This postinstall script for Composer creates the following
A LaunchDaemon that starts a separate script to run a Jamf Pro policy command
A script to wait for Jame Pro enrollment to complete

- then triggers a Jamf Pro policy that triggers DEPNotify

A script that is designed to be called by a Jamf Pro policy

- to unload the LaunchDaemon then remove the LaunchDaemon and script

Q: Why not just call the “jamf policy -trigger~ command
from the PreStage Enrollment package postinstall script?

A: Because the PreStage Enrollment package is installed
before the jamf binary is installed.

Q: Why not just have the postinstall script wait until jamf enrollment is complete?
A: Because the postinstall script won't exit while it waits, which prevents enrollment

0: Why not just include the DEPNotify.sh script in the PreStage Enrollment package?
A: Because every time you update it, for instance POLICY ARRAY,
you'd need to re-build and re-upload the package

Q: Why not distribute the extra scripts and LaunchDaemons somewhere else,
instead of embedding them in this funky postinstall script?
A: This way you only have to download and maintain one extra thing.

HEERBHREBER BB R R B R R R R R RS

27. In the right side of the Composer window, click the postinstall script content, then press
Command-A to select all the text.

@® @ Composer 10.10.1

- ~ & £

New Build as DMG Build as PKG Search
1 #!/bin/sh
SIS : . 2 ## postinstall
V & depnotify-with-instal
¥ [ Scripts 4 pathToScript=$0
5 5 pathToPackage=$1
Il postinstall 6 targetLocation=$2
» [ Settings 7 targetVolume=$3
8

> Snapshots

PACKAGES 10

14 exit 0 ## Success
15 exitil ## Failure



28. Press Command-V to replace the selected text with the text you copied earlier.

29. Scroll to the top of the script and confirm that the shell is defined in the first line (#!/bin/zsh).

[ BON ) Composer 10.10.1
% ‘,‘ £ Q_ Search
New Build as DMG Build as PKG Search
#1/bin/zsh
Sl e ## postinstall
Vv & depnotify-with-instal
v [ Scripts pathToScript=$0
e e
PO targetLocation=$2
» [ Settings targetVolume=$3

» [ Snapshots
PACKAGES

S5 00OMNONAWNSOOONDIBEWNIOORNODODW®N
HEBHHEREHEHEREERERERE SR

e wn
R

# This postinstall script for Composer creates the following

# A LaunchDaemon that starts a separate script to run a Jamf Pro policy command
# A script to wait for Jame Pro enrollment to complete

# — then triggers a Jamf Pro policy that triggers DEPNotify

# A script that is designed to be called by a Jamf Pro policy

# — to unload the LaunchDaemon then remove the LaunchDaemon and script

: Why not just call the “jamf policy -trigger’ command
from the PreStage Enrollment package postinstall script?

: Because the PreStage Enrollment package is installed
before the jamf binary is installed.

> o

>0 >0

: Because every time you update it, for instance POLICY_ARRAY,
you'd need to re-build and re-upload the package

: Why not distribute the extra scripts and LaunchDaemons somewhere else,
instead of embedding them in this funky postinstall script?
: This way you only have to download and maintain one extra thing.

> o

One approach is to use the following locations and files:

LaunechNaamans

30. Choose File > Save (or press Command-S).

31. In the Sources section of Composer, select the depnotify-with-trigger package.

» | |Snapshots
PACKAGES

L NN Composer
;q’» T i i
New Build as DMG Build as PKG
SOURCES v [ usr
= tal v [l local
v [ Scripts ¥ [ 7 depnotify-with-installers
@ postinstall ‘e DEPNotify-1.1.4.pkg
» | Settings

Why not just have the postinstall script wait until jamf enrollment is complete?
Because the postinstall script won't exit while it waits, which prevents enrollment

: Why not just include the DEPNotify.sh script in the PreStage Enrollment package?



32. In the Composer toolbar, click “Build as PKG.”
33. Press Command-D to specify that the Desktop is the location to save the package to.
34. Click Save.

<|> N v B+ Desktop < Q Search

Favorites
@ Recents
75-; Applications
[ Desktop
@ Documents
0 Downloads
Locations
& iCloud Drive
@ Remote Disc
@ Network
Tags
@ Red
© Orange

Yellow

New Folder Cancel

35. In order to sign your package, Composer needs access your private key. At each prompt enter
your login password and click Allow (or click Always Allow to grant Composer access to your key
without asking for your password again).

q productsign wants to sign using key “Dreyer
| | Network Consultants Inc” in your keychain.

3
g To allow this, enter the “login” keychain password.

Password: || |

? Always Allow Deny Allow

36. Quit Composer.



Upload the package to your Jamf Pro instance.

1. Log in to your Jamf Pro web interface.

2. Navigate to Settings > Computer Management > Packages.

{g} Al Settings

=

|]|] System Settings
Global Management
Self Service

Server Infrastructure

Computers

Network Organization

m 08 &

Computer Management

3. Click New.

Settings Computer Management

Packages

NAME ~ CATEGORY
Firefox.pkg Browsers

4. Click Choose File.

Settings Computer Management Packages

New Package

General Options Limitations

DISPLAY NAME Display name for the package

CATEGORY Category to add the package to

None v

Computer Management

¢ | B

Packages Scripts

®

Patch
Management

= B o M|

i

Printers Directory Disk Dockltems ~ Configurations
Bindings Encryption
Configurations

Computer Mar

PRIORITY

10

e i me of the package on the distribution point (e.g. "MyPackage.dmg")
Choose File

MANIFEST FILE

Upload Manifest File

® L B @ =

+ New

FUT FEU INDEXED

No No No



5. Select the package you recently created then click Choose.

< > | ssv ) | i [F Desktop to3 Q Search

Favorites
@ Recents ‘
:A; Applications
[ Desktop i

M Documents
o Downloads

Locations
¢ iCloud Drive
Remote Disc

Media

n Music
@1 Photos
EI Movies

Tags

6. Assign a Category, edit the Info and Notes fields if you like.
7. Click Save.

Settings > Computer Management > Packages

New Package

General  Options  Limitations

DISPLAY NAME  Display name for the package

depnotify-with-installers.pkg

CATEGORY  Category to add the package to

Enroliment v

FILENAME _ Filename of the package on the distribution point (e.g. "MyPackage.dmg)
Change File | depnotify-with-installers.pkg

MANIFEST FILE
Upload Manifest File

INFO  Information to display to the administrator when the package is deployed or uninstalled

NOTES  Notes to display about the package (e.g. who built it and when it was built)

Packaged 6/13/19 by Arek Dreyer, signed to be used for a PreStage Enrollment package ‘

ol

8. If you see the Availability Pending message, you can safely ignore this and continue with this guide.



Use Apple Business Manager or Apple School Manager to assign a
computer to your Jamf Pro instance.

1. Use a web browser to sign in to business.apple.com or school.apple.com with an Apple ID that has
the ability to assign devices.

Learn More | ()

@& Business

Manage your organization'’s devices,
apps, and accounts.

Apple ID =

@ Remember me

orgot Managed Apple ID o password?

Enroll now.

2. Click Device Assignments.

A. Next to “1. Choose Devices”, select Serial Number, then enter your test Mac serial number in
the Serial Numbers field.

B. Next to “2. Choose Action”, click the Perform Action menu and choose “Assign to Server,” then
click the MDM Server menu and choose your Jamf Pro server.

C. Click Done.

evoe <> D i an0h ¢ e

& Business [Illa Search Devices Arekv (D

Organization

Activity

Locations

People .

Accounts Manage Devices

Choose how to assign, unassign, or release devices

Roles

Devices

Device Assignments

1. Choose Devices

Assignment History Fy A
Content © Sserial Number Order Number Upload CSV File

Apps and Books

Custom Apps Serial Numbers

CO2NNN——
2
2.Choose Action B
Performlhon MDM Server
Assign to Server < arekdreyer.jamfcloud.com ¢

Setings E=e—c

21
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TECHNOLOGY GROUP

3. Click Close.

eve <> m| & business apple.com/smaidevicaassignments 2 e

Assign Device

Assigning Device...

RS S S5 S S SSENRRRRNN

This process will continue even if you close this
window. You can see its progress in the activity
section.

22



Create a PreStage Enrollment, assign the package you just created to the
PreStage Enroliment, and update the scope of the PreStage Enroliment to
include a test Mac.

1. Select Computers > PreStage Enroliments.

jamf

L |

Computers Devices

Policies
Configuration Profiles
Restricted Software
PreStage Imaging
Mac App Store Apps
Patch Management

eBooks

Smart Computer Groups
Static Computer Groups

Classes

Enrollment Invitations

PreStage Enroliments

Management Settings

2. For testing purposes, click New.

Computers

PreStage Enrollments

+ New

3. In the Display Name field, enter a descriptive name such as DEPNotify with jamfadmin
management account.

Computers PreStage Enrollments

New Computer PreStage Enroliment

Options Scope
O ceneral 4 General
DISPLAY NAME  Display name for the PreStage enrollment
1 Account Settings DEPNotify with jamfadmin management account

23



4. In the Support Number and Support Email Address fields enter information appropriate for your
organization.

5. For the purposes of this guide use the following settings:

A. Select “Make MDM Profile Mandatory.”

B. Deselect “Allow MDM Profile Removal.”

C. Click All to hide all Setup Assistant screens.
D. Deselect the Location Services checkbox.

Computers > PreStage Enrollments

New Computer PreStage Enrollment

Options  Scope

6 General > 555-1212

SUPPORT EMAIL ADDRESS  Support email address for the organization

x Account Settings support@pretendco.com

DEPARTMENT Department to associate with the PreStage enroliment

{\Sr} Configuration Profiles
@ 0 Profiles

Require Authentication

User and Location Require the user to provide username and password on computers with macOS v1010 or later

Make MDM Profile y A

Require the user to apply the MDM profile
0_ Purchasing

—
Allow MDM Profile Removal B
Allow the user to remove the MDM profile

Y/, Attachments

oF  [stachments Setup Assistant Options Selected items are not displayed in the Setup Assistant during enroliment

X All C
Certificates

Location Services D

‘ Enroliment Packages
0 Packages Transfer Information

Apple ID

cance! @

6. In the left column, click Account Settings.
7. Click Configure.

8. Under Local User Account Type, select “Skip Account Creation.” This step is just to decrease the
number of steps required to test the solution.

Computers > PreStage Enroliments

New Computer PreStage Enrollment

Options Scope
O ceneral Account Settings x
Management Account Local administrator account to use for managing computers enrolled via user-initiated enroliment
& Account Settings >

ACCOUNT USERNAME

8 Configuration Profiles jamfadmin

@  0Profiles

@ Edit the management account via the User-Initiated Enrollment settings

User and Location . .
Create an additional local administrator account
Additional local administrator account to create for computers enrolled via user-initiated enroliment

. Purchasing Local User Account Type Type of user account to create during enroliment

(e > Administrator Account
Biticiments N~/ Make the user an administrator for the computer
0 Attachments

() Standard Account

—/ Make the user a standard user on the computer
Certificates (@ Skip Account Creation

The user will not create a local user account

‘ Enrollment Packages
0 Packages

Cancel Save
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9. In the left column, click Enroliment Packages.

10. Click Configure.

Computers  PreStage Enroliments

New Computer PreStage Enroliment

Options Scope

o General

x Account Settings

{g} Configuration Profiles
@ 0 Profiles

User and Location

@ Purchasing

Attachments
0 Attachments

Certificates

‘ Enroliment Packages >
0 Packages

& Configure Enroliment

Packages

Use this section to add an enroliment package to the

PreStage enrollment.

Configure

DEPNotify and the related scripts and daemons), click Add.

Computers PreStage Enroliments

New Computer PreStage Enroliment

Options Scope

@ ceneral Packages

NAME

x Account Settings B o
depnotify-with-installers.pkg

{§} Configuration Profiles Firefox.pkg

@ O Profiles
Google Chrome.pkg

User and Location

@ rurchasing

Attachments
0 Attachments

Certificates

‘ Enroliment Packages >
0 Packages

CATEGORY

_Enroliment

Browsers

Browsers

11. Next to your depnotify-with-installers package (the package you recently created to install

8 Packages Settings

Cancel

Cancel Save
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12. Click the Scope tab.

Computers > PreStage Enroliments

New Computer PreStage Enrollment

Options  Scope

O ceneral

Enroliment Packages

L Account settings o
depnotify-with-installers.pkg o
&3 Configuration Profiles
® 0Profiles

User and Location

Purchasing

/) Attachments
£ 0 Attachments

Certificates

@ Eproliment Packages 5
1Package

13. Select the checkbox for a test computer to assign this PreStage Enrollment to use

Computers > PreStage Enrollments

New Computer PreStage Enrollment

Options Scope

Q 1-10f1
DEVICE SERIAL NUMBER MODEL DESCRIP.. ASSET T... PRESTAGE ENROLLMENT S...

MBP 15.4 MBP 15.4
SG/2.6GH SG/2.6GH

co2 Z/16GBIR Z/16GB/R Unassigned
P560X/1T P560X/1T
B-USA B-USA

4 1 » > Show: 1,000 v



14. Click Save.

15. At the notification that this may take extra time, click Save.

not refresh.

Cancel

Confirm PreStage Account Settings Creation

PreStage account settings creation may take extended time to save. Do

Save

16. Confirm your work and click Done. Don’t worry if you see the “Information out of date. Awaiting

new sync” message.

Computers + PreStage Enroliments

DEPNotify with jamfadmin management account

@ Information out of date. Awaiting next sync

Options Scope
Q_ Filter Re 1-10f1
DEVICE

SERIAL NUMBER

co

MODEL DESCRIP...

ASSET T... PRESTAGE ENROLLMENT S_..
MBP 15.4 MBP 15.4

SG/2.6GH SG/2.6GH

Z/'6GB/R Z/16GB/R Unassigned

P560X/1T P560X/1T

B-USA B-USA
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Confirm that any policies you want DEPNotify to run have custom triggers
This guide uses two policies for illustration, each with a custom trigger for DEPNotify to run, and does

not include directions to create these example policies.

1. In the upper-left corner of the Jamf Pro web admin portal, click Computers.

2. In the sidebar click Policies.

3. Make a note of the custom trigger for each policy you want DEPNotify to run.

a

Computers

Computer

Policies

v Q 1-18 of 18

NAME

% Browsers

> (&) Install Google Chrome

> @  Install Firefox

FREQUENCY

Ongoing

Ongoing

TRIGGER

install-chrome

install-firefox

+ New

ScoPE

All computers

All computers
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Download and modify the script that starts DEPNotify, and store it as a script
in Jamf Pro.
1. In a web browser, visit https://github.com/jamf/DEPNotify-Starter.

O https://github.com/jamf/DEPNotify-Starter

2. In the list of files, click the depnotify.sh script.

e®0 <> M

& github.com <&

=3
=
E

Bash script to start DEPNotify and run policies during enrollment with Jamf Pro https://gitlab.com/Mactroll/DEPNotify

D 75 commits ¥ 2 branches © 7 releases 42 3 contributors gmIT
Branch: masterv | New pull request Find File
B, vbareis Merge pull request #19 from homebysix/patch-1 Latest commit 6d267¢6 on Feb 11
8 github/ISSUE_TEMPLATE Update issue templates 8 months ago
[m example-img Documentation update 8 months ago
[ example-video Documentation update 8 months ago
B .gitignore Additional cleanup and new options 8 months ago
2 CHANGELOG.md Update CHANGELOG.md 5 months ago
[E) CONTRIBUTORS.md Documentation update 8 months ago
[E) LICENSE Initial commit 11 months ago
[E) README.md Merge pull request #11 from jamf/develop-2.0.0-fgd-changes 6 months ago
[©) RELEASES.md Update RELEASES.md 5 months ago
[ depNotify.sh Minor spelling correction 4 months ago
B depNotifyReset.sh Added depNotifyReset.sh 5 months ago

README.md

DEPNotify Starter for Jamf Pro

Template bash script to start DEPNotify and run Policies during enroliment with Jamf. App installer, source code, and full
product documentation can be found at: https://gitlab.com/Mactroll/DEPNotify



TECHNOLOGY GROUP

3. Click Raw.

& github.com [}

O Why GitHub? Enterprise Explore Marketplace Pricing

I jamf / DEPNotify-Starter ©® Wwatch

<> Code

Issues 7 Pull requests 1 Security Insights

Join GitHub today
GitHub is home to over 36 million developers working together to host
and review code, manage projects, and build software together.

Branch: master v DEPNotify-Starter / depNotify.sh

@ homebysix Minor spelling correction

2 contributors §, @

800 lines (683 sloc) 40.3 KB

#1/bin/bash

#

Version 2.0.1

#*

License information

L #*

#* %

Copyright 2018 Jamf Professional Services

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

21

“* Star

Sign in | Sign up

95 YFork 15

Dismiss

Findfile =~ Copy path

ccl40a5 on Feb 10

me History [J 11

[E2
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4. Press Command-A to select all.

5. Press Command-C to copy the selected text.

6. You can close the web browser page or tab.

7. Open a text editor like BBedit; it's not recommended to use TextEdit.
8. If necessary, create a new text document.

9. Press Command-V to paste the copied text into the new document.

10. Edit the document to meet the needs of your organization; pay attention to lines that refer to
“Organization” - and include a phone number.

[ JON ) ~ depNotify.sh
¥ ~/Desktop/depNotify.sh - 4. B_B
L]
44
45 # General Appearance
46
47 # Flag the app to open fullscreen or as a window
48 FULLSCREEN=false # Set variable to true or false
49
50 # Banner image can be 60@@px wide by 1@@px high. Images will be scaled to fit
51 # If this variable is left blank, the generic image will appear. If using custom S_
52 # Service branding, please see the Customized Self Service Branding area below
53 BANNER_IMAGE_PATH="/Applications/Self Service.app/Contents/Resources/AppIcon.icn
54
55 # Main heading that will be displayed under the image
56 # If this variable is left blank, the generic banner will appear
57 BANNER_TITLE="Welcome to Organization"
58
59 # Paragraph text that will display under the main heading. For a new line, use \n
60 # If this variable is left blank, the generic message will appear. Leave single
61 # quotes below as double quotes will break the new lines.
62 MAIN_TEXT='Thanks for choosing a Mac at Organization! We want you to have a few
63
64 # Initial Start Status text that shows as things are firing up
65 INITAL_START_STATUS="Initial Configuration Starting..."
66
67 # Text that will display in the progress bar
68 INSTALL_COMPLETE_TEXT="Configuration Complete!"
69
70 # Complete messaging to the end user can ether be a button at the bottom of the
71 # app with a modification to the main window text or a dropdown alert box. Default
T2 # value set to false and will use buttons instead of dropdown messages.
73 COMPLETE_METHOD_DROPDOWN_ALERT=false # Set variable to true or false
74
75 # Script designed to automatically logout user to start FileVault process if
76 # deferred enablement is detected. Text displayed if deferred status is on.
77 # Option for dropdown alert box
78 FV_ALERT_TEXT="Your Mac must logout to start the encryption process. You will
79 # Options if not using dropdown alert box
80 FV_COMPLETE_MAIN_TEXT="Your Mac must logout to start the encryption process. Y
81 FV_COMPLETE_BUTTON_TEXT="Logout"
82
83 # Text that will display inside the alert once policies have finished
84 # Option for dropdown alert box
85 COMPLETE_ALERT_TEXT="Your Mac is now finished with initial setup and configura
86 # Options if not using dropdown alert box
87 COMPLETE_MAIN_TEXT='Your Mac is now finished with initial setup and configurat

i 57:C: 28 Unix Shell Script - Unicode (UTF-8, with BOM) - Unix (LF)- o' [ 12/1/0 100% -



11. Scroll to the POLICY_ARRAY section of the script.

12. Remove any entries that you don’t want DEPNotify to run. The original DEPNotify.sh script has
many examples, and you have to have a policy with a custom trigger for each line in POLICY_
ARRAY.

13. Add an entry to trigger the policy that uninstalls the installation script and LaunchDaemon (you
have not yet created this policy). This guide uses the description: Preparing for the next login as
the description to display, and the trigger: uninstall-depnotify-installers.

[ JON | ~ depNotify.sh

#+ ~/Desktop/depNotify.sh . 7. B_ B
126 # If this variable is left blank, the generic message will appear. Leave single
127 # quotes below as double quotes will break the new lines.
128 ERROR_MAIN_TEXT='We are sorry that you are experiencing this inconvenience with
129
130 # Error status message that is displayed under the progress bar
131 ERROR_STATUS="Setup Failed"
132
133
134 # Policy Variable to Modify I
135
136 # The policy array must be formatted "Progress Bar text,customTrigger”. These will
137 # run in order as they appear below.
138 POLICY_ARRAY=(
139 "Installing Google Chrome,install-chrome"
140 "Installing Firefox,install-firefox"
141 "Preparing for the next login,uninstall-depnotify-installers"
142 )
143
144
145 # Caffeinate / No Sleep Configuration
146
147 # Flag script to keep the computer from sleeping. BE VERY CAREFUL WITH THIS FLAG!
148 # This flag could expose your data to risk by leaving an unlocked computer wide op
149 # Only recommended if you are using fullscreen mode and have a logout taking place
150 # the end of configuration (like for FileVault). Some folks may use this in workfl
151 # where IT staff are the primary people setting up the device. The device will be
152 # allowed to sleep again once the DEPNotify app is quit as caffeinate is looking
153 # at DEPNotify's process ID.
154 NO_SLEEP=false
155
156
157 # Customized Self Service Branding
158
159 # Flag for using the custom branding icon from Self Service and Jamf Pro
160 # This will override the banner image specified above. If you have changed the
161 # name of Self Service, make sure to modify the Self Service name below.
162 # Please note, custom branding is downloaded from Jamf Pro after Self Service has
163 # at least one time. The script is designed to wait until the files have been down
164 # This could take a few minutes depending on server and network resources.
165 SELF_SERVICE_CUSTOM_BRANDING=false # Set variable to true or false
166
167 # If using a name other than Self Service with Custom branding. Change the
168 # name with the SELF_SERVICE_APP_NAME variable below. Keep .app on the end
169 SELF_SERVICE_APP_NAME="Self Service.app"

L: 141 C: 66 Unix Shell Script » Unicode (UTF-8, with BOM) ~ Unix (LF)» o [3 41,032/4,375/792



TECHNOLOGY GROUP

14.
15.
16.
17.
18.
19.
20.
21.
22.

23.
24.
25.
26.

Press Command-A to select all.

Press Command-C to copy the selected text.

You can save the script somewhere in your home folder for future reference.
If necessary, log in to your Jamf Pro web interface.

Navigate to Settings > Computer Management > Scripts.

Click New.

In the Display Name field, enter a name like depNotify.sh.

Optionally click the Category menu and choose an appropriate category.

Optionally, in the Information field, enter the information your organization routinely places in the
Information field.

Optionally, in the Notes field, enter the URL for the Jamf github page for this script.
Click the Script tab.
Click the Default Mode menu and choose Shell.

Click somewhere inside the Script Contents field, then Press Command-V to paste the contents of
your modified script into the field.

& ¢ NN
jamf Il Jamf Prc 4
Notify.sh
Computers Devices dep ot Y-S
General Script Options Limitations
SCRIPT CONTENTS
Shell v Default Theme ~ T T+ [ v Commands

1 ¥1/bin/bash -x
2 # Version 2.0.1

5 # License information

# Copyright 2018 Jamf Professional Services

9 # Permission is hereby granted, free of charge, to any person obtaining a copy of this

0 # software and associated documentation files (the "Software"), to deal in the Software

1 # without restriction, including without limitation the rights to use, copy, modify, merge,
2 # publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
3 # to whom the Software is furnished to do so, subject to the following conditions:

# The above copyright notice and this permission notice shall be included in all copies or
6 # substantial portions of the Software.

8 # THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
20 # PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE
21 # FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
22 # OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
23 # DEALINGS IN THE SOFTWARE.

e

27. Click Save.
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Create a policy that calls the DEPNotify.sh script you just created (which
starts the DEPNotify app)

~N OO O~ W N =

8.
9.

. In the upper-left corner of the Jamf Pro web admin portal, click Computers.

. In the sidebar click Policies.

. In the upper-right corner click New.

. In the Display Name field, enter something like Start DEPNotify.

. Optionally click the Category menu and choose an appropriate category.

. In the Trigger section, select the checkbox “Custom.”

. In the Custom Event field, enter the custom trigger name. This guide uses the trigger name “start-

depnotify” in the postinstall script.

jamf

|

New Policy

Computers Devices
Options Scope Self Service User Interaction
When a computer Starts Up. A Startup SCIIpt that cEcks 1or pollcles MUSE be Configured In Jamt Pro Tor this to Work
8] General > Vi
When a user logs in to a computer. A login hook that checks for policies must be configured in Jamf Pro for this to work
Packages Logout

& oraciage When a user logs out of a computer. A logout hook that checks for pocies must be configured in Jamf Pro for this to viork
Network State Change

@) S When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the

IP address changes)

Enroliment Complete
Scripts ¥
| oo LY immediately after a computer compietes the enrollment process

Recurring Check-in
Atthe recurring checkin frequency configured in Jamf Pro

Custom
Ata custom event

CUSTOM EVENT  Custom event to use to initiate the policy. For an iBeacon region change event, use “beaconStateChange”

Printers
OPrinters

start-depnotify

B Dockltems
0 Dock Items

EXECUTION FREQUENCY  Frequency at which to run the policy

©Once per computer -
@ Local Accounts

canee! @

In the left column, click Scripts.
Click Configure.

10. Next to the depNotify.sh script you just added in the previous section, click Add.

Computers Policies
New Policy
Options Scope Self Service User Interaction
[a] eeneral Scripts & Scripts Settings
NAME CATEGORY
Packages
& opackages depNotify.sh Enrollment Add
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11. Click the Scope tab.

12. Click the Target Computers menu and choose All Computers. Note: You might be tempted to
scope this to a Smart Computer Group that uses the criteria of “Enroliment Method: PreStage
enrollment”, but it’s safer to just scope it to All Computers, and leave the custom trigger to be only
the trigger.

Options Scope Self Service User Interaction
Targets Limitations Exclusions
TARGET COMPUTERS TARGET USERS
Computers to deploy the policy to Users to deploy the policy to
All Computers v Specific Users v
Selected Deployment Targets + Add
TARGET TYPE
No Targets
Cancel
13. Click Save.

14. Click Done to return to the list of policies
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Create the policy to run the script that removes the installation script and
LaunchDaemon in a web browser, and is triggered with a custom policy
trigger at the end of the DEPNotify starter script

1. If you aren’t already viewing the list of policies, in the upper-left corner of the Jamf Pro web admin
portal, click Computers, then in the sidebar click Policies.

. In the upper-right corner click New.

. In the Display Name field, enter something like Uninstall DEPNotify Installers.
. Optionally click the Category menu and choose an appropriate category.

. In the Trigger section, select the checkbox “Custom.”

oD O~ W N

. In the Custom Event field, enter the custom trigger name. This guide uses the trigger name
“uninstall-depnotify-installers” as an example.

Computers Policies
New Policy
Options Scope Self Service User Interaction
[8] ceneral > g Custom
- Ata custom event

CUSTOM EVENT  Custom event to use to initiate the policy. For an iBeacon region change event, use “beaconStateChange"

@ Poclages

0 Packages uninstall-depnotify-installers

. In the left column, click Files and Processes.
. Click Configure.
. Scroll down to the Execute Command field.

© 0 N O

. In the Execute Command field, enter the path to the uninstaller script that gets created:
/bin/zsh /usr/local/depnotify-with-installers/com.arekdreyer.DEPNotify-prestarter-uninstaller.zsh

Computers Policies
New Policy
Options Scope Self Service User Interaction

17 Local Accounts
0 Accounts SEARCH FOR FILE BY FILENAME Name of the file, including the file extension. This field is case-sensitive and returns partial matches

, Management Accounts
alb  Not Configured
Update "locate" database

Update the "locate" database before searching for the file

J§ Directoy Bindings

0 Bindings SEARCH FOR FILE USING SPOTLIGHT  File to search for. This field is not case-sensitive and retums partial matches

EFI Password
Not Configured SEARCH FOR PROCESS Name of the process. This field is case-sensitive and returns partial matches

| =]

Restart Options
Configured

Kill process if found
This works with exact matches only

A*  Maintenance
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10. Click the Scope tab.

11. Click the Target Computers menu and choose All Computers.
12. Click Save.

183. Click Done to return to the list of policies.

14. Confirm that your policies are listed.

Computers

Policies

¥ Browsers

> @® Install Google Chrome Ongoing install-chrome

> @ Install Firefox Ongoing install-firefox

¥ Enroliment

£ . Once per

> @  Uninstall DEPNotify Installers compifer uninstall-depnotify-installers
i Once per .

> @  Start DEPNotify Computer start-depnotify

All computers

All computers

All computers

All computers
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Test it out
1. Turn on a Mac with a fresh installation of macOS.

2. Since you're testing, consider making a Time Machine local snapshot that you can restore from
with macOS Recovery before you connect your test Mac to any network (See this blog entry for
more information, but basically press Control-Option-Command-T to open Terminal then run tmutil
localsnapshot to create the Time Machine local snapshot, which will automatically be deleted after
24 hours, and will not be useful for this testing after you turn on FileVault).

. If necessary, choose your language then click the Right Arrow to continue.
. In the Welcome screen, choose your country or region and click Continue.
. Select your keyboard and click Continue.

. If you're not using Ethernet, join a Wi-Fi network and click Continue.

. In the Remote Management screen, click Continue.
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. Wait a few moments.

Optional: Select the checkbox “Set time zone automatically using current location” then click Turn
On Location Services.

9. In the Select Your Time Zone screen, click Continue.

10. In the login window, log in with your Jamf management account.

11. If your DEPNotify.sh script makes you log out, log out, then log back in again.
12. In /var/log/jamf.log, look for the following:

e Checking for policies triggered by “start-depnotify” (or whatever custom
trigger name you used) for user “_mbsetupuser”...

e Checking for policies triggered by “uninstall-depnotify-installers” (or
whatever custom trigger name you used) for user “[the user you logged in
as]”...

13. /var/tmp/com.arekdreyer. DEPNotify-prestarter-installer.zsh.err is empty unless there’s an error.

14. In /var/tmp/com.arekdreyer. DEPNotify-prestarter-installer.zsh.err look for the following:
e Waiting for jamf log to appear (repeated)

e Waiting for jamf enrollment to be complete (repeated)

e Checking for policies triggered by “start-depnotify” (or whatever custom
trigger name you used) for user “_ mbsetupuser”...

e Executing Policy Start DEPNotify

e Running script depNotify.sh...

e Script exit code: 0

e Script result: [verbose script results]

e submitting log to [the URL for your Jamf Pro instance]

15. /var/tmp/depnotify.log contains the commands that the depNotify.sh script sent, which caused
DEPNoitify to take specific actions.

16. /var/tmp/depnotifyDebug.log contains information about waiting for Setup Assistant to exit, waiting
for Finder to be active, and depending on your configuration, waiting for the user to agree to your
End User License Agreement, or to click Continue.

If you need to address any issues, like updating a typo in a custom trigger name, either start your test
Mac from macOS Recovery and restore from your Time Machine local snapshot, or reinstall macOS
on your Mac and try again.

You’ve reached the end of this guide, we hope it was helpful. Feel free to continue the discussion in
the #depnotify channel of the macadmins.org Slack instance, which is free for anyone who agrees to
the code of conduct.



